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eServer Setup and Site Installation Instructions

1-1 Introduction

-

This manual is intended to provide the customer with complete and comprehensive documentation
to set up and configure the Innotech eServer software for a site computer. eServer enables local
and remote client computers access to a Magellan Explorer interface from within their web browser,
enabling direct access to information on the site computer.

Although the intent of this manual is to simplify the installation task, instructions contained in this
manual are based on the assumption that the typical installer is familiar with the operation of the

Microsoft Windows 7 or 10 Professional or Windows Server 2008/2012 R2 operating systems.

Customers should familiarise themselves with the content of this manual before attempting
installation and setup of eServer on their computer.

Throughout this manual there are icons to illustrate general notes and important notes, as illustrated
below:

These notices indicate a piece of useful information which should be read.

These notices contain information about the software that must be done before proceeding further to ensure
success.

1-1.1 Systems Covered by this Manual

The manual covers the preparation and configuration of a remote computer to access and display

a Magellan Explorer interface from within a web browser, while accessing information on a remote
computer. This is facilitated through the Innotech eServer software when using an Microsoft Internet
Explorer web browser.

1-1.2 Terminology used in this Manual

In order to simplify the instructions, common terminology and references to other Innotech products
are used throughout this manual. A brief description of some of the terminology is provided in this
section.

eServer Client computer: any computer which is connecting to the eServer Host computer. In
common scenarios, an eServer Client computer will be a laptop computer, a computer on the site's
local area network or an external computer connecting to the eServer Host computer via a secure
Internet connection. The eServer Client computer requires both a supported Windows operating
system and Internet Explorer software.

eServer Host computer: the computer which is running the Innotech eServer software and has the
Magellan project loaded. In common scenarios, this will be a computer on site, and accessible from
computers on the local area network and computers on external networks if required. The eServer
Host computer requires a supported Windows operating system.
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DNS: Domain Name System, a naming system for computers, services or any resources on a private
network.

eServer: a web-based Magellan Explorer solution that allows a remote computer to display a
Magellan Explorer interface from within their web browser while accessing information on a remote
computer.

iComm: Innotech's communications server used by applications software.

11S: Microsoft Internet Information Services software. This software enables your eServer Host
computer running capability to interact securely with connecting eServer Client computers.

IP address: a numerical label that is assigned to any device participating in a computer network that
uses the Internet Protocol for communication between its nodes.

Magellan Builder: an event driven, object oriented real-time Supervisory Control and Data
Acquisition package. Magellan Builder is used to create or modify a Magellan Project, which is run by
Magellan Explorer or eServer software.

1-1.3 Scope of this Technical Manual
This technical manual contains:

Table 1-1: Document Chapters

Chapter i

Contains initialisation related information of a general

1 Preliminary Information  nature such as computer requirements and pre-installation
materials.
) Contains instructions for the installation and basic
5 Installation of eServer configuration of the eServer software onto a computer, and
Software installation of the additional ATOM Reports Component if
required.
3 Configuring Internet Contains instructions for configuring IS on supported
Information Services (1IS) Windows operating systems.
o Contains instructions for the configuration of security and
4 Configuring eServer access control on eServer software. Additionally, steps are
Communications provided to enable eServer to communicate with an SQL
Server database.
General Troubleshooting Contains instructions for troubleshooting and resolving
5 general issues that may arise during the installation and

Tips configuration of eServer software.
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1-2 System Requirements

Both the eServer Host computer and any connecting eServer Client computers must meet the
minimum computer requirements to ensure correct operation.

1-2.1 Minimum Computer Requirements

Supported Operating Systems:
» Windows® Server 2012 R2
» Windows® Server 2008 R2 with Service Pack 1
» Windows® 10 Professional 64-bit & 32-bit
» Windows® 7 Professional 64-bit & 32-bit with Service Pack 1

Minimum System Requirements:
« Intel Pentium Dual-Core 2.8GHz processor or equivalent
« 4GB of RAM
« 350MB Hard Disk Drive required
1024 x 768 display with 16-bit video card (1920 x 1080 recommended)
« CD-ROM or DVD-Drive
« Keyboard and mouse of compatible pointing device
« Requires a computer with iComm installed

1-3 Special Considerations

The following installation considerations must be observed to ensure the proper installation and
configuration of eServer, Magellan Web-Based graphics, ATOM Reports Component and Internet
Information Services. The eServer software allows ten concurrent connections to the Magellan
project, and the following items are required for proper operation:

« eServer v1.50 or greater installation package and required security dongle

« Magellan Builder v1.50 or greater installation package and the appropriate security dongle for
installation. Magellan Builder is required for site setup only.

« Completed Magellan project

« Windows Internet Information Services (11S) must be installed on the computer running the eServer
software according to the operating system. This is enabled on Windows 7 & 10 from the Windows
Features Setup. For Windows Server 2008/2012 R2, IIS is an additional configuration option.

« A static IP address from the ISP and proper Firewall / Router configuration if using internet access
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1-4 Advanced Site Considerations

The following installation considerations must be observed for sites with advanced data logging
requirements, such as connection to an SQL Server database:

« Both the eServer Host computer and any connecting eServer Client computers must meet
the minimum computer requirements to ensure correct operation. Depending on the site
requirements, more advanced computer specifications may be required for the eServer Host
computer, such as RAID-based redundancy systems, and a higher-end computer processor. Refer
to 1-2 - System Requirements for more information.

« Consult with the site IT Manager to ensure that connecting eServer Client computers can access
the eSever Host computer and the SQL Server database in a safe and secure way.

« Be aware that installing SQL Server 2008/2016 R2 Standard Edition may take up to 60 minutes to
complete. SQL Server Express 2008 R2 can take up to 20 minutes.

1-5 Installation Plans

The following installation data should be gathered and made available to the installation team in the
event that a connection to an SQL Server is required:

« This technical manual.

« Ensure you are logged into the computer as a System Administrator when installing software and
commissioning the eServer Host and eServer Client computers

« Site Information Technology security and installation requirements

« Magellan Builder security dongle to configure project settings. Magellan Builder is required for site
setup and project modifications only. You may remove the dongle once the site is commissioned.

« eServer security dongle for the eServer Host computer. This must remain connected to the eServer
Host computer in order for eServer to run.

« For the setup of eServer Client computers that require access to eServer generated Crystal Reports,
you may choose to download the Crystal Reports for Web Components package from the Innotech
website and install it manually as it is a 100MB file download.

« DNS name or static IP address of the SQL Server computer.

» Name of the SQL Server Database being used for point logging.

« Any other data source as it becomes known

1-5.1 Required Software on Site Computer
The following software needs to be installed on the site computer.

« Magellan Builder v1.50 or greater with security dongle. You may remove the Magellan Builder
security dongle once setup is completed.

« eServer v1.50 or greater with security dongle. The eServer security dongle must remain connected
to the eServer Host computer in order for eServer to run.

* ATOM Reports Component

« iComm Communication Server

« Windows Internet Information Services (IIS)

0 The eServer software may be used on an intranet (internal Ethernet), externally via the internet or both.
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2-1 Overview

i

This section provides an overview of the steps required for the installation and basic configuration
of the eServer software onto a computer, and installation of the additional Magellan Crystal Report
additions if required.

The installation program for eServer v1.50 or greater automatically creates and configures the necessary web
page files on your computer in the location c:\MyWebPages. Once eServer and the ATOM Reports Component (if
required) have been installed, you will have to check the security settings for c:\MyWebPages and your computer's
Internet Information Services Settings.

See the following for more information:

« 2-5 Security Access to the c:\MyWebPages Directory

« Chapter 3 - Configuring Internet Information Services (I1S)

2-2 Pre-installation Tasks

2-2.1 Overview

Prior to installing eServer v1.50 or greater there are a series of pre-installation tasks to undertake.
This includes gathering all the required information to make the installation process easier, and
preparing site computer security settings to facilitate an easy setup process.

Many of the processes within the Pre-installation Tasks assume a moderate to high degree of technical IT expertise.
It is recommended to consult with the site IT Manager for assistance and site specific security settings where
required.

2-2.2 Remote Access, Ports and Security Information

2-2.2.1 Internet Access

You may use an existing and available Broadband Cable/ADSL Internet Connection, however in this
scenario the site will need to have a DNS name or static IP address setup through the Internet
Service Provider (ISP), and also allow the opening of Ports through their Firewall / Router.

If the site IT Staff deny the setup of required ports, a separate ADSL internet connection will need to be provided

to a dedicated computer. This computer can be configured with a Static External IP address and configured

to have Port Forwarding. In this instance, IT Staff will only need to enable Port 80 for internet connection and
accept outgoing connections on 443, 20000 and 20001, not incoming through their own Firewalls. Regardless, the
computer running eServer and iComm needs to have the full incoming and outgoing connections to the Ports setup.
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2-2.2.2 Port Forwarding and Firewalls

The following Ports are required to be opened through the Firewall to allow incoming and outgoing
connections to specific parts of the Innotech System.

Table 2-1: Required Ports for an Innotech System

Required Ports

Port 443 Secure Communications Port (HTTPS)
Port 20000 Innotech Communications Server (iComm)
Port 20001 Secure Communications Port (eServer)

Recommended Additional Ports (i?

Port 5900 For VNC (Virtual Network Computing)
Port 21 For FTP (File Transfer Protocol)
Port 1723 For VPN (Virtual Private Network)

Innotech Chronicle Manager remote communications with the
Port 8227,8228,8230 @ ¢ o fie Server (if required)

Port 3389 @° For Remote Desktop (mstsc)

@' Enabling VNC, FTP or VPN assists with remote site access to the computer for management and
file transfers. This is optional but highly recommended as it allows remote diagnostics, analysis
and troubleshooting of site problems if they occur.

@2 Enabling Ports 8227, 8228 and 8230 is only necessary for remote access using Chronicle Manager
to configure the site Chronicle Server.

©: The HASP security dongles used by eServer and Magellan do not fully support Remote Desktop.
You will not be able to launch eServer or Magellan through Remote Desktop.

0 At a minimum ensure to enable the Required Ports as listed above.
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2-2.2.3 Security Information

Both iComm and eServer are resistant to denial of service attacks from unauthenticated clients,
and both support 32-bit encryption with initial login challenge/response authentication. If a client's
login name and password is not authenticated immediately by eServer or iComm, the connection is
terminated.

Both servers have been tested for buffer overrun attacks, and both servers have an audit trail of
connection attempts. It is not possible, even with a custom-written rogue program that manages
proper authentication, for any program to connect to either of these servers and execute a file
or download unauthorised data from the server. Neither of these programs currently contains
functionality to allow file downloads, server-side execution, or any kind of interactive login.

To setup access over the internet, you will need to open 443,20000 and 20001 through the Firewall to
transmit and receive data. Then accept incoming connections, and Port Forward from the external
static IP address, to the internal static IP address of the computer running the iComm Server and
eServer software. You will be able to see who has logged in via the audit trails, even from an eServer
Client computer.

From the eServer Client computer, only ports 443, 20000 and 20001 need to be open for an outgoing
connection.

2-2.3 Setup of a Dedicated Site Computer with ADSL Connection

2-2.3.1 Overview

This section provides detailed information for configuring a site computer with a dedicated ADSL
connection for running the eServer software. Refer to Figure 2-1 for an example eServer setup
network topology.

Site Computer
Running eServer
192.168.1.10

Port forward

Port 443 — HTTPS
Port 20000 — iComm
Port 20001 - eServer

=BT < IP Router
I 192.168.1.1
I ISP side static IP
176.168.100.189
( Local Area Network ()

Omni C20 Integra Power Meter
192.168.1.100 192.168.1.101

Remote computer
with Internet Explorer

Figure 2-1: Example of eServer Setup Network Topology
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2-2.3.2 Computer Setup

Once the ADSL connection to the eServer Host computer is completed, the computer must be
protected. The following is required to complete this step:
« Antivirus software from a reputable provider. Some antivirus and security software will
block eServer communication and port traffic by default. If this occurs, allow the required
communications on the computer. Refer to the specific antivirus or security software help manual
for more details on how to do this.
« Firewall enabled and configured - either Windows firewall or third party software. Ensure to enable
the required ports for eServer communications.
« Administration rights on the computer with a valid username and password
« Static IP address for the ADSL connection
« Static IP address on the local computer

2-2.3.3 Router Setup

1. Setup the computer with a temporary IP address and make it the same as the default IP range
of the ADSL router being used.

2. Logonto the router and set a new username and password. Go to the Port Settings (generally
found in Security) and allow the ports described previously in 2-2.2.2 Port Forwarding and
Firewalls.

3. You will need to forward the requests for each Port to the static IP address of the computer
running iComm and/or eServer as shown below in Figure 2-2 (Please note that this screenshot
is for software that is specific to this router, and may vary depending on the brand and model of
the router).

Product Page: DIR-635

:

“This aption is used to open multple ports or a range of ports in your router and redirect data through those:
ports to a single PC on your network, This feature allows you to enter ports in various formats induding, Port
Ranges (100-150), Individual Ports (80, 68, 838), or Mixed (1020-5000, 683).

:
24 -- PORT FORWARDING RULES

Ports to Open

Name hie: Schedule

Tcomm Application Mame [=]  20000,20001 Anays v
1P Address uop Inbound Fiter
10.0.0.1 Computer Name [~] Alow M [+]
Name TCR Schedule
http, https [2<] Appicaton Heme [=] soz080 Ainays[v]
I Aderess e inbound Fiter
10.0.0.1 Computer Name [=] Alow Al[+]
Name T Schedie
_ Remote Desktop Application Name [=] 339 Anays [+ ]
[
1P Address uop Inbound Fiter
0001 Camputer Name Alow all [ ]
Name Tcp Schedue
Appiication Name = Anays[<]

I

Figure 2-2: Example of Forwarding Requests for Ports to Static Ip Addresses

2-2.4 Domain Name System (DNS) Setup

To use eServer with an SQL Server on the dedicated site computer and remotely you will both need
internal and external access to iComm. To do this, you will need to use an actual DNS name that is
accessible from the External and Internal Addresses. In most projects with stand-alone computers
accessing the internet the router is basic and is not a DNS server.

Use the following site to set one up.

Go to http://dyn.com and create a DNS account (these are not expensive and are very reliable).
Eg: sitename.dyndns.org

Download the Dynamic DNS Updater and install it on your Site computer. This will ensure the External
Address is always linked to the DNS name.
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2-3 Installation of eServer Software

2-3.1 Overview

The installation program for eServer v1.50 or greater automatically installs all web page files on your
computer to work with minimal user intervention.

The following steps describe the process to install the eServer software onto a site eServer Host
computer.

Ensure that the eServer Host computer meets the minimum specifications outlined in 1-2 System Requirements
before installing the eServer software. Ensure that you have configured and DNS and Port Security settings prior to
installation, as during installation you will be asked to enter this information.

There are common installation steps for all supported Operating Systems. Any specific differences are described at
the relevant section in the document.

2-3.2 Installation Steps

Launch the eServer Installation Program. From the Setup window, select Next to commence
installation, as illustrated below in Figure 2-3.

Innotech Setup

‘Welcome to the Innotech Setup Wizard for
Innotech eServer

The Innatech Setup Wizard will install Innotech eServer
oh your computer. To continue, click Mest.

Cancel

Figure 2-3: Commence Installation of the eServer Software
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Read and acknowledge the eServer Software Licence Agreement, as illustrated below in Figure 2-4.
Click Yes to continue.

Innotech Setup

Licence Agreement
Please read the following licence agreement carefully,

Prezs the PAGE DOWHN key to see the rest of the agreement.

Software Licence dgreement A
Updated Bth July 2013

1. Introduction

a. Thiz Licence Agreement [“Agreement'’] iz an agreement between you and Innotech
Contral Systems Australia [“us"]. Pleaze read these terms and conditions carefully befare

downloading any software and applicable documentation as they contain impaortatit
information about pour rights and obligations. [t governs wour use of the software v

Do you accept all the termz of the preceding Licence Agreement? [ you choose Mo, the
setup will cloze. Toinstall Innotech eServer, you must accept this agreement.

Inistall5hield
< Back Yes No

Figure 2-4: eServer Software Licence Agreement

Enter the Customer Information for your eServer software installation, as illustrated below in Figure
2-5. Click Next to continue.

Innotech Setup

Customer Information
Pleasze enter your infarmation.

Pleaze enter your name and the name of the company for whom wou work.

User Hame:

|User

LCompany Mame:

Ilnnotech

IristallShigld

< Back I Mext » II Cancel

Figure 2-5: eServer Software Customer Information
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Confirm the eServer software installation location, as illustrated below in Figure 2-6. Click Next to

continue.

Innotech Setup

Choose Destination Location
Select folder where Setup will install files.

Setup will install Innotech eServer in the following falder.

Toinztall ta this folder, click Next.

Destination Folder
’7C:\Program Files\Innotech

InstallShisld

Cancel |

Figure 2-6: eServer Software Installation Location

Wait wait a few minutes as the eServer software is installed on your computer, as illustrated below in

Figure 2-7.

Innotech Setup

Setup Status

Innotech eServer Setup is performing the requested operations.

Inztalling:

o %

InstallShield

Cancel

Figure 2-7: eServer Software File Installation
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When the eServer software installation process is completed, click Finish to close and exit.

Innotech Setup

InztallS hield Wizard Complete

Setup has finished instaling Innatech eServer
an your computer.

| Finish I |

Figure 2-8: eServer Software File Installation Finished

Chapter 2 - Installation and Configuration Page 27 © Mass Electronics Pty Ltd 2009



=INNOTECH—

eServer Setup and Site Installation Instructions

2-4 Installation of ATOM Reports Component

2-4.1 Overview

The ATOM Reports Component allows for advanced report generation from Magellan or eServer
software using the Innotech ATOM software. This is a separate optional install which is required for
the generation of ATOM Reports.

The ATOM Reports Component is intended to work in a system where the Magellan or eServer Software is accessing
data stored in a SQL Server database. This is part of a system utilising the Innotech ATOM software.

See the following for more information:
« Chapter 4 - Configuring eServer Communications

2-4.2 Installation Steps

Launch the ATOM Reports Component Installation Program. The program will detect your system
configuration to install the required files, as illustrated below in Figure 2-9.

InstallShield Wizard

o ——— Preparing to Install...

ATOM Feports Component Setup is preparing the
InztallShield ‘wWizard, which will guide wou through the
program setup process. Pleaze wait,

Configuring ‘windaws Installer

— |

Cancel

Figure 2-9: ATOM Reports Component Installation Preparation
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Click Next to commence installation, as illustrated below in Figure 2-10.

ATOM Reports Component - InstallShield Wizard
Welcome to the InstallShield Wizard for ATOM

Reports Component

The InztallShield® ‘Wizard will inztall ATOM Reports
Component on your computer. T o continue, click Mext.

I Mewt > |I Cancel |

Figure 2-10: Commence ATOM Reports Component Installation

Select the specific ATOM Reports Component items to install. The default is to install the files
required for both the Magellan and eServer software, as illustrated below in Figure 2-11. Click
Next to continue.

ATOM Reports Component - InstallShield Wizard

Select Features

Select the features setup will install.

Select the features you want ta install, and deselect the features you do not want ta install.

ATOM Reports for Magella Dezcription
ATOM Repotts ve This willinstall ATOM Reports
for eServer

2.23 MEB of space required on the C diive
139527 88 MB of gpace available on the C drive

< Back Met > I Cancel |

Figure 2-11: Select the Specific ATOM Reports Components to Install

When the ATOM Reports Component installation process is completed, click Finish to close and exit.
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2-5 Security Access to the c:\MyWebPages Directory

2-5.1 Overview

To enable eServer Client computers connection and access to the contents of the c:\MyWebPages
directory, you will need to configure folder security settings. This allows eServer Client computers to
access to necessary files of the eServer project.

You will need to enable security access to a user called "Everyone", and then customise the security settings for
"Everyone". If the user "Everyone" already exists for this directory, check that the suitable security and access
settings have been enabled for this directory.

2-5.2 Create Special User "Everyone" for c:\MyWebPages

Navigate to c:\MyWebPages on your computer. Right-click on the MyWebPages folder and select
Properties from the popup menu. Select the Security tab and click Edit to change permissions, as
illustrated below in Figure 2-12.

B MyWebPages Properties

General Sharing Previous Versions  Customize
Object name:  C:\MyWebPages

Group or user Names:
BB SYSTEM
SR Administrators (Duncan'\Administrators)
SR Users (Duncan‘\Users)

To change permissions, click Edit.

Pemissions for Autherticated

Users Allow Deny

Full control C3
Modify

Read & execute

List folder contents

Read

Write hd

For special permigsions or advanced settings,
click Advanced. Advanced

Cancel Aoply

Figure 2-12: Edit Security Groups for c:\MyWebPages
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Click Add to create the new Security Group "Everyone", as illustrated below in Figure 2-13

B Permissions for MyWebPages

Security
Object name:  C:\MyWebFPages

Group or user names:
SR SYSTEM
SR Administrators (Duncan'Administrators)
SR Users (Duncan'Users)

Permissions for Autherticated
Users Alow

Dery

Full cortrol O O

Modify O
[l
O
O

Read & execute
List folder contents
Read

[ ok ]| camcel || feply

Figure 2-13: Add the new Security Group "Everyone"

Type Everyone into the Object Name field and click OK to apply, as illustrated below in Figure 2-14.

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users. Groups, or Built-in security principals | | Object Types... |

From this location:

|brisbane.innoted1.com.au || Locations... |

Enter the object names to select (zxamples):

Everyone Check Names

o] o

Figure 2-14: Enter the new Security Group "Everyone"

Click OK to close the Security Properties settings for c:\MyWebPages, exiting to the main window.
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2-5.3 Configure Security Settings for Special User "Everyone"

Navigate to c:\MyWebPages on your computer. Right-click on the MyWebPages folder and select
Properties from the popup menu. Select the Security tab. Ensure that the user "Everyone" is
presentin the Groups and User Names list. Click Edit to configure properties for Security Group
"Everyone", as illustrated below in Figure 2-15.

B MyWebPages Properties

Group or user names:

General Sharng Securty  Previous Versions  Customize

Object name:  C:\MyWebPages

HE SYSTEM

S Admini re (Thinman A
€

SR Everyone ~
"E—IMhemmated Usere

To change permissions, click Edit. *‘m

Pemissions for Everyone Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

AN

Far special pemissions o
click Advanced.

r advanced settings, Advanced

QK Cancel Apply

Figure 2-15: Edit properties for Security Group "Everyone"

Select Everyone in the Groups or User Names List. In the Permissions List, ensure that Full Control is
enabled, asillustrated below in Figure 2-16. Click OK to return to the previous window.

B Permissions for MyWebPages

Security

Group or user names:

Object name:  C:\MyWebPages

HR SYSTEM
SR Administrators (Dundan'Administrators)
SR Users {Duncan'\Usefs)
Add Remove
Pemissions for Everyone Allow Deny
I Full cortrol ™ I 0 =
Modfy ] O
Read & execute O
List folder contents O
Read o .

|| QK l Cancel Apphy

Figure 2-16: Select Full Control for Security Group "Everyone"
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With Full Control Enabled for "Everyone", click Advanced to configure Special Permissions for
Security Group "Everyone", as illustrated below in Figure 2-17.

B MyWebPages Properties

General Sharng Securty  Previous Versions Customize
Object name:  C:\MyWebPages

Group or user names:

ER Everyone I ~
Eﬁl.rthenticated Users

HR SYSTEM
SR AAmiri re (Thimnman B A i 7
<

To change permissions, click Edit. ‘m

Pemissions for Everyone Allow Deny

Full cortrol C3
Modify

Read & execute
List folder contents
Read

Write W

For special pemissions or advanced settings.,
click Advanced. | Advanced I

AN

QK Cancel Apply

Figure 2-17: Open Advanced Security Settings for Security Group "Everyone"

Select Everyone into the Object Name field and click Change Permissions..., as illustrated below in
Figure 2-18.

l Advanced Security Settings for MyWebPages

Mame: CA\MyWebPages
Owner: Administrators (DuncantAdministrators) G Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Mccess Inherited from Applies to
SR Allow Everyone Full control Mone This folder, subfolders and files I
S2 Allow | Administrators (Duncan\Adm... Full contrel G This felder, subfolders and files
S8 Allow | SYSTEM Full contrel G This felder, subfolders and files
S Allow | Users (Duncan\Users) Read & execute G This felder, subfolders and files
S8 Allow | Authenticated Users Medify G This felder, subfolders and files

| GChangepermlsslons I View

Disable inheritance

Cancel Apply

Figure 2-18: Edit Advanced Security Settings for Security Group "Everyone"
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Ensure that the security option for the "Everyone" Security Group are selected, as illustrated below in
Figure 2-19. Click OK to confirm your settings.

I Advanced Security Settings for MyWebPages

MName: CAMyWebPages
Cwiner: Adrministrators (Duncant\Administrators) Change
Permissions Auditing Effective Access

For additional information, deuble-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to

Allow  Everyone Full control This folder, subfolders and files
5% Allow  Administrators (Duncan®Adm..  Full control N This folder, subfolders and files
S Allow  SYSTEM Full control Ch This felder, subfolders and files
ER Allow  Users (DuncaniUsers) Read & execute ch This folder, subfolders and files
B Allow  Authenticated Users Modify (&3} This folder, subfolders and files
| Add | Remove || Edit

Disable inheritance

I|:| Replace all child object permission entries with inheritable permission entries from this chject I

Apply

Figure 2-19: Set Advanced Security Settings for Security Group "Everyone"

Changing security settings for "Everyone" will launch a Windows Security warning. Click Yes to
confirm the security settings for the "Everyone" Security Group, as illustrated below in Figure 2-20.

Windows Security

This will replace explicitly defined permissions on all descendants of
5 this object with inheritable permissions from ebPages,
I his obj ith inheritable permissions fi MyWebPag

Do you wish to continue?

Figure 2-20: Confirm Advanced Security Settings for Security Group "Everyone"

Click OK to exit all the way out of the c:\MyWebPages Properties Window.
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eServer Setup and Site Installation Instructions

3-1 Overview

This section provides an overview of the steps required to install and configure Windows Internet
Information Services (IIS) settings.

11S enables your eServer Host computer (the computer running the eServer software) the capability to interact
securely with connecting eServer Client computers. IIS is not enabled by default on a fresh install of Windows.

3-2 Installing Internet Information Services (1IS)

3-2.1 Overview

This section provides an overview of the steps required to install Windows Internet Information
Services (IIS) on supported operating systems. If the computer already has IIS Installed, you may skip
this section.

I1S enables your eServer Host computer the capability to interact securely with connecting eServer Client
computers. Once IIS has been installed, you will need to configure it to correctly to enable eServer to operate.

3-2.2 Installing IIS on Windows Server 2008 R2

These instructions detail the process for installing IIS on a Windows Server 2008 R2 (SP1) computer.
For a computer with a fresh install of Windows Server 2008 R2, there will be an interface presented on
the screen to setup initial configuration options for your server computer.

0 It is recommended to have the server computer's initial configuration settings set by the site IT Manager.
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Once your server computer's initial settings are correct, you can use the Initial Configuration Tasks
window to commence setup of IIS functionality. Select Add Roles from the Customise this Server
options, as illustrated below in Figure 3-1.

ﬁ Perform the following tasks to configure this server

EY Initial Configuration Tasks

f}_' Windows Server 200872

Standard

lj@l Provide Computer Information

»J| Specfying computer
information

?k Activate Windows Product ID:

L Sattime zone Time Zone:

¥ Canfigure petworking Local Area
. Connection:

'Jk Provide computer name  Full Computer Name:
and domain Workgroup:

¢ Update This Server

Nat activated

(UTC+10:00) Canbers, Melboume, Sydney

|Pv4 address assigned by DHCP. IPv6
enabled

WIN-AKOADMCIMEM
WORKGROUP

W Updating your Windows
senver

§2 Enable automatic Updates:
™ Updating andfeedback  Feedback:

Not configured
Windows Error Reporting off

Not participating in Customer Experience
Improvement Program

Frint, e-mail, or save this information

_]-" Download and install Checked for Updates: Never
= updates Installed Updates: Never
€ Customize This Server I customizing your server

oles fore

g Add features Features: None

':L Enable Remate Remote Desktop: Disabled

™ Desidop
¥ Configure Windows Firewall: Public: On
Firewall

[¥ Do not show this window at lagon

Figure 3-1: Initial Configuration Tasks on Windows Server 2008 R2

Close.
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If your server computer has had the initial settings configured, and a restart has occurred, you can
select to add the lIS role to the server through the Server Homepage window, which will appear on
the desktop by default. Select Roles in the left menu, and click Add Roles, as illustrated below in
Figure 3-2.

[ servermanger ~iix]

Fie Acton View Help
= | 2w |
e e

eatures
[ Jm Diagnostics ? #  View the health of the roles installed on your server and add or renfove roles and features.
i

El Gif} Configuration
# Task Scheduler
= Windows Firewall with Adve
(4 Services
&8 WMI Control —
= &/ Local Users and Groups (#) Roles: 0 of 17 installed
1 Users 3 Remove Roles
~| Groups
= {5 storage

H Rrols summary Help

< | | £} LastRefresh: Today at8:28 AM Configure refresh

-

Figure 3-2: Server Manager Window on Windows Server 2008 R2

Check the initial information, and follow any steps which have been missed before you continue to
setup IIS on the server computer. Once prepared, click Next to continue, as illustrated below in Figure
3-3.

Add Roles Wizard ] x|

== This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
Server Roles want this server to perform, such as sharing documents or hosting a Web site,

Confirmation Before you continue, verify that:
Progress « The Adminisirator account has a strong password
Results « Network settings, such as static IP addresses, are configured

« The latest security updates from Windows Update are installed

1f you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

I™ Skip this page by default

< Previous II Next > I Install I Cancel |

Figure 3-3: Confirm that initial setup of your server computer is correct
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From the list of Server Roles, select Web Server (11S) and click Next to continue, as illustrated below in

Figure 3-4.
Add Roles Wizard x|
ﬁ Select Server Roles
SR Select one or more roles to install on this server.
Roles: Description:
L] Active Directory Certificate Services Web Server (IIS) provides a reliable,

manageable, and scalable Web

[[] Active Directory Domain Services application infrastructure.

[ Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[] DNS Server
[[] Fax server
[ ] File services
[] Hyper-v
[ Network Policy and Access Services
[] Print and Document Services
Remote Desktop Services

LJ
O \mnduws Server Updahe Services

<previos [ o> || sl | cancel |

Figure 3-4: Select Web Server (IIS) from available Server Roles

Read through the Web Server (IIS) information. Click Next to continue, as illustrated below in Figure

Add Roles Wizard x|
ﬁ Web Server (11S)
Before You Begin Introduction to Web Server (IIS)
Server Roles Web servers are computers that have specific software that allows them to accept requests from dlient

computers and return responses to those requests, Web servers let you share information over the Internet, or
through intranets and extranets, The Web Server role indudes Internet Information Services (I1S) 7.0, a unified
Web platform that integrates J:ls 7.0, ASP.NET, and Windows Communication Foundation. IIS 7.0 also features

Role Services enhanced security, smpified di s, and delegated admins
Confirmation
Things to Note
L= i Using Windows System Resource Manager (WSRM) can help enm equitable servidng of Web server
Results traffic, espedally when there are multiple roles on this compu!

i The default installation for the Web Serva ({I1S) role indudes thelniﬂhhnnafrda services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and mnﬁf,ue static content compression.

Additional Information

OQverview of Web Server (IIS)

£ S

115 Checklists

Common Administrative Tasks in IIS

Overview of WSRM

< Previous " Mext > I Install Cancel

Figure 3-5: Read the Introduction to Web Server (IIS)
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Scroll down the list of available options for IIS and select Basic Authentication, as illustrated below
in Figure 3-6. Click Next to continue.

Add Roles Wizard x|
ﬁ Select Role Services
Before You Begin Select the role services to instal for Web Server (IIS}:
Server Roles Role services: Description:
i <] Basic offers strong
=) E Iss::uiﬁfmdudﬂ | hmwﬁs er :nmraﬁhll itrl.:prmprinfor
small internal netwo this
e — (= [E Health and Diagnostics authentication methad is rarely used
on [¥] HTTP Logging on the public Internet. Its major
Progress [] Logging Tools disadvantage s thatittransmits
[ Request Monitor passwords across the network using
Results an easily decrypted algorithm. If
[ Tracng intercepted, these passwordsare
simple to decipher. Use S5L with Basic
authentication.

[ Digest Authentication
|| client Certificate Mapping Authentication
[] 11S Client Certificate Mapping Authentication
[ URL Authorization
[¥] Request Filtering
[] 1P and Domain Restrictions
2 @ performance
[V Static Content Compression
’_ Dvnamic Content Comoression -5 J

More about role services

< Previous II Next > I Install I Cancel |

Figure 3-6: Setup IIS options for a Windows Server 2008 R2 computer

Confirm your installation settings. Click Install to commence setup of IIS, as illustrated below in
Figure 3-7.

Add Roles Wizard x|

ﬁ Confirm Installation Selections

Before You Begin
Server Roles
Weh Server (IIS)

Toinstall the following roles, role services, or features, dick Install,
(i) 2informational messages below

@ This server might need to be restarted after the installation completes. —
~ Web Server (I15)
Progress (i) Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
Resuls CPU usage
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Health and Diagnostics
HTTP Logging
Request Monitor
Security
Basic Authentication
Request Filtering
Performance -
Static Content Compression
Management Tools =l

Print, e-mail, or save this information

<previous | nevts | [ sl cancel |

Figure 3-7: Confirm IIS installation options for a Windows Server 2008 R2 computer
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Wait a few minutes whilst IIS is installed, as illustrated below in Figure 3-8.

Add Roles Wizard

a Installation Progress

Before You Begin The following roles, role services, or features are being installed:
il Web Server (IIS)
Web Server (IIS)
Role Services
Confirmation

Results

itializing installation. .

¢

’Ere-,--msl Rext > I Install I Cancel I

Figure 3-8: IS installation in progress on a Windows Server 2008 R2 computer

Review the results and any warnings post-install. Consult with the site IT Manager for any site-specific
or computer-specific warnings which may occur. Click Close to exit, as illustrated below in Figure 3-9.

ﬁ Installation Results

Before You Begin
i The following roles, role services, or features were installed successfully:
Server Roles =

Web Server (I15) il Ieing Ressos b

Role Services i\, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is &)
e automatically updated, turn on Windows Update in Control Panel.

Progre ~) Web Server (IIS) @ 1nstallation succeeded
rogress
Resdls The following role services were installed:
Web Server
Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Health and Diagnostics
HTTP Logging
Request Monitor
Security
Basic Authentication
Request Filtering b
Performance
Static Content Compression =l

Print, e-mail, or save the installation repert

< Previous Mext > Cancel

Figure 3-9: Review IS installation results on Windows Server 2008 R2
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Once your server computer has been setup with the new role as a Web Server (I1S) you are ready to

configure IIS to work with the eServer software

Firstly, confirm that the role Web Server (11S) has been initialised on your server computer. From the
Server Manager window, select Roles and validate that the role is present in the Roles Summary

list, as illustrated below in Figure 3-10.

E. server Manager

File Action View Help

-Iojx

&= w3

= 3 Roles
) '€ Web Server (IIS)
il Features
2] Diagnostics
= ; Canfiguration
) 9 Task Scheduler

(@) Retes
& @ Windows Firewal with Adve Sm—

(4. Services
i WMI Control (%) Roles: 1of 17installed
£ &% Local Users and Groups
7] Users Web Server (11S)

[ Groupe
B3 storage
(~) Web Server (IIS)

(%) Role Status

Messages: None
System Services: All Running
Events: None in the last 24 hours

Best Practices Analyzer: To start a Best Practices
Analyzer scan, ga to the Best Practices Analyzer tile
on this role's homepage and dick Scan this Role

£} LastRefresh: Today at 8:32 AM Configure refresh

B oo

ﬁ/ View the health of the roles installed on your server and add or remove roles and features.

Roles Summary Help

56 Add Roles
52 Remove Roles

Web Server (1IS) Help

Provides a reliable, manageable, and scalable Web appiication infrastructure.

[ Go to Web Server (5)

Figure 3-10:

Validate the role Web Server (IIS) in the Server Manager window
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3-2.3 Installing IIS on Windows Server 2012 R2

These instructions detail the process for installing I1S on a Windows Server 2012 R2 computer.
1. Open Server Manager. The Dashboard will show if the IIS role is installed.

= Server Manager

Server Manager * Dashboard

I8 Dashboard 'WELCOME TO SERVER MANAGER

B Local Server
H& Al Servers

W§ File and Storage Services b

n Configure this local server

--i File and Storage 1

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW
= 4 Create a server group

5 Connect this server to cloud services

Hide

LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total:

Services
@ Manageability @ Manageability

Events Events

Performance Services

BPA results Performance

BPA results
BB & s
Figure 3-11: Server Manager Dashboard
2. Click Add roles and features.

= Server Manager =&

Server Manager » Dashboard

% Dashboard | WELCOME TO SERVER MANAGER

§ Local Server
B All Servers . .
- n Configure this local server
BE File and Storage Services b
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
= 4 Create a server group
5 Connect this server to cloud services
LEARN MORE

Hide

Figure 3-12: Server Manager Dashboard - Add roles and features
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3. Click Next

DESTIMATION SERVER

Before you begin OWserve2012

This wizard helps you install rales, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

] Skip this page by default

< Previous | ext > ‘| Install Cancel

Figure 3-13: Wizard information screen

4. Selectinstallation type and click next.

. . DESTIMATICN SERVER
Select installation type SWSererorz
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install Cancel

Figure 3-14: Select Installation Type
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5. Select destination server and then click Next.

DESTINATION SERVER

Select destination server Susananar

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

DWServer2012

1 Computer(s) found

This page shows servers that are running Windoews Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[<previous ||| Mext> | [ mstan | [ cancel

Figure 3-15: Select Destination Server

6. Scroll down and click the Web Server (IIS) checkbox.

DESTINATIOM SERVER

Select server roles Wserezors

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

[>

i Active Directory Certificate Services
[] Application Server (AD CS) s used to create

erver certification authorities and relate
[ DHCP S ifi h d related

role services that allow to issue

[ DNS Server e e thot AR VLol
and manage certificates used ina
| variety of applications.

Features

[[] Fax Server
| [H] File and Storage Services (1 of 12 installed)
[ Hyper-v
[[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
[ Web Server (IIS)
[ Windows Deployment Services

[] Windows Server Essentials Experience

[[] Windows Server Update Services vl

[[<previous | [ Mest> | [ mnstai |[ cCancel

Figure 3-16: Select the Web Server (IIS) Role
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7. Click Add Features.

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do nat
have to be installed on the same server.

4 Web Server (IS}
4 Management Tools

[Tools] 1S Management Console

Include management tools (if applicable)

|AddFeau|r5|| Cancel

Figure 3-17: Add Required Features

8. Click Next at the next few screens and then click the Install button.

Installation progress

View installation progress

@ Festure installation

DESTINATION SERVER
DWServer2012

Installation started on DWServer2012

Web Server (IS}
Management Tools
IS Management Console
Web Server
Commeon HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaing

| >

<]

Export configuration settings

‘You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

[ <previous | [ Mext> | [ close || cancel

Figure 3-18: Installation in Progress
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9. Afterinstallation, the IIS Role will now be visible on the Dashboard.

Server Manager * Dashboard 2) | Po womage Toos vew hep

& Dashboard 'WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
o . o Configure this local server
WE File and Storage Services P
1S QUICK START
{2 Add roles and features
3 Add other servers to manage
WHAT'S NEW =
= 4 (Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Server groups: 1 | Servers total: 1
File and Storage = O
i 9 1 o IS 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

s B s

Figure 3-19: Installation Complete
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3-2.4 Installing IIS on Windows 7
These instructions detail the process for installing IIS on a Windows 7 (SP1) computer.

ﬂ It is recommended to have the server computer's initial configuration settings set by the site IT Manager.

Verify if IS has previously been installed on the Windows 7 computer by opening Control Panel from
the Windows Start menu, as illustrated below in Figure 3-20.

“ Cs+Builder 6
‘m Semulstor Manager

.Lj Paint »
% Snipping Tool

-

J Getting Started »

g Windows Media Center

A% WordPad
e

ﬁ MAXMon

EE] sty BB e % 1 31 customize the functionality of your computer.
1 NetScon

> AllPrograms

[[search programs and files

Figure 3-20: Opening Control Panel on Windows 7

Select Small Icons on the top right to open up the complete list of Control Panel options. Select
Programs and Features from the Control Panel list, as illustrated below in Figure 3-21.

wﬁ » Cantrol Panel » All Control Panel Items »

Adjust your computer's settings

W Action Center & Administrative Toals W3 AutoPlay

l* Backup and Restore
a4 Color Management
0 Defoult Programs
g Davices and Printers
F Folder Options

o} HomeGroup

@, Internet Options

&3 Location and Other Sensors

B Notification Area lcons

E{mn?-’h:\

@ Sync Center

&% 60t Administrator
@ Credential Manager
W Desktop Gadgets
W Display

I Fonts

& [ndexing Options
) Jave

F Mouse

‘ Parental Controls
& Phone and Modem
MR Recovery

& sound

W Systemn

“‘ BitLocker Drive Encryption

# Date and Time

@ Device Manager

H Getting Started
ol interBase Manager

= Keyboard

B Network and Sharing Center

W Performance Information and Tools

t Power Options
9 Region and Language
§ Speech Recognition

L. Taskbar and Start Menu

Figure 3-21: Open Programs and Features from the Control Panel on Windows 7
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Click Turn Windows features on or off from the left pane of the Programs and Features window, as

illustrated below in Figure 3-22.

Ce e

Control Paned Home

% Tun Windows features on of
of Organize ~

MName

[ Bodand C+ +Buildes 6

B GlowCode 7.2.1094.0

1 Innotech Gen2Works Phus 5.40
1| nnotech iComm 1.40

BT [nnatech MAXIM 5.50

7 Innotech Utilities 1.00

BT InterBase 6.5

& lava(TM) 6 Update 15

@ vMware Tools

@700 iv » Control Panel » All Control Panel ltems » Programs and Features

v by | Search Prog

P

rams and F

Uninstall or change a program

To uninstall a program, sedect it from the list and then dick Uninstall Change, or Repair

(7]
Publisher
Borland Software C
Elactric Software, In

Sun Microsystems,
VMware, Inc.

Figure 3-22: Selecting "Turn Windows Features On or Off" on Windows 7

From the Windows Features menu, do the following:

« Scroll down the list of Windows Features, and expand the Internet Information Services tree list.

Underneath that, expand the Web Management Tools list. Ensure that IIS Management Console is
selected, as illustrated below in Figure 3-23.

« Immediately underneath, ensure that World Wide Web Services is selected with a blue square, as

illustrated below in Figure 3-23.

+ The IIS Management Console is NOT activated by default on Windows 7. This feature can be

enabled from Windows Features.

[

1 Windows Features

Turn Windows features on or off

o= ]
o

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@[] | FTP Publishing Service

= [H | Web Management Tools
[7] | 156 Management Compatibility

| I5 Management Console

World Wi

. Microsoft .N

ramework 3.0

m

[ | Microsoft Message Queue (M5MQ) Server
[@] |, Print Services
| Remote Differential Compression
[7] .. Removable Storage Management S

| oK

I [ Cancel

Figure 3-23: Setup IIS Features on Windows 7

i

completed by the site IT department.

Ifthe IIS Management Console box is not checked, click on the box and then click on OK to install the IIS
Management Console. Follow the on-screen prompts to complete this process. If required, this process may be
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3-2.5 Installing IIS on Windows 10

These instructions detail the process for installing 1IS on a Windows 10 computer.

Verify if IS has previously been installed on the Windows 10 computer by opening Programs and
Features by right clicking the Windows Start Button and left clicking Programs and Features, as
illustrated below in Figure 3-24.

Programs and Features

Power Options

mmand Prompt
Command Prompt (Admin)
Task Manager

Control Panel

File Explorer

Search

Figure 3-24: Opening Programs and Features on Windows 10

Click on Turn Windows features on or off, located on the left pane of the Programs and Features
window and illustrated below in Figure 3-25.

'S Programs and Features - o
« ~ 4 @ « Al Control Panel ltems » Programs and Features v @ | Search Programs and Features r)
Control Panel Home .
Uninstall or change a program
View inctalled updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
Orgarize + = - @
Install 2 program from the ~
network Name Publisher -
(@ Accentis Enterprise Accentis Pty Ltd
[J= Adobe Acrobat X Pro - English, Frangais, Deutsch Adobe Systems
W Adobe AR Adobe Systems Incory
il 2dobe Creative Suite 6 Design Standard Adobe Systems Incorp
B dobe Flash Player 19 NPAP| Adobe Systems Incory
i Adobe Help Manager Adobe Systems Incary
il .ciobe® Content Viewer Adobe Systems, Incor
A Amaya
[ Crystal Reports 11.NET Server Business Objects, Inc.
[ CrystaReportsComponents
@& Datasheet Number Finder Innotech
& Document Change Log History Front End Innotech
& Document Finalising Checklist MinusZero
& Document Web Names Innotech
5 Entity Framework 6.1.1 Tools for Visual Studio 2013 Microsoft Corporatior v
< >
“~_  Currently installed programs Total size: $.37GB
[.1 96 programs installed

Figure 3-25: Opening Windows Features Menu on Windows 10
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From the Windows Features menu, do the following:

« Scroll down the list of Windows Features, and expand the Internet Information Services tree list.
Underneath that, expand the Web Management Tools list. Ensure that IIS Management Console
is selected, asillustrated below in Figure 3-26.

« Immediately underneath, ensure that World Wide Web Services is selected with a blue square, as
illustrated below in Figure 3-26.

» The IIS Management Console is NOT installed by default on Windows 10.

! Windows Features

Turn Windows features on or off 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

= [ Internet Information Services -
O FTP Server
= @ | Web Management Tools
[] IS 6 Management Compatibility

<

g Onso

115 Management Scripts and Tools

[ | 115 Management Service
! : World Wide Web Services I

Internet Information Services Hostable Web Core
O lzolated User Mode

[] | Legacy Components
@ A Media Features &

Figure 3-26: Setup IIS Features on Windows 10

If the IIS Management Console box is not checked, click on the box and then click on OK to install the IIS
Management Console. Follow the on-screen prompts to complete this process. If required, this process may be
completed by the site IT department.
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3-3 Launching Internet Information Services (lIS)

3-3.1 Overview

There are different ways to launch the IS Manager window on different Operating Systems. This
section provides steps to open IS on supported Operating Systems.

3-3.2 Launching IIS on Windows Server 2008

Open the IIS Manager from the Windows Start Menu. Select Administrative Tools and click Internet
Information Services (I1S) Manager, as illustrated below in Figure 3-27.

b Command Prompt

" =
@ Internet Explorer » of tion Services (I15) Manager enables you to
> |configure, control, and IS and ASP.NET.
j m Administrator (X)) Performance Monitor
Ay) Notepad S Security Configuration Wizard
—- Documents
L; E’j R R i Server Manager
2 . Servicss
Internet Information Services (I15) Computer G| Share and Storage Management
bl Nel \z¥ Storage Explorer
Qf System Configuration System Configuration
Control pand (1) Task Scheduler
@ eServer o Windows Firewall with Advanced Security
Devices and Printers [2€] Windows Memory Diagnostic

2 Windows PowerShell Modules
b E Windows Server Backup

Help and Support
> All Programs
| search programs and fiks #2) Logoff |»

Figure 3-27:

Launch the IS Manager on Windows Server 2008 R2

This will launch the home screen of the IIS Manager, as illustrated below in Figure 3-28.

=10l x|

g Internet Information Services (IIS) Manager I

[ €5 » startPage

Fie View Help

CEEICE

Microsoft
18 Internet Information| SENVICES Y

Application Server Manager

€ |

]
=] qj 'WIN-AKOAOMC3MEM (WIN-AKO|
22 Application Pools
&-{e] Sites
€ Default Web Site

Recent connections Connection tasks

Connect to localhost
Connect to a server...
Connect to a site...
Connect to an application...

Name
'WIN-AKOAOMC3MEM

Server
localhos:

< | |

Online resources

IS News and Information

1IS Downloads
IS Forums
TechNet
MSDN
ASP.NET News

11S News

1IS News is disabled, dick the Enable IIS News link to get the most recent online news.

Enable IIS News

4 | »

Ready

Figure 3-28: Home screen of the IIS Manager on Windows Server 2008 R2
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3-3.3 Launching IIS on Windows Server 2012 R2

Click the Windows button to show the tile screen if not already visible and immediately type IIS, as
illustrated below in Figure 3-29.

Search
Ev

B

\F Internet Information Services (I5)
»

Manager

Figure 3-29: Windows Server 2012 R2 Tile Screen

Click Internet Information Services (11S) Manager to launch IS.

e Internet ion Services (II1S) M - I:'-
O [€ ) stnpage CERE Al A
File View Help

i .
Internet Infermation SENVICESHE!
; :

CSIETENT
145 Start Page

b ..qi DWSERVER2012R2 (DWSERVE

Recent connections Connection tasks

e Connectto Iocalhost 115 News and Informati
S DWSERVER2012R2 Connectto a server. 1IS Downloads
Connect to a site. 1IS Forums
Connect to an spplication. TechNet
MSDN =
T > ASP.NET News

1IS Mews is disabled, click the Enable IIS News link to get the most recent online news.

L
< " > < m >

Ready

Figure 3-30: 1S Manager on Windows Server 2012 R2

3-3.4 Launching IIS on Windows 7
Open the Control Panel from the Windows Start Menu, as illustrated below in Figure 3-31.

1 semtaor ange
G v
% Swipping Teol

J Geting Saned

*| WordPad

g MAYXMon
,j Calculator
A Netsan Default Programs

> AllPrograms Help and Support

Figure 3-31: Opening Control Panel in Windows 7
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Select Small Icons view from the top right panel, which will open the complete list of Control Panel
options. Select Administrative Tools from the Control Panel list, as illustrated below in Figure 3-32.

&3()=/58 » Control Panel » All Control Panel tems »

Adjust your computer's settings

W Action Center
3 Backup and Restore
a8 Color Management
0 Default Programs
g Devices and Printers
F' Folder Options
o} HomeGroup
‘:‘j Internet Options
[ Location and Other Sensors
& Notification Area lcons
B Personalization
W{ Programs and Features
W, RemoteApp and Desktop Connectio...
® Sync Centes
& Troubleshoating

@ Credential Manager
W Desktop Gadgets
W Display

A Fonts

& Indexing Options
|| Java

P Mouse

& Parental Controls
& Phone and Modem
o Recovery

& sound

W System

ﬂ User Accounts

= [l search Cantrol panet

v Small icons

W} AutoPlay
& BitLocker Drive Encryption
¥ Date and Time
‘ Device Manager
° Ease of Access Center
J Getting Started
‘ InterBase Manager
< Keyboard
& Metwork and Sharing Center
M Performance Information and Tools
W Power Options
9 Region and Language
@ Speech Recognition
ol Taskbar and Start Menu
i ViMware Tools

)

Figure 3-32: Open Administrative Tools on Windows 7

Select Internet Information Services (11S) Manager from the Administrative Tools menu, as
illustrated below in Figure 3-33.

Ovganize

» Favorites
B Desktop
Js Downloads
b Recent Places

4 Uibraries

. Documents
&, Music

=, Pictures

R Videos

«§ Homegroup
& Computer

& Network

(LJL) & » Control Panel » All Control Panel tems » Administrative Tools

7 Open

Name

ﬂ- Component Services
» Compauter Management
#¥ Data Sources (ODBC)

s Local Security Policy
49 Performance Maonitor
= Print Management
= Services

ﬁi System Configuration
* Task Scheduler

* Windows Firewall with Advanced Security

M Windows Memory Disgnestic
#§ Windows PowerShell Modules

Date modified Type
14/07/2005 2246 PM  Shortout
14/0 241PM  Shortout
141 D09 2:41 PM Shortout
14/07/2005 2:42 PM Shorteut
71172002 7:54 AM Shortout
14/07/2009 2:41 PM Shorteut
Shortout
Shortcut
Shortout
Sherteut
Shortout
14/07/200% 2:42 PM Shortout
! 09 241 PM  Shortcut
144 241PM  Shortout
14/07/2009 2:52 PM  Shortcut

|42 || search Administrative .. P

- [ @

Size

2KB
2KB
2KB
2KB
2KB

2KB
KB
2KB
2KB
2KB
2KB
2KB
2KB
3Ke

Figure 3-33:

Launch IS on Windows 7
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3-3.5 Launching IIS on Windows 10
Click the Windows button and immediately type IIS, as illustrated below in Figure 3-34.

Best match
Internet Information Services (1IS)

* Manager
Desktop app

52 My stuff £ web

Figure 3-34: Windows 10 Start Menu

Click Internet Information Services (IIS) Manager to launch IIS, as illustrated below in Figure 3-35.

Best match

Internet Information Services (IIS)
~ Manager
Desktop app

Figure 3-35: IS Search Result

™E Internet Information Servi S) Manager
© = |93 user» Wy @
File View Help
Connections
@gg USER Home
e —
5 USER (BRISNET\usar) Eilter: - ¥ Go - (3 ShowAll | Group by: Area - E-
ASP.NET ~ A~
= ) - q H ) a _—
R & E ¢ [§, = ab| 3 pplication Poals
NET NET NET Error NET NET Trust  Application  Connection SMTP E-mail tes
Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings g NET Framenrk
s ~ Veion
e a o o o= leb Platform
& & A P o= a 2 o™
Authentic..  Handler HTTP Modules Output Request Server WebDAV  Worker @ Hep
Mappings ~ Respon.. Caching  Filtering  Certificates  Authori..  Processes
Management ~
B M E v
. | [festre view | Coment e
Ready

Figure 3-36: 1S Manager on Windows 10
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3-4 Configuring Internet Information Services (1IS)

3-4.1 Overview

This section provides the steps to configure Internet Information Services to work as part of an
Innotech system using eServer.

There are common steps to setup 1I1S on Windows Server 2008 / 2012 R2, Windows 7 and Windows 10,
which are outlined in 3-2.2 to 3-2.5.

3-4.2 Configure IIS on Windows Server 2008 /2012 R2, 7 and 10

From the IIS Manager window, select expand the Connections list to view the Default Web Site. This

will display menu options for the Default Web Site. Select Basic Settings... from the Actions menu, as
illustrated below in Figure 3-37.

E Internet Information Services (II5) Manager I
6@ [O » WIN-AKOAOMC3VEM » Sites » DefaultWebSite »

File View Help

=101 x|
CERICE

- Default Web Site Home
€-id|% |8 Bl Explore
§5 start Page ” = Edit Permissions....
65 WIN-AKOAOMC3MEM (WIN-ako| | Fiter: ~ [fico - Ghshow All |Groupby: Area - &
2} Application Pools s Edit Site
B[] Site - i I8
Default Web Site A " E s
E S. ..
[ > a& @ o Q:E Basic Settings.
Authentication Compression Default Directory Error Pages Handler View Applications
Document Browsing Mappings View Virtual Directories.
S5 = n e o= Manage Web Site (2
€ 8 = 4 p» & 2 e '
HTTP Logging MIME Types Modules Output Request - e
Respo... Caching Filtering P Start
@ Stop
g Browse Web Site
S5L Settings [8] erowse *:80 (http)
Advanced Settings...
Management Configure
Limits...
@ Help
Configuration Online Help
Editor
l | »| [E]Features view |/ - Content View
Ready

&

Figure 3-37: Open Basic Settings for Default Web Site
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Set physical location path for Default Web Site to be c:\MyWebPages, as illustrated below in Figure
3-38. Click OK to save and exit.

Edit Site 21x|
Site name: Application pool:

[Pefauit web Site |pefauitAppPool Select... |

path:

CIC: MyWebPages

S

Figure 3-38: Configure Physical Path for c:\\MyWebPages

Set the Authentication properties for the Default Web Site. Select Default Web Site and double click
on the Authentication icon, as illustrated below in Figure 3-39.

g Internet Information Services (IIS) Manager ] =10 x|
6@ [ @ » WIN-AKOAOMC3MEM » Sites » Default WebSite » & = 1@ -
File View Help
Default Web Site Home
Q-Hi7 |8 Open Feature
‘ﬁg Start Page ) = =
565 WIN-AKOAOMCIMEM (WIN-AKC Filter: ~ [fico - Ghshow All |Groupby: Area - [E 5 Explore
Application Pools s Edit Permissions. ..
= = . _ — Edit Site
et W S 9 o & Bidrgs..
Pl /Compression Default Directory  Error Pages Handler Basic Settings...
Document Browsin, Mappings
rl g g View Applications
== ] P i - = View Virtual Directories
e @ = A # & e T
HTTP Logging MIME Types Modules Output Request Manage Web Site &
Respo... Caching Filtering 2 Restart
P Start
B Sstop

SSL Settings = e

[S] Browse =80 (http)

Management Advanced Settings...
[ ,—l Configure
= Limits....
Configuration
Editor @ Hep
Online Help

l | »| [E]Features view |/ - Content View
Ready T

Figure 3-39: Set Authentication properties for Default Web Site
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In the Authentication list, click on Anonymous Authentication and click on Edit... in the Actions
Pane on the right, as illustrated below in Figure 3-40.

B nemet inormation servoes 15 amsger S L5
» WIN-AKOAOMC3MEM » Sites » Default WebSite » & B -
[ fault Web @ e
File View Help
Q- id|7 I8 @) Pathentication ——
X isable
@5 Start Page
€5 WIN-AKOAOMCIMEM (WIN-AKO Groupby: No Grouping bl @
2 Application Pools Re @ Hep
(o] Sitas Online Help
&) Defauit Web Site
4 | »| [E]Features view |/ - Content View
c jon: Yocalhost appi config , <location path="Defauit Web Site"> R

Figure 3-40: Edit Anonymous Authentication properties

Ensure that Specific User is selected, and click on the Set... button, as illustrated below in Figure
3-41.

Edit Anonymous Authentication Credentials 2%
Anonymous user identity:
% Specific user:
Jusr.

" Application pool identity

Figure 3-41: Set Anonymous user identity

Enter IUSR as the Username. Leave all other fields blank and click OK to apply, as illustrated below in
Figure 3-42.

User 3
< |IUSR >

Password:
[

Confirm password:

Figure 3-42: Set|USR credentials
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Click OK to save and exit Anonymous Authentication setup, as illustrated below in Figure 3-43.

Edit Anonymous Authentication Credentials 2%
Anonymous user identity:
% Specific user:
|l'USR Set...

" Application pool identity

Figure 3-43: Save and Exit Anonymous Authentication Setup

Return to the main window as illustrated below and open Default Document as illustrated below in

Figure 3-44.

g Internet Information Services (IIS) Manager

=] 3]
6@ [ €@ » WIN-AKOAOMC3VMEM » Sites b DefaultWebSite » J B 519
File View Help
Default Web Site Home
Q- |28 Open Feature
95 Start Page . i g ) E
€5 Wi AKDAMCIEM (wIvako| | T ~ Jfco - Gshow All | Groupby: Area el x.p‘ore
Application Pools s Edt
e — s Edit Site
A "
Default WebSite ) & ] Bindings...
Error Pages Handler Basic Settings...
Browsing Mappings
View Applications
] B u.ﬁM q o= View Virtual Directories
8 bE i P = e
HTTP Logging MIME Types  Modules Output Request Manage Web Site &
Respo... Caching Filtering 2 Restart
& b Start
B Stop
SSL Settings
Browse Web Site
[S] Browse =80 (http)
Management Advanced Settings...
B Configure
=] Limits...
Configuration
Editor @ Hep
Online Help
«| | » | = Features view + = Content View
Ready T

Figure 3-44: Open Default Document Menu for Default Website
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Select index.htm in the Default Document list. If it does not exist, click the Add... button to add

the document index.htm. Use the Move Up button to move index.htm to the top of the Default
Document list, as illustrated below in Figure 3-45.

B IMPORTANT

There may be both a Index.html and Index.htm files in this list. Ensure to use the file Index.htm.

g Internet Information Services (IIS) Manager

-10] x|
6@ [ @ » WIN-AKOAOMC3MEM » Sites » Default WebSite » | o he-
File View Help
Comections r— s
- |2 e 0 (@) The file index.htm' exists in the

‘ﬁi Start Page current directory. Itis

@ % ¥ Use this feature to specify the default file(s) to return when a dient does not request a specific Ve_mm'“E"dEd that you move

(55 WIN-AKOAOMCIVEM (WIN-AKO) | 1o st defauit documents in order of proriy. as e s the gy of he ket o
22 Application Pools improve performance.
56 Sites Neme | EntryType | b
€ Default Web Site Default.htm Inherited \
< 8! Inherited #
T " Inherited XK Remove
iisstart.htm Inherited 4 MoveUp
N ¥ Move Down
=
Revert To Parent
@ Help
Online Help
< | » | = Features view + = Content View
Configuration: ‘Default Web Site’ web.config L=

Figure 3-45: Select Default Document index.htm

If an information window appears, read the dialogue and click Yes to accept, as illustrated below in
Figure 3-46. The default settings for Default Document are suitable for eServer implementation.

Default Document x|

@™ The list order will be changed for this feature, If you continue,
changes made to this feature at a parent level will no longer be
inherited at this level. Do you want to continue?

| Yes I MNo Cancel

Figure 3-46: Confirm Selection of Default Document index.htm
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Validate that index.htm is at the top of the Default Document list (not index.html), as illustrated
below in Figure 3-47.

g Internet Information Services (IIS) Manager

-10] x|
6@ [ @ » WIN-AKOAOMC3MEM » Sites » Default WebSite » J o he-
File View Help
— Default Document )
- |2 e 0 (@) The file index.htm' exists in the
@i Start Page current directory. Itis
@ % ¥ Use this feature to specify the default file(s) to return when a dient does not request a spedific Ve_mm'“E"dEd that you move
5 WIN-AKOAOMCIMEM (WIN-AKO) | - e e defauit documens in order of prioiy. as e s the gy of he ket o
‘! Application Pools improve performance.
(8] Sites s _Eniry Type |
@ oetatsnse N actons
Default. Inherited Add...
Default.asp Inherited
index.htm! Inherited X Remove
jisstart.htm Inherited 4 MoveUp
& Move Down
Disable
Revert To Parent
@ Help
Online Help
< | » | = Features view + = Content View
Configuration: 'Default Web Site' web.config ‘i:;

Figure 3-47: Locate the Default Document index.htm

Close and exit all IS menu windows. IIS setup for eServer is complete for the Windows Server 2008 /
2012 R2, Windows 7 and Windows 10 Operating Systems.
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3-5 Set up an Self Signed SSL Certificate

3-5.1 Overview

This section provides the steps to set up a self signed SSL Certificate and https for eServer.

The series of images over the next few pages show how to complete the set up.

s

|3 » DUNCANW »

FECICE

Eile  View Help

Connections
C;i DUNCANW Home

-5 DUNCANW (BRISNET\dunca -
3 Application Pocls Filter. - % Go - (gShowAll | Groupby: Area

Actions.
Manage Server
Restart

(8] Sites [
> €9 Default Web Site

4 s B @

21

Authentic.. Compression Default  Directory  ErrorPages  Handler HTTP
Document  Browsing Mappings ~ Respon..
) =
o= Ll Q,
Request Server Worker
Filtering | Certificates | Processes
Management
EL Y
Configurat. Feature Shared
Editor  Delegation Configurat.

Start

|t

Stop

i

Logging

#ﬁ Vicw Appieahon Pt
Output
Caching

= &
MIME Types  Modules View Sites
Change .NET Framework
Version
© GetNew Web Platform
Components

@ Hep

= Features View |/% Content View

Figure 3-48: Double Click Server Certificates

-~

‘ag » DUNCANW »

File View Help

Connections

Q'ii; Server Certificates

€5 DUNCANW (BRISNET\duncar
(22 Application Pools

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.

Actions.

Import,
Create Certificate Request.
Complete Centificate Request.

<

v (8] Sites Filter: » % Go - gShow All | Groupby: No Grouping -
> D Default Web Site
Name Issued To Issued By Expiration Date Certificate Hash Ce
IS Express Development Certi... localhost localhost 10/10/2027 10:00:00  32E39B24F5260AIDDC2FTBST...  Pe

Create Domain Certificate.

Create Self-Signed Certificate,

Enable Automatic Rebind of
Renewed Certificate

@ Hep

[ = Features View |/ Content View

Figure 3-49: Click Self Signed Certificates
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Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to 2 certificate authority for
signing:

Specify a friendly name for the certificate:

[eserver

Select a certificate store for the new certificate:

Personal

=

Figure 3-50: Enter a name for the certificate and cl

ick OK

=

(€3 » DUNCANW »

File View Help

Connections
e;! Server Certificates

95 DUNCANW (BRISNET\duncar
-2 Application Pools

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.

Actions

Import,

Create Certificate Request..

<

> Complete Certificate Request.
~ (@] Sites Filter: - v 6o - [FhShew All | Groupby: No Grouping e
3 @ Default Web Site Creste Domain Certficate..
Name Issued To Issued By Expiration Date Certificate Hash Ce ————
Create Self-Signed Certificate.
eServer Duncanl brisb: tech,..  Duncani. b 11/10/2018 160000 1742F2238A932AT140DESE56S. Create S8 e T
TS Expres: Development Certf 1022 st Tocalhost TO/T072027 TO0000  32E30B24F S260RTDDC2F T80T P Enable Automat ol

Renewed Certificate

@ Hep

[=1 Features View |7 Content View

>

Figure 3-51: Self Signed Certificate Created

After your certificate has been created in IIS, you need to set up the Bindings to enable certificate
usage with https. Click here for information on editing the IIS Bindings.

Chapter 3 - Configuring Internet Information Services (IIS) Page 63

© Mass Electronics Pty Ltd 2009



eServer Setup and Site Installation Instructions

—INNOTECH—

3-6 Set up a 3rd Party SSL Certificate

3-6.1 Overview
This section provides the steps to set up a 3rd Party SSL Certificate for eServer.

The series of images over the next few pages show how to complete the set up.

& &, puncanw »
Fle View Help
Connections Actions
€ DUNCANW Home
Manage Server
93 DUNCANW (BRISNET\duncas = 2 Restart
Filte * W Go - Show Al G by - [38)~
22 Application Pools er So - GhshowAl | Groupby: Area & > surt
~ (& Sites s s ® sop
> € Default Web Site B o = o, . e
\@ 9 = =) g = & i View Application Posls
Authentic.. Compression Default  Directory  ErorPages  Handler ~ HTTP  logging MIMETypes Modules  Output View Sites
Document  Erowsing Mappings ~ Respon.. Caching Chargel e
Version
= ]
= Lol ‘3 @ GetNew Web Platform
Request Server Worker ConauEE]
Filtering | Certificates | Processes @ Hep
Management “
g
Configurat.. Festure  Shared
Editor  Delegation Configurat..
@ 5| [E] Features View |7% Content View
Ready.
. . .
.
Figure 3-52: Double Click Server Certificates
&~ &) DUNCANW » W @-
File View Help
% Server Certificates
Import..
[
v 3'),'":“‘"“';‘5”:"?\""““ Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.
& Application Pools Complete Certiicate Request..
» (@] Sites Filter: ~ W Go - g Show All | Groupby: No Grouping - ——————
Create Domain Certificate.
Name Issued To Issued By Expiration Date Certificate Hash e —_—
Create Self-Signed Certificate...
1IS Express Development Certif... localhost localhost 10/10/2027 10:00:00  32E39B24F5260A1DDC2F7BY7... Pe ]
Enable Automatic Rebind of
Renewed Certificate
@ Hep

<

[=1 Features View |7 Content View

S

Figure 3-53: Click Create Certificate Request
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] Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations,

Common name: |eServer |
Organization: |Innotech |
Organizational unit:

City/locality [Eight Mie Plains |

State/province: |Queenslaﬂd |

Country/region: |AU ~

Previous Finish

Figure 3-54: Fillin details for the CSR

1 Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

| Microsoft R5A SChannel Cryptographic Provider ~

Bit length:

| Previous ‘ I MNext I Finish

Figure 3-55: Select a Bit Length of 2048 or more
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« v 4 [ > ThisPC » Desktop ~ O Search Desktop »
Organize v New folder = ™ @
~
“ Name Date modified Type Size ~

7 Quick access

Adobe C56 Design Standard 08/08/2016 16:37 File folder
[ Desktop »
ATOM STuff 08/08/2076 16:40 File folder
¥ Downlosds CormmsServer_2017-11-22_03-00-00 22/11/2017 11:58 File folder
Documents Datasheet updates for new copyright text  12/06/2017 08:57 File folder
[=] Pictures » desk 19/01/2017 12:02 File folder
© . Datasheets # Documents 20/03/2017 10:15 File folder
o 1. Userandlr Ernployee Review 2015 08/03/2016 16:41  File folder
B 1LHTMLHel # ¥ firmwares 15/1172017 13:27 File folder v
File name: | ETSTEIE e V] e ~|

I Open | | Cancel |

Figure 3-56: Save your CSRFile

eServerdrdParty it eServerdrdParty-2017-11-20-192721.cer

Figure 3-57: Submit file to your 3rd Party Certificate Provider to receive your certificate

&~ &3, DUNCANW »
Fie View Help
Connections .
2 q’ﬂ Server Certificates
€
| D;’NCA"W‘BR‘S"F“""“(“ Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.
22 Application Pools
> (8] Sites Filter: » v Go - gShow All | Groupby: No Grouping -
Create Domain Certificat
Name Issued To Issued By Eirstion Date  Certificate Hash ce pR———
te Self- ificats
IS Express Development Certif.. localhost localhost 10/10/2027 10:00:00  32E39B24F5260A1DDC2FTBI..  Pe e
Enable Automatic Rebind of
Renewed Certficate
@ Help
< >
< 3| [E]Features View
Ready

Figure 3-58: Click Complete Certificate Request
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Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name centaining the certification authority's response:

| ChUserstduncan.waughtDesktop'eServer3rdParty-2017-11-20-192721.cer | EI

Friendly name:

|eServer 3rd Party |

Select a certificate store for the new certificate:

| Personal ~ |

[ ok ]| caneat

Figure 3-59: Select your .cer file, enter a friendly name and click OK

© &, ouncaww

File View Help

Connections .
% Server Certificates
v ‘3 DUNCANW (BRISNET\duncar

2} Application Pools
> -[@] Sites Filter:

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.

~ W Go - g Show All | Groupby: No Grouping

Actions

Import...

Creste Certificate Request
Complete Cerificate Request..

Create Domain Certificate

Name Issued To Issued By Expiration Date

eServer 3rd Party

TR wa Py P

<

Certificate Hash [<}
20/01/2018 12:27:22 _ 01860E3C6BE23BAA7334B02TA...

Create Self-Signed Certificate..
View.
Export...

Renew..
X Remove

Enable Automatic Rebind of
Renewed Certificate

@ Help

@ 5| [E]Features View || % Content View

Figure 3-60: 3rd Party Certificate Listed

After your certificate has been created in IIS, you need to set up the Bindings to enable certificate
usage with https. Click here for information on editing the IIS Bindings.
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3-7 Set up Certificate Bindings and https

3-7.1 Overview

This section provides the steps to set up a self signed SSL Certificate and https for eServer.

The series of images over the next few pages show how to complete the set up.

s

(@ » DUNCANW » Sites » Default WebSite »

File View Help

Connections
L]
~ -85 DUNCANW (BRISNET\duncar

0 Default Web Site Home

- ¥ Go -GhShow All | Groupby: Area

Filter:
3 Application Pools e

v [8] Sites [5
> €D Default Web Site g

=
o=
Request  SSL Settings

Filtering

Management

Configurat
Editor

Authentic... Compression  Defoult

o B m

Directory  Error Pages

Document  Browsing

-#*4
Output
Caching

Eﬂ

Handler HTTP
Mappings  Respon.

8 = A

Logging  MIMETypes  Modules

= Features View [('Z Content View

Actions

B eplore
Edit Permissions.

Basic Settings...

View Applications
View Virtual Directories

Manage Website

& Restart

b Start

| Sop
Browse Website

¥ Browse *:20 (http)
Advanced Settinge.
Configure

Limits...

@ Help

Figure 3-61: Click Bindings

Type P Address
hitp 8 N

Host Name Port

Binding Informa...

Add...
Edit...
Remove

Browse

Figure 3-62: Click Add
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I Type: P address: Port:

http | | All Unassigned v| |&D ‘

https

Example: www.contose.com or marketing. contese.com

Figure 3-63: Select the https Type

Type: IP address: Port:
‘hﬂps v| ‘AII Unassigned v| |M3 ‘
Host name:

O Require Server Mame Indication

S5L certificate:

Not selected
Mot selected

|15 Express Development Certificate
[ ——

Al seleet., | T e

Figure 3-64: Select the SSL Certificate you created

Type: IP address: Port:
hitps ~| [l Unassigned o]
Host name:

[ Require Server Mame Indication

S5L certificate:

eServer

[ ox || canca |

Figure 3-65: Click OK
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| @ » DUNCANW » Sites » Default WebSite »

File Help
[Esmasiss 0 Default Web Site Home
2] B Explore
€
-85 DUNCANW (BRISNET\dunca Fiter: - W60 - hShow All | Groupbys, Area Edit Permissions...
(22 Application Pools .
s - Edit Site
v [8] Sites | . -
v &b Default Web Site | | E- "ﬂ e indings...
e 1 ? Ao @ ——
{Authenticati| Compression  Defoult  Directory  ErorPages  Handler HTTP Logging MIMETypes Modules  Output e Ao
H Document  Browsing Mappings  Respon.. Caching
View Virtual Directories
@=h
= Manage Website
Request 2 Restart
Filtering 8 e
Management -~ | Stop
Browse Website
[ Browse 20 (http)
Configurat. -
Eor 8] Browse *:443 (https)
Advanced Settings..
Configure
Limits...
@ Hep
3 > | [E]Features View | Content View
Ready

Figure 3-66: Click SSL Settings

& @ » DUNCANW » Sites » Default WebSite »
File View Help
: SSL Settil
ettings
= *] 9
I "
~ -9 DUNCANW (BRISNET\duncar | 1y 2 tets you modify the SSL settings for the content of a website or application =% teance
-2} Application Pools © rep
v (8] Sites
~ I Client certificates:
11 Reports
O Ignore
D Requre
o 5| [E]Features View | |72 Content View
Configuration: 'localhost' applicationHest.config, <location path="Default Web Site">

Figure 3-67: Check Require SSL, Click Accept and then Apply

a é bty j incanw brisbane.innotech.com.au/
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D ovalive %Zog?

Welcome to the Innotech BMS.

‘The Magellan ActiveX control must be run under Compatibility View in Internet Explorer 11.

0+ @0 @ motechius
;x’

Website Identification

DuncanW.brisbaneinnotech. com.au
has identified this site as:

duncanw brisbane innotech.com.au
This connection to the server is encrypted.

Should I trust this site?

View certificates

Figure 3-68: You can now browse to the

website using https://
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4-1 Overview

This section provides an overview of the steps required to configure security and access control on
eServer software to allow remote computers to access Magellan projects via the eServer software.
Additionally, steps are provided to enable eServer to communicate with an SQL Server database.

4-2 Configure eServer Project Settings

4-2.1 Overview

This section provides instructions on how to configure your eServer Project Settings to work as part
of a system including Innotech eServer 1.50 or greater. Specifically, this section provides information
on how to open your project and set project connection properties for a database, iComm server and
connected devices.

or greater to configure the project settings, so ensure you have a Magellan Builder security dongle in addition
to the eServer security dongle. Once you have setup the eServer Host computer, you may remove the Magellan
Builder security dongle, leaving just the eServer security dongle installed.

0 Ensure you are logged into the computer as a System Administrator. You will need to use Magellan Builder v1.50

4-2.2 Launch Project for Configuration

Shutdown eServer and open Magellan Builder v1.50 or greater. From the menu bar, open the
Magellan Package, as illustrate below in Figure 4-1.

Innotech Magellan Builder - [Mew Project]

File View Edit Frame Run Project Tools Help
1©
Hew gl A Ellmm D Bl ]
Open...
Save Ctrl+5
Save as...
Create package...
Open package...

Import from another project...

Save to default project
Clear default project

Properties

Exit

Figure 4-1: Open the Magellan project
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4-2.3 Set Project Properties for the Access Database
Select Project from the menu bar, and open the Project Properties as illustrated below in Figure 4-2.

Innetech Magellan Builder - [Mew Project]

File View Edit Frame Run | Project Tools Help

T i

-

2w G [ T oA Emm @ o

Mo current frame

MAccess control setup..
Properties... r

Figure 4-2: Open Project Properties to enter the Access database settings

In the Project Properties menu, select the Database Server type. The default is No Database. Use the
dropdown list to select the Access database as illustrated below in Figure 4-3.

Project properties

| W OK | |xCanceI| | ?ﬂelp|

Figure 4-3: Selecting Access database in Magellan Project Properties
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Enter the Access Database settings as described below, and illustrated below in Figure 4-4.

Access Driver: Select the appropriate Access Driver to use for the Access Database. For an Innotech
iComm Access Database, use version 2000-2003.

Access Database File: Navigate to and select the Access Database to use with Magellan. For an
Innotech iComm Access Database, the default path is:
c:\Program Files\Innotech\iComm\iCommDatabase

Automatically Connect on Startup: Select this option to enable automatic connection to the Access
Database at project launch (Recommended). Alternatively, use Magellan commands to connect /
disconnect as required during runtime.

Project properties

General Display  Password  Database

Database Server Type:

Access Databasze Setting

Access Driver. (@) 2000 - 2003
(O 2007

Access Database File

|E:\Program FilestinnatechsCommtiCammD atab | | Browse

Automatically cornect on startup

Figure 4-4: Selecting Access database Type in Magellan Project Properties

Click OK to save and apply your Magellan Project Properties changes.
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4-2.4 Set Project Properties for the SQL Database

Select Project from the menu bar, and open the Project Properties as illustrated below in Figure
4-5.

Innotech Magellan Builder - [New Project]

File VWiew Edit Frame Run | Project Tools Help

‘B \" e 'Jw B T A Bl O
Lite
U @ e Access control setup... r
I Properties... l

Figure 4-5: Open Magellan Project Properties

In the Project Properties menu, select the Database Server type. The default is No Database. Use the
dropdown list to select a SQL database, as illustrated below in Figure 4-6.

Project properties

General  Display  Password  Database

Database Server Type:

x Cancel ? Help

Figure 4-6: Selecting SQL database in Magellan Project Properties

Selecting a SQL Database will automatically open the Connection Settings window, allowing you to
enter the details for the SQL Database connection, as illustrated on the next page in Figure 4-7.
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i

In the Connection Settings window, enter the required SQL Database connection settings within each
available field. The example below is suited for when connecting to the Innotech Chronicle database.

If using the default Chronicle Server or ATOM Package installation processes, the SQL Database will have been
allocated the Database Name: GreenstarLogging by default.

For connection to the Innotech Chronicle database, enter the following:

Connection Name: Enter a name for the connection. This is used only within Magellan but must be
a single word with no spaces.

Server Address: Enter the valid internal network DNS name or static IP address for the computer
running the SQL Server; for example "Computername\SQLExpress".

External Address: Enter the valid external DNS name or external static IP address for the computer
running the SQL Server; for example "DNSName.domain.com".

Database type (selection buttons): Select SQL Server Express to use eServer in collaboration with
the Innotech Chronicle database (recommended). Select Access to use a legacy iComm database.

Database Name: Ensure this is set to GreenstarLogging in order to use the Innotech Chronicle
database.

Requires Log-in: Enter the valid username and password for the SQL Server.

It is critical that the settings entered in the Magellan Project and the Chronicle Server (which writes to the SQL
Server database) exactly correspond. Refer to the representation below at Figure 4-7 for a guide on which fields
relate directly.

The use of the term localhost, or address 127.0.0.1 for any fields or settings is not recommended. Please use a
valid DNS name or static IP address for all connection details.

Project properties

. Change Chronicle Server Setti E=0

General Display Password Database

Database Server Type

S0L Connection settings QL Express 10GB |

Connection Settings

SQL Server Location

Server Settings Database
Sewerdddiess [Compuemame ] | epyer Address <> SQL Server Location
Estemal Address: SQL Server Security Settings
Database Setings (W] Use Windows Authentication
[ On startu Datshase Name: Database Name <-> Database Uker Name:
= L e

Test Connection

X Cancel P Help 3 Cancef |

Figure 4-7: eServer and Chronicle Server Settings for the SQL Server

The internal and external Server address is to be the same when using v1.5

Click OK to save and apply your new SQL Server connection.
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Upon creating the new SQL Server connection, the Project Properties window will list the connection.
Up to 100 SQL database connections can be configured. Choose the default SQL Server connection as

illustrated below in Figure 4-8.
Before applying, choose the enable automatic connection (recommended):

Automatically connect on startup: Select this option to automatically connect to the SQL Server
database at startup of eServer (recommended). Alternatively, you can program a particular frame
in your Magellan Project to launch the "dbopen" command to connect when the frame is launched.
Refer to the Magellan Online Help for more information on the use of the "dbopen" command.

Project properties

General Display  Password Database

Database Server Type: SO0 w

S0L Connection settings

Add

On startup, automatically connect to
[ vox | | Xcencel | | 2 ter

Figure 4-8: OpeniComm Server Properties in the Magellan project

Click OK to save and apply your new Project Properties.
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4-2.5 Set iComm Connection Properties

In the Magellan Project, navigate to the Points Manager and check all connection settings. Open the
Properties of the site iComm Server, as illustrated below in Figure 4-9.

You may need to create a new iComm Server if none are visible in the project. From the drop down menu illustrated
below in Figure 4-9, select New [0 Server.

Point manager

Local iComm Server on this PC

System Services on th I

Properties...

& Timer
- E@ Memory
> -EE Internal Points

Rename

Mew |0 server...
Mew Device...

New Point Id...

Cut
Copy

Paste

Delete

Where is this Peint |d used?...

Import frem Max/Gen file...
Import from iComm...

Export points...

Import from another project...

Expand all
Collapse all

Ins
Ctrl+X
Ctrl+C
Ctrl+V

Ctrl+Del

Ctrl+W

Figure 4-9: Point Properties
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From the 10 Server Properties General Tab, enter site specific |0 Server Properties and connection
information, as illustrated below in Figure 4-10. For example, enter the following:

10 Server Name: enter a name for your |0 Server (for your reference)

Type of 10 Server: Select the type of 10 Server (iComm Server, or other)

Host Computer:- Enter the internal network DNS name or internal static IP address for the computer
running the 10 Server; for example "iComm on Computername".

External Address: Enter the valid external DNS name or external static IP address for the computer
running the 10 Server; for example "DNSName.domain.com".

It is critical that the settings entered for Host Computer and 10 Server Security exactly match settings in the
Innotech Chronicle software (which writes to the SQL Server database). Refer to the representation at Figure 4-10
below for a guide on which fields relate directly.

The use of the term localhost, or address 127.0.0.1 for any fields or settings is not recommended. Please use a
valid DNS name or static IP address for all connection details.

10 Server properties

3dvanced Securty  Defaults

O iComm Server

Properties
Server Name Server Address
10 Server name: |Local iComm Server _
Local Host — iComm on Computername
Tppe of I0 Server: | Innatech iComm Server ~
Security Settings
External address: [DNSMame.domain. com Password (if requirec): _

XK Cancel ? Help

10 Server properties

General édvanced Defaults

Usemame and password

Some /0 Services (for example, iCormm) may requine
the entry of & usemame, a password or both before

your can access their data.
1 sername: |oJ.Smith

XK Cancel ? Help

Figure 4-10: Check the eServer and Chronicle Server settings for the iComm Server
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4-2.6 SetiComm Connection Properties

Once your iComm Server Settings are correct, select each Device and check the internal Device
Settings correspond correctly with the iComm Server, as illustrated below in Figure 4-11, Figure 4-12

and Figure 4-13.

i

Device properties

10 Server: | Local iComm Server

X Cancel

Device name: |Maxim Il

? Help

Figure 4-11:

Device properties

10 Server: | Local iComm Server

X coon

Device name: [Maxim 1010

? Help

~

Figure 4-12: Example Device Properties for Connection 2, Device 1

iComm Control Centre

CONNECTION REQUESTS

Id Name
r &4

r 5 Omni TCP AC2

Address Name
r /1002 AC1 Level 1
r /1003 Level 2 AC2
» /76004 VT7652A5X00B-4

Name
v [1 AC1 Calendar
+ [ AC1 Fan Enable
+ [F] B AC1 Fan Enable
» Bl ACL AH Input
+ 1 B: ACLAH Input
> ACL AH Request
v ] B AC1 AH Time
» B AC1 AH Total
» [F] B Reset AC1 AH Total
ACL Fan Status
B: AC1 Fan Status
AC1 Control Enable
A: AC1 Fan Fault
AC1 Room Temp

>
v
B
»
v

LU L]

APPLICATIONS

BACnet network on local PC

[5] Current Connections - select a connection to show its devices

[=] Blocks on AC1 Level 1 - expand a block to view its points

Type

Calendar

Digital Output

Binary Output

Digital Input (Contact)
Binary Input

Latch

User Variable
Accumulator

User Variable

Digital Input (Contact)
Binary Input

Logic AND

Alarm

Sensor Input

ADMINISTRATION

Description

Main Plant

Protocol
[®) BACnet
Innatech

[=] Devices on BACnet network on local PC - select a device to show its blocks

Version
1443
1443
3502

Address Value

Example Device Properties for Connection 1, Device 1

Transport
i} Udp
&= TcpClient

Blocks Loaded
110

e

51

Endpoint

47808

You can import devices and points via an iComm Server in the Points Manager. Right click on the iComm Server and
select Import Points from iComm or import from a valid Genesis or MAXIM configuration file.

Logout Help

=INNOTECH—

Add New Connection

#Devices Online | Offline
3 3 0
192.168.2.3:20000 2 2

a8
=8

K

Current Action
Private transfer

K

Figure 4-13: Validate your Device Settings with the iComm Server
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4-2.7 Save Project Settings

Once all project settings have been updated, ensure to use Save As to save a new revision of the
Magellan project file, as illustrated below in Figure 4-14.

Innotech Magellan Builder - [Mew Project]

File View Edit Frame Run  Project Tools Help

= D A Eles @ @
Open...
Save Ctrl+5

[ Saveas.. IF

Create package...

Open package...
Import from another project...

Save to default project
Clear default project
Properties

Exit

0 C\Program Files\Innotech\Magellan'ProjectsiHelp Project Example.mag

Figure 4-14: Save updated Magellan project settings

Relaunch eServer. Check that it is using the updated Magellan project. Ensure to create a new
Magellan Package file for use with eServer, as illustrated below in Figure 4-15.

Innotech Magellan Builder - [New Project]

File View Edit Frame Run Project Tools Help

e UFT A Be= 0@ |
Open...
Save Ctrl+5 I
Save as... F

I Create package... I

Open package...
Import frem ancther project...

Save to default project
Clear default project
Properties

Exit

0 Ch\Program Files\InnotechtMagellan'\Projects\Help Project Example.mag

Figure 4-15: Create new Magellan package

E IMPORTANT

Before finishing, ensure to remove the Magellan Builder security dongle, leaving just the eServer security dongle
to enable operation of the eServer software.
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4-3 Setup SQL Server Communications

4-3.1 Overview

The following information is intended to provide qualified technical personnel with the required
settings for a manual setup of a Microsoft SQL Server 2016/2008 R2 Express Edition database.

functionality.

Innotech recommends where possible to use the Innotech Chronicle Server Installation Package which automates
the installation and configuration of SQL Server to operate correctly with eServer. Contact Innotech Sales for
more information on Chronicle, ATOM and other BMS solutions. Note that this requires a computer which has not
had any version of SQL Server installed previously.

0 SQL Server 2016/2008 R2 Express Edition is required for site which are using historic Trends or ATOM Reporting

To integrate with an existing SQL Server, or upgrade to SQL Server 2016/2008 R2 Express Edition, consult with the
Site IT Manager to ensure that the SQL Server settings are correctly configured as listed below in 4-3.2 Default SQL
Server 2008 R2 Express Edition Settings.
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4-3.2 Default SQL Server 2016/2008 R2 Express Edition Settings

IMPORTANT
Recommended for advanced users only!

Table 4-1: Default SQL Server 2016/2008 R2 Express Edition connection settings

Default Instance MSSQLSERVER
Instance ID MSSQLSERVER
Authentication Mode Mixed Mode Required for remote access to SQL

Server.

SQL Server Authentication Enabled

Communication Protocol Configuration i

Shared Memory Protocol Enabled

Named Pipes Protocol Enabled
TCP/IP Protocol Enabled

Ensure no other applications are
UDP/IP Protocol Default 1434 using port 1434. Ensure a firewall
Port is not blocking incoming or

outgoing traffic on port 1434.

VIA Protocol Disabled

@ Use the SQL Server Configuration Manager to manage Communication Protocol settings. This tool
is accessible from the Windows Start Menu once SQL Server Express Edition is installed.
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4-4 Setup eServer Security, Access Control & Restarting

4-4,1 Overview

Information contained in this section includes configuration settings for security and access control
allowing eServer to facilitate secure connection with connecting eServer Client computers.

4-4.2 Configure eServer Security

Start the eServer program (it will minimize on the bottom right of your toolbar). Double-click on the
eServericon on the toolbar to open the window. From the File Menu, select Load Configuration to
select and load your eServer Project, as illustrated below in Figure 4-16.

Magellan saves the project by default as a.mag project. Use Magellan to export the project as a .mpk file, which is a
packaged version for delivery, including all the project's graphical objects. The .mpk file is the file to open using
eServer.

€ Innotech eServer

Fe bep
|

5”%

Access control for current project.. o

o

Preferences..

Shutdlown server n details

Corfigurstion flename:  Help Project Example.mag

Conliguration il

por

Corfigurstion author

Server stated o [16/02/2016 11:17:28
[ Number of iames: 2
Serveruptine: [0 s 1 min ‘

Number of points: 501

Messages recsived fiom clisnts:

[ Mumber of images: |4

Messages tiansmitted to clients:

Bytes reosived fom olerts:

Bytes hansmilted to cliens:

Total dient connections:

[ Images servedto clents: )

Figure 4-16: Load the Magellan project into eServer

To enable security for incoming connections, open the Preferences Menu, as illustrated below in
Figure 4-17.

p
sconol  Help ‘

| P

Shutdown server Configuration details

[ Server version: 1404
[ Server IP address: [0.0.0.0
[ Server P port 20001

Corfiguretion fiename: ~ Help Project Example. mag

16/02/2016 11:17:23

e [0he 1 min

=

=
=

Total dient

[ Projects served to clents:

[ Frames served to cienls: )

[ Images servedta clents: [0

Figure 4-17: Open eServer Project Preferences
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From the Preferences Menu, tick the Enable security for connection to eServer box and enter the
required Username and Password, as illustrated below in Figure 4-18 (if you don’t want extra eServer
Connection security, leave it blank).

Figure 4-18: Configure eServer Connection Security

4-4.3 Setup eServer Automatic Restart

In eServer's Preferences, check the box on the Restart tab to automatically restart eServer at a
specified time. Restarting eServer will refresh all the connections.

Preferences x

Secury Restat

[ Enaibler sustomatic retast of e erver

When enabled, aSene will rertan every day al the fme
selacted [by local P tine]

Restad Tne: [120000AM 1%

=

Figure 4-19: Preferences - Restart Tab

If using this feature, it is not compatible with RDP and it is recommended to disable RDP if being used. You can

ﬂ generally disable RDP by going into Control Panel -> System -> Remote Settings -> Don’t Allow remote connections
to this computer. Please note that machines joined to a Domain may have these settings overridden by group
policy. In that case liaise with your IT department.
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4-4.4 Enabling eServer Access Control

If you want Access Control on your project, go to Access Control. Tick the Enable access control
for this project box, and enter the information, as illustrated below in Figure 4-21. If you don’t want
Access Control, leave it blank.

Ifyour Magellan Project has access control setup already, simply check the box and this information will be added
automatically.

6022061117

Ohe Trin
0

0
0
0
o

[0 Force users to change password =

-

Xl | | 7tep

0
0

Figure 4-21: Enable eServer Access Control

i

=

4-4.5 Test eServer Connectivity

Open Internet Explorer and in the Address Bar, enter your computer name or IP Address and the
HTML page name:

Example 1: http://[Computer Name]/index.htm Example 2: http://[IP Address]/index.htm

If Security is set up on the project, you will be required to enter the authentication details, as
illustrated below in Figure 4-20.

Magellan eServer Client

Usemname and password verification

Please enter your Username and Password to gain
access o the requested eServer

Usemame: |test

Cancel

Figure 4-20: Entering Connection Authentication Details

You will need to allow downloading of the Magellan ActiveX Control if prompted. Follow all onscreen
instructions to complete the test connection, and follow the steps outlined next in 4-5 - Setup of
eServer Client Computer.

There is a an online troubleshooting guide included for any connecting eServer Client computers. This will help to
resolve common connection problems such as Internet Explorer Security Settings which may block the installation
of the Magellan ActiveX Control.

When you exit the project, Internet Explorer will still be open. Add the address to your Favourites so
you don’t need to enter it manually each time.

IMPORTANT

If a PC has previously connected to a v1.40 eServer the IE cache needs to be cleared before connecting to the v1.50
eServer so that the latest ActiveX files can be downloaded.
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4-5 Setup of eServer Client Computer

4-5.1 Overview

eServer 1.50 or greater enables automatic configuration of eServer Client computers. Upon
connection of an eServer Client Computer, eServer will automatically download and install the
necessary ancillary files to complete the setup.

Ensure that you are logged into the eServer Client computer as a System Administrator, and have a functional
network connection to download and install necessary ancillary files from the eServer Host computer. Otherwise
refer to Section 5 - General Troubleshooting Tips.

These instructions detail the first connection of an eServer Client computer to a eServer Host computer running
eServer 1.50 or greater. This will require the download and installation of the eServer Native Client and Magellan
ActiveX Control. You will only be required to download and install these components the first time a Client computer
connects to an eServer Host computer running eServer 1.50 or greater, unless a new version is installed on the
eServer Host Computer.

4-5.2 Connection Steps

Follow all onscreen instructions during setup of connecting eServer Client computers. The most
common issue faced with initial connection of eServer Client computers is ensuring that security
settings are correct and that Internet Explorer is correctly shutdown and restarted when advised by
onscreen instructions.

Launch Internet Explorer. In the address bar, enter the specific DNS name or static IP address or
computer name of the eServer computer you are connecting to, as illustrated below in Figure 4-22.

@ hitp://bms/Magellan_Install.htm (& Innotech Magellan ActiveX .. .

Figure 4-22: Launch Internet Explorer and Connect to eServer Computer
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From the Magellan ActiveX Control Setup page, click Install to install the updated Magellan ActiveX
control on the computer, as illustrated below in Figure 4-23.

& Innotech Magellan ActiveX ... .

@ http://bms/Magellan_Install.htm

InstallShield

One-Click Install”

- . Help

—INNOTECH—
Innotech Magellan ActiveX Control Setup _I

This installation requires Administrator
privileges on your PC.

2.1 MB - 8.7 MB (depending on installed softwars)
0 minutes 35 seconds - 2 minutes 20 seconds over a 512 kb/s broadband connection

Click [nstall ko start this setup nov.

If you have been redirected to this page after installation of the ActiveX control, please ensure you
have allowed the contral to run by clicking on the yellow bar at the top of the vindow, or click the Help
button for more information.

Figure 4-23: Install Magellan ActiveX Control

O Installing Innotech Magella...

s/Magellan_installing.htm P X

InstallShield

One-Click Install”

—INNOTECH—

Installing Innotech Magellan ActiveX Control...

11.3 MB (2 - 3 minutes ) over = 512 kb/s broadband connection

Figure 4-24: |Installing Magellan ActiveX Control
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Once installation has finished, click Finish and then navigate to the eServer computer to connect.

Innotech Magellan Acti

One-Click Install

—INNOTECH—

Innotech Magellan ActiveX Control Setup

Upgrade complete. This window may be safely
closed.

Figure 4-25: Finish Installation

4-5.2.1 How to disable the Project Loading Confirmation

Follow the steps below to disable the loading confirmation window shown in Figure 4-26.

1. Open theindex.htm file located in the MyWebPages folder of the eServer Computer in a text
editor such as Notepad.

2. Below the Control.DisplayHeight line add a new line with the text control.Silent = 1 as shown
below.

3. Save the file and when you load the project from the client computer, the confirmation should
no longer be displayed.

File Edit Format View Help

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">

<HTML>

<title>Innotech BMs</title>

<a href="http://www.innotech. com. au"><img id="InnotechLogo" src="innotech_logo_sml.jpg" border="none"></a><br>
<p=<font face="aArial, Helvetica, sans-serif"=<bs<font size="4">welcome to the Innctecﬁ BMS. </fonts></bs=</font></p>

<BR>
<script language="vbscript">
<

| J—
sub oncontrolLoad
set Ccontrol = Document.getilementById("magellanx™)
control.fullscreen = 1
control. Serveraddress = location. host
control.pisplaywidth = 1024
control.DisplayHeight = 768

Figure 4-26: Index.htm file contents
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4-5.3 Setup Crystal Reports Software on eServer Client Computer

4-5.3.1 Overview

eServer 1.50 or greater supports the generation of Crystal Reports. This requires the installation of
the Crystal Reports Web Components software on the eServer Client computer.

The Crystal Reports Web Components software is only required for eServer Client computers which are connecting
to an eServer 1.50 or greater and are requesting the generation of Crystal Reports. Note that the Crystal Reports
Web Components are necessary for the generation of Crystal Reports using the Innotech ATOM software.

Installation of the Crystal Reports Web Components can be done during site commissioning; alternatively for
computers which do not have the Crystal Reports Web Components installed, if required by eServer the user will be
guided through the download and installation process.

IMPORTANT

The Crystal Reports Web Components bundle is a 100MB file download. Installing this software will require being
logged in as a System Administrator.

4-5.3.2 Manual Installation of Crystal Reports Web Components

0 Ensure to be logged into the computer as a System Administrator to install the Crystal Reports Web Components.

Select the Crystal Reports Web Components installation program, and double-click to launch. From
the welcome screen, click Next to commence installation, as illustrated below in Figure 4-27.

CrystalReportsComponents - InstallShield Wizard ==

‘Welcome to the InstallShield Wizard for
CrystalR eportsComponents

The InstallShield® Wizard wil instal
CiystalReportsComponents on pour computer. To
continue, click Mext.

< Back Cancel

Figure 4-27: Launch the Crystal Reports Web Components installer
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Choose the patch on the computer to install the Crystal Reports Web Components. It is

recommended to install to the default location. Click Next to confirm installation path, as illustrated
below in Figure 4-28.

CrystalReportsComponents - InstaliShield Wizard

Choose Destination Location \
Select folder where setup will install files. \

C j Install CrystalReportsComponents to:

C:A. Mlnnotech\CrpstalR eportsComponents

InstalShield

< Back | Next » I Cancel

Figure 4-28: Confirm Installation Location for Crystal Reports Web Components

Click Install to install Crystal Reports Web Components, as illustrated below in Figure 4-29.

= —
CrystalReportsComponents - InstallShield Wizard

(5w

Ready to Install the Program \,‘
The wizaid is ieady to begin installation. \

Click. Irstal ba begin the installation.

IF pou want to review or change any of yaur installation settings, click Back. Click Cancel to exit
the wizard.

InstaliShield

[ «Back |[ instal ] [ Caneel |

Figure 4-29: Commence Installation of Crystal Reports Web Components
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Wait a few minutes while the software is installed, as illustrated below at Figure 4-30 and Figure 4-31.

CrystalReportsComponents - InstallShield Wizard (==

o E

CrystalR eportsComponents is configuring your new software installation.

InstalShield
Cancel

Figure 4-30: Crystal Reports Web Components Commencing Installation

Crystal Reports 11 NET Server

@] Please wait whie Windows configures Crystal Reports 11 .NET
T Server

Gathering required information...

Figure 4-31: Crystal Reports Web Components Continuing Installation

Once installation is complete, click Finish to exit the Crystal Reports Web Components installation
program, as illustrated below at Figure 4-32

CrystalReportsComponents - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield wWizand has successfully installed
CrystalReportsComponents, Click Finish to it the wizard

< Back Cancel

Figure 4-32: Crystal Reports Web Components Installation Complete
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4-5.3.3 Automated Installation of Crystal Reports Web Components

An eServer Client computer that does not have the Crystal Reports Web Component installed is still
able to connect and interact with an eServer Host computer. However, if a request if made by the
client to generate a Crystal Report, the eServer Client computer will be required to download and
install the required components from the Innotech website.

0 Ensure to be logged into the computer as a System Administrator to install the Crystal Reports Web Components.

If an eServer client proceeds to generate a Crystal Report, the client is guided through the process
as described in this section. When the eServer Client requests the generation of a Crystal Report, an
information window appears on the screen advising that additional components must be installed,
as illustrated below at Figure 4-33.

Magellzn [=E3a)

You need to install Crystal Report components for this action to work, please follow the dialogue windows

Figure 4-33: Message Advising that Crystal Reports Web Components are needed

From the File Download window, select Run to download and run the software, as illustrated below
at Figure 4-34. Alternatively, you may want to save to file to use the downloaded installer on another
eServer Client computer.

File Download - Security Warning @

Do you want to run or save this file?

l 1 Mame: crystalreports_web.exe

Type: Application, 97.5MB
From: www.innetech.com.au

| FRen ” Save l[ Cancel ]

i o While files from the Intemet can be useful, this file type can
‘ﬁ potentially ham your computer. i you do not trust the source, do not
=~ mnorsave this software. What's the risk?

Figure 4-34: Select to Download the Crystal Reports Web Component
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Wait a few minutes for the file to download, as illustrated below at Figure 4-35. Once complete, follow

the steps outlined previously in 4-5.3.2 Manual Installation of Crystal Reports Web Components to
implement the software setup.

11% of crystalreports_web.exe from www.innotech.com.... El =) @

o

crystalreports_web.exe from www.innotech.com.au

——

Estimated time left: 17 sec (5.55MB of 57.5MB copied)
Download to: Temporary Folder

Transfer rate: 5.23MB/Sec

[~ Close this dialog box when download completes

Open Open Folder Cancel

Figure 4-35: Downloading the Crystal Reports Web Component

Once the Crystal Reports Web Components has been installed, relaunch Internet Explorer and
connect to the eServer Host computer to continue.
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5-1 Introduction

This section provides general troubleshooting tips for some of the common problems that may
be encountered during the eServer setup and configuration process. Please contact your IT
department, or nearest Innotech office for further information.

Bl MPORTANT

Always consult with the Site IT Administrator for any special requirements needed for a particular IT network
configuration.

5-1.1 Download and Install Unsigned ActiveX Controls

If the host computer running the eServer software and the client computer are on an isolated
intranet without internet access, the eServer client computer will not be able to download and install
the eServerNativeClient and ActiveX control from the host computer. Therefore you will have to
configure Internet Explorer so that it can download and install unsigned ActiveX controls. You can do
this by following the steps below.

Open Internet Options in Internet Explorer and click on Tools = Internet Options. From the Security
tab in the Internet Options window, click on Local intranet and then click on Custom level... as
illustrated below in Figure 5-1.

~

Internet Options (7] =]

‘ General ‘ Security |Privacy lContent I Connections | Programs IAdvanced|

Select a zone to view or change security settings.

@ & v O

Internet | Localintranet |Trustedsites Restricted
sites

e s
This zone is for all websites that are

= found on your intranet.

Security level for this zone
Allowed levels for this zone: Al
Medium-low
- Appropriate for websites on your local network
(intranet)
(- - Most content will be run without prompting you

- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

| |Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default leve

[ oK ][ Cancel l Apply

Figure 5-1: Local Intranet Settings in Internet Explorer
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In the Security Settings window, scroll down to Download unsigned ActiveX controls and click on the
radio button next to Prompt to select it, as illustrated in Figure 5-2.

-~

Security Settings - Local Intranet Zone | 3

Settings

() Enable =
\#| Download signed ActiveX controls

() Disable

() Enable

@) i [
|#| Download unsigned ActiveX controls

() Disable

(C) Enable

@ Prompt
\#| Initialize and script ActiveX controls not marked as safe for s

@ Disable

() Enable

() Prompt
\#| Only allow approved domains to use ActiveX without prompt

@ Disable

) _Enshla

< | n ] b

*Takes effect after you restart Internet Explorer

%

Reset custom settings

Reset: [ Medium-ow (default) v [ Reset.. |

|[ oK II[ Cancel }

Figure 5-2: Configure IE to Download Unsigned ActiveX Controls

Click on OK to save your settings. Click OK again on the Internet Options window to exit and apply
your settings.
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5-1.2 Bypass Proxy Server Settings

If a site has a proxy server, and the local network is not set to bypass it, client computers attempting
to access the eServer project on the host computer may not be able to download the latest ActiveX
control. They will instead be redirected to the proxy server to download whatever version that

is cached on the proxy server. This may be an older version than what is required for the client
computer in order to access the eServer project correctly.

The workaround to this problem is to bypass the proxy server if the IP address requested by the client
computer is on the local network. Follow the steps below to configure Internet Explorer to bypass
the proxy server.

Open Internet Options in Internet Explorer and click on Tools = Internet Options. From the
Connections tab in the Internet Options window, click on LAN settings, as illustrated in Figure 5-3.

B IMPORTANT

Ensure to check with the Site IT Administrator before bypassing Proxy Settings, as this may cause ancillary
connection issues for the computer.

Internet Options [? =]
‘ General | Security | Privacy | Content | Connections | Programs | Advanced

To set up an Internet connection, dick Setup

Setup.

Dial-up and Virtual Private Network settings

Add...

Choose Settings if you need to configure a proxy Settings
server for a connection.

@) Never dial a connection
Dial whenever a network connection is not present
Always dial my default connection

~urrent None Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings

Choose Settings above for dial-up settings.

[ oc J[ cencel || aopy

Figure 5-3: Configure LAN Settings in Internet Explorer
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In the Local Area Network (LAN) Settings window, verify that the Bypass proxy server for local
addresses box is checked and click on Advanced, as illustrated in Figure 5-4.

™

Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| Use automatic configuration script

Address
Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or ¥PMN connections).

Address:  swr-proxy Port: 8080 Advanced

Bypass proxy server for local addresses

OK ][ Cancel l

Figure 5-4: Bypass Proxy Server Settings in Internet Explorer

In the Proxy Settings window under Exceptions, add the desired IP range for which you want to

bypass the proxy server, as illustrated in Figure 5-5. For example you can enter http://192.168.1.* to
bypass all IP addresses in this range.

FProx)r Settings \E[
Servers
L =8 ‘ Type Proxy address to use Port
#a HTTP: SVr-proxy " 8080
Secure: SVr-proxy + | 8080
FTP: SVr-proxy . | 8080
Socks:

Use the same proxy server for all protocols

Exceptions

B . Do notuse proxy server for addresses beginning with:

e

http:/f192. 168. 1.%;http: /fintranet;http: //policies; https: /]  »
192,168, 1, *;http://192. 168, 1, 157:80; http: ffwsus

Use semicolons ( ; ) to separate entries.

|[ OK ]l [ Cancel ]

Figure 5-5: Enter Proxy Server Exceptions in Internet Explorer
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Once you have entered the IP range into the Exceptions box, click OK to save your settings, and click
OK on all subsequent windows to close them and apply your changes.

5-2 Internet Explorer Compatibility with eServer

5-2.1 Internet Explorer 11
« Type in your address in the address bar as per usual, if you see the “Internet Explorer 6 or above”
screen click the Internet Explorer settings button (located under the close button, it looks like
a cog) and select Compatibility View Settings. The address you are currently at, your eServer
address, should be there ready to add. Click Add to add the address to the list.
« You can alternatively press ALT to show the menu bar. In the Tools menu, select Compatibility View
Settings and add the address to the settings window.

@ http://bms/ D~ & || & innctech BMS x

—INNOTECH—

Welcome to the Innotech BMS.

You must use Internet Explorer 6.0 or greater to use the Magellan ActiveX control.

Figure 5-6: Internet Explorer 11 Before Settings Change

Print
File

Zoom (125%)
Safety

Add site to Apps

View downloads Ctrl+)
Manage add-ons
F12 Developer Tools

Go to pinned sites

Compatibility View settings |

Internet options

About Interet Explorer

Figure 5-7: Internet Explorer 11 "Cog" Settings Menu

@ Change Compatibility View Settings

Add this website:

bms.company.com

Websites you've added to Compatibility View:
192 168 2062

Display intranet sites in Compatibility View
[ Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy

Figure 5-8: Internet Explorer 11 Compatibility View Settings
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Innotech provides technical information on the Web to assist you with using its products.

At www.innotech.com, you can find technical manuals, user instructions, and data sheets for all our
products.

For direct product support or product information, contact your local distributor, or an Innotech
representative.

You can contact us via email, phone, or postal mail:

Website: www.innotech.com
Email: sales@innotech.com
Phone: +617 34219100
Mail: Innotech Control Systems
P.O. Box 292
Sunnybank
QLD 4109
Australia
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