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Proprietary
No part of this technical manual may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language or computer language, in any form or by any means, without
prior written permission of Mass Electronics Pty Ltd.

Trademark

The term ‘Innotech’ used in this manual is a trademark of Mass Electronics Pty Ltd trading as
Innotech Control Systems Australia.

'Microsoft' and 'Windows' are registered trademarks of Microsoft Corporation in the United States
and other countries.

'Android' is a trademark of Google Inc. The Android robot can be used, reproduced and modified
freely and is licensed under the terms of the Creative Commons 3.0 Attribution License.

'‘Apple'is a trademark of Apple Inc., registered in the U.S. and other countries. Third Party products
which are compatible with Apple products or technology may use Apple related word marks such as
but not restricted to 'Apple', 'Macintosh' and 'iMac'.

I0S is a trademark or registered trademark of Cisco in the U.S. and other countries and is used under
license by Apple Inc.

Disclaimer

While great efforts have been made to assure the accuracy and clarity of this document, Mass
Electronics Pty Ltd assumes no liability resulting from any omissions in this document, or from
misuse of the information obtained herein. The information in this document has been carefully
checked and is believed to be entirely reliable with all of the necessary information included. Mass
Electronics Pty Ltd reserves the right to make changes to any products described herein to improve
reliability, function, or design, and reserves the right to revise this document and make changes

from time to time in content hereof with no obligation to notify any persons of revisions or changes.
Mass Electronics Pty Ltd does not assume any liability arising out of the application or any use of any
product or circuit described herein; neither does it convey licence under its patent rights or the rights
of others.
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Omni Vaisala Interface User Instructions

1-1 Overview

o

This document applies to the following Omni models:
« OMWEBO2 - Omni Vaisala Interface

Unless specified, references to "Device" and "OMWEBO02" all refer to the Innotech OMWEBO?2 - Omni Vaisala Interface.

This document provides instructions for the usage of the Omni's browser interface.

Detailed instructions are provided to help you access the embedded web server, and easily configure
the OMWEBO2 and Vaisala Weather Transmitter. It is recommended that installation personnel
familiarise themselves with the information contained in this document.

1-1.1 About this Document

This manual is intended to provide the user with complete and easy-to-follow instructions for the
operation of the browser interface. In preparing these instructions, Innotech assumed that the
typical operator is not necessarily familiar with the operation of computer systems. For this reason,
operating instructions and procedures are presented at a technically basic level and as clearly as
possible.

The OMWEBO02 is designed to be set-up to its own application requirements and since each
customer’s application is different, no two units have identical step-by-step operating procedures.
However, the Omni Vaisala Interface is user-friendly and operation is simple once the necessary
operational information has been explained. The operating procedures in this manual are based on
typical operating scenarios.

1-1.2 Scope of this Document
This technical manual has multiple sections:

Table 1-1: Manual Scope

Chapter 1 - Preliminary Chapter 1 provides related information of a general nature. This
Information chapter also contains a brief description of the device.
Chapter 2 - Web Server Chapter 2 provides information about the browser interface.

S

1-1.3 Information Icons
Throughout this manual, icons are used to illustrate important notes. Examples are shown below.

These notices provide extra information. It is non-critical information but should be read.

These notices contain information about the software that must be done before proceeding further to ensure
success.
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Omni Vaisala Interface User Instructions

1-2 Description of the Omni Vaisala Interface

The Innotech Omni Vaisala Interface is a device used for communicating with Vaisala Weather
Transmitters.

The OMWEBO2 provides a detailed web browser based interface to allow users to customise the
device and connected Vaisala Weather Transmitter.

The device is connected to an Ethernet network and is accessed by entering the IP address into a web

browser. Connection to the Vaisala Weather Transmitter is by RS-485.

24VAC/VDC In Comms In

face

omni- Vaisala Inter

—JNNOTECH=

Ethernet & SD — Connegtgd Comms
Card on bottom — Bzg-xlm B
Heartbeat LED
Figure 1-1: Omni Vaisala Interface
— /—
— 3
gl
’ Ethernet
(Port Bis
rq unused) 2 EBB
A i
el . [HEH
——— MicroSD Slot —

Figure 1-2: Ethernet, Micro SD Card slot and RS-485 Terminals

Chapter 1 - Preliminary Information Page 13 © Mass Electronics Pty Ltd 2018



—INNOTECH—

Omni Vaisala Interface User Instructions

This page has been left intentionally blank.

Edition 2.0 dated 28.02.2019 Page 14 © Mass Electronics Pty Ltd 2018



Omni Vaisala Interface

USER INSTRUCTIONS

Web Server

=INNOTECH—



=INNOTECH—

Omni Vaisala Interface User Instructions

2-1 Overview
This section of the document provides detailed information about accessing and using the on-board
web server for configuring the Omni Vaisala Interface and a connected Vaisala Weather Transmitter.

Select the section tabs at the top of the screen to enter the category configuration screen. Most
sections have sub menus for further configuration.

The web server is cross-platform and is accessed via your selected web browser. Use the IP Address
of the OMWEBO2 to access the browser interface.

General terminology is used in this section based on using the web server in a Microsoft Windows
environment with mouse input. The web server is also compatible with Android and iOS operating

systems and notes will appear throughout where required for operation of the interface in different
environments.

These notices indicate a piece of useful information which should be read for Android users.

iOS These notices indicate a piece of useful information which should be read for iOS users.

2-2 Loggingin

In your web browser, type in the IP address of the OMWEBO02. After loading the browser interface, click

the Login link at the top right of the window, enter your Username & Password and then click Login to
login to the web server.

O OmniVaisalaInterface X +

ra ) N & 192.168.2.100

Figure 2-1: Enter IP Address in Browser

The IP used in the image above is an example only. Enter the IP specific to the Omni Vaisala Interface. The default IP
is 192.168.2.100.

The Username and Password fields are both case sensitive. 'Innotech’ is not the same as 'innotech’.
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If you have forgotten your password, click the /'ve Forgotten My Password link. Enter your Username
and click Reset Password and follow the prompts. Once you receive a temporary password or if you
remember your old password, login and reset your password.

omni-

John_Citizen

B ceeens
LOGIN
e forgoten my passwerd
Details

Close

O

Details.

mmnl-

John_Citizen

RESET PASSWORD

Back o Login

Close

Figure 2-2: Login and Forgot Password Dialog Boxes

Omni Vaisala Interface —INNOTECH=—

Reset Password

This account has an outstanding Reset Password Request. Please enter a new password to complete this action.

New Password:

Confirm Password:

CANCEL | CHANGE PASSWORD

Figure 2-3: Reset Password Screen

& John_Citizen

Unable to email your temporary password because your email address is not set. Please
contact your service provider to obtsin your tsmporary password by quefing the follouiing

Username: John_Citizen
Serial Number:  4517-87312-012
Time: Mon, 16 Apr 2018 09:53
Sack to Login
Details

Close

Figure 2-4: Password Reset Error Window
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2-3 Omni Vaisala Interface Landing Page

The landing page seen below is shown by default when you browse to the device's IP Address in your
web browser. Configuring your OMWEBO2 requires a login username and password.

The device is a pre-configured Omni Controller used to convert all Vaisala Weather Transmitter, and
programmed data to defined BACnet Objects. Use the settings tab in the device's web page to edit
the settings for the device and your Vaisala Weather Transmitter. Only enabled sensors will show on

the landing page.

Omni Vaisala Interace

PREVIOUS 7 DAYS

Today
Min 1[ILAL
Max 21.6 .
Rain 2.1 om

Tuesday

141 ¢
20.1
52 mm
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Humidity

Pressure

BEEFESEmIDNTonay ™ 0O T RS,
Rain 2.14mm Hail
in 00:54:32sc in
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00:00:00sec
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Currently Currently
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10.2 53T 126 ¢ 8.7 119 °©
184 °© 22.0 ¢ 219 °© 20.8 °© 23.6 ¢
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Thursday

Figure 2-5: OmniVaisala Interface Landing Page

Table 2-1: Landing Page Description

Weather Sprite

Cndex itam | Deseriptin |

The weather sprite shown here changes based on the current
conditions. Many different sprites can be shown, some which
indicate the intensity of the condition. Eg: light, medium or heavy.
See the following pages for an example of the sprites.

Current Conditions

This section shows the current conditions with temperature,
weather classification, the 'feels like' temperature, humidity and air
pressure.

Wind Conditions

The current wind speed and tending direction are shown here.

Solar Observations

The solar observations section shows the sunrise and sunset based
on the location of the Vaisala transmitter.

Background Colour

The main gradient background colour of the home screen changes
depending on the prevailing weather conditions.

Precipitation Details

This section details the precipitation for today. It shows the current
rain and hail intensity and how much rain/hail in a timed period.

CAR-AR AR - AR - A

7 Day History

The previous 7 days section gives a 7 day history at a glance of
weather conditions over the last week.

Edition 2.0 dated 28.02.2019
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2-3.1 Weather Sprites

A

Y
-.'
ab

)

Sunny, Partly Cloudy

Light Rain

I

Medium Rain

6,6,6,6
6%%%

Heavy Rain

Light Hail

Medium Hail

Heavy Hail

* % % ok
* * *

Heavy Snow

Sunny, Light Winds

I

Medium Rain, Light Winds

L I

Medium Snow, Light Winds

* * *

Heavy Snow, Light Winds

Sleet, Light Winds

Sunny, Gusty Winds

Light Rain, Gusty Winds
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Medium Rain, Gusty Winds
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Heavy Rain, Gusty Winds

L~

—
o )l‘

é éo I—:

Medium Hail, Gusty Winds

o

1| 1O
o
o ol—o

Heavy Hail, Gusty Winds

* ok

Medium Snow, Gusty Winds

* %
* ¥ *

Heavy Snow, Gusty Winds

Sleet, Gusty Winds

Sunny, Gusty Winds

Light Rain, Gusty Winds

5
=l

Medium Rain, Gusty Winds

EE

Medium Hail, Gusty Winds

L)

%

)
o
olg

Heavy Hail, Gusty Winds

Medium Snow, Gusty Winds

* %
* * *

Heavy Snow, Gusty Winds

-~

[ 1%
Sleet, Gust Winds

Evening, Cloudy

&

Evening, Light Winds

|
’

Evening, Light Wind Gusts

Evening, Strong Wind Gusts
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2-4 Web Server

2-4.1 Watches

The Watches tab contains data to be monitored by the user (hence the term Watch Page). The level of
access for individual users can be changed.

Click the graph button at the start of the line for each item to display a data graph for the selected
item. The individual items displayed on the Watches page are fixed and cannot be added, deleted or
edited.

The watch page shows individual metrics and their live data and graphs. It also states if a particular
sensor is on or off. This page is dependent on the devices connected and which devices are enabled
or disabled in the Settings Tab.

Loggedinas: Vaisala Logout Help

Omni Vaisala Interface =INNOTECH—

WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

40

PTU Sensors . 40.55,
- - " Humidity on 4050
recipitation w025

‘Wind Sensor

e Air Pressure on
Analog Inputs 10:09:00
Today/Yesterday w  Wind on
Calculated Data
Daylight L Rain On
Sensors Enabled :
k  Hail on
Transmitter Data
Day Resets (" Heating on

Figure 2-6: Watches Tab - Active PTU Sensors

When logged in as a Commissioner you have the ability to Reset each Days values on the Home Page
to start from new. This is helpful when changing various Sensor settings.

Loggedinas: Vaisala Logout  Help

Omni Vaisala Interface —INNOTECH—
PGEIZ  ALARMS ~ LOGGING  SETTINGS ~ OMNIWEBINFO  DOCUMENTS
FTU Sensors.
Preciptation r  ResetMONDAY Data
Wind Sensor
Analog Inputs x  Reset TUESDAY Data
Today/Yesterday
Calculated Data "3 Reset WEDNESDAY Data m
Daylight
Sensors Enabled i Reset THURSDAY Data m
Transmitter Data
(EDGEEDS £  ResetFRIDAY Data
& Reset SATURDAY Data
r  Reset SUNDAY Data m

Figure 2-7: Watches Tab - Day Resets

Logged in as: Vaisala Logout Help
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WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

PTU Sensors

| Sunset Today 5:09 pm
Precipitation
Wind Sensor L Daylight Today 395 min

Analog Inputs
Today/Yesterday
Calculated Data

Figure 2-8: Watches Tab - Daylight
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2-4.2 Alarms

The Alarms Tab will show the details of any Alarms that have been activated in the system. Clicking
any alarm will show the history of the alarm. The Alarms tab button will flash red when the tab is not
being viewed to alert the user that there are active alarms.

Alarms have three distinct states as shown below. Click an alarm to view the history.

Table 2-2: Alarm States

White Background  Alarm is not active.

Orange Background Alarm is active but has been acknowledged.

Red Background  Alarm is active.

A: Vaisala Comms Ermor ‘

A: Vaisala Comms Ermror ‘

A: Vaisala Comms Emror

‘ 27/06/2018 7:14:08 am l 27/06/2018 7:14:20 am ‘ 271062018 T:14:20 am

1de 27/06/2018 7:14:20 am yde 0210772018 10:41:50 am

W 270672018 T:44:25 am

Figure 2-9: Alarm States

Logged in as: Vaisala Logout Help

Omni Vaisala Interface =INNOTECH—

WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

Date Range Filter Sort Search = uam -
- = it =
All B All v Y Name ~ o Q List Export  Print

A: Air Pressure Fault

A 05032018 102234 A - A 051032018 10:22:34 A 051032018 102234 A 05032018 102234
P T T "

. | - - - e[ |« - e

Figure 2-10: Alarm Tab
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2-4.2.1 Acknowledging Alarms

Acknowledge the alarm by clicking the hand icon on the alarm.

A: Air Pressure Fault

Figure 2-11: Acknowledgement Icon

A: Air Pressure Fault

Acknowledging this alarm will log the following details:

Alarm A Al Pressure Fault
User Vaisala

IP Address 192.168.20.96

Figure 2-12: Acknowledge Alarm Browser Message

After clicking OK, the alarm will change to orange and the time of acknowledgement noted in the
alarm history. When the alarm is acknowledged, it is still active. Remedy the problem and when the

alarm is reset, the alarm will change to white.

A A: Air Pressure Fault

Dste Range Level Limit Search

All &

- ]

el

Time

Mar 05 2018 10:20:14 am

Mar 05 2018 10:14:20 am

Mar 05 2018 10:10°46 am

Mar 05 2018 10:09:00 am

Mar 05 2018 10:07:13 am

Details

Acknowledged [Usemame: Vaisala, Source: 192.168.20.96]

Reset

Reset

Reset

Reset

I :

Close

Figure 2-13: Alarm History

0 If a MicroSD card is not installed, no alarm history will be shown.
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2-4.2.2 Alarm Filtering

Click in the Search field and start typing the name of the alarm. As you type the list of alarms will be
filtered to show only those specified by the filter.

Loggedin as: Vaisala Logout Help

Omni Vaisala Interface =INNOTECH—

WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

Date Range Filter Sort

All ) All ~ T

B & &

Auditlog Export  Print

A: Aux.Temperature Fault A A: Heafing Temp Fault _ _ 4

; 26/06/2018 11:04:39 am A 26/06/2018 11:04:39 am

' 26/06/2018 11:04:51 am @ " 26/06/2018 11:04:51 am IE

A 26/06/2018 11:04:39 am
TR

+ 26/06/2018 11:04:51 am @

+/ 26/06/2018 11:04:51 am @

Figure 2-14: Alarm Filter
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2-4.3 Logging
The Logging Tab is used to view custom data logs of a selected item. Both sensor logs and alarm logs
can be viewed and extracted.

2-4.3.1 Downloading a Log Graph

1. Specify the time period for the downloaded logs from the Date Range combo box. Hover the
cursor over the combo box to see the log range.

Date Range

Now - Tuesday, 26 June , 2018 12:00 AM

Today

Last hour -

Hover the cursor over the
combo box to see the log
Today range

=  Yesterday
This Week
Last Week
This Month
Last Month
This Year

Custom

Figure 2-15: Logging - Log Extraction Duration

2. Click one or more items to download.

3. Click Extract to download the log data and view the graph. You can stop downloading data at
any time by clicking the Stop button. After download, moving the cursor on the graph shows the
logged value. You can zoom the graph by using the mouse wheel and CTRL and SHIFT keys in
combination with the mouse wheel.

Moving the cursoron Loggedinas: Vaisala Logout Help
—INNOTECH=

Omni Vaisala Interface
‘ Bthe graph shows the
llogged value

o e Bl y o

E X * A /
M Emt Poms  Colsme
[H 4: Air Pressure Fault Alarmt /

L A: Temp Sensor Fauit
4 A Humidity Sensor...

& A:Rain Sensor Fault
& A:Hail Sensor Fault

& A:Wind Sensor Fault
& A:Heating Temp Fa...
& A:Heating Voltage...
& A:internal Temp Fa...
% A:Reference Vols...
& A: Supply Volts Fault

& A:Comms Error

i

=

04104/18 04/04118 04/04/18 04/04/18 0404118 04/04/18 04/04/18 04/04/18 04/04/18
12:10:00 12:11:00 121200 12:13.00 12:14:00 12:15:00 12:16:00 1217:00 12:18:00

® Innotech Pty Lid 20162017 Checking system status

Figure 2-16: Logging - Graph Downloaded
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2-4.3.2 Printing a Log Graph

1. Click the Print button to print the current log view.

2. APrintwindow will open for specifying your printer and printing options.

3. Click OK or Print to print the graph.

Printer

MName: | \WSVR-DCOTRMND Printer

v| | Properties... |

Status: Ready

Type: Kyocera ECOSYS P2135dn KX
Where:  RND Department

Comment:

Prirt range Copies

Mumber of copies:

Figure 2-17: Logging - Print Window

Microsoft Edge - Print
Printer

5 RND Printer on SVR-Print

Orientation

Print to file

Portrait Innotech HQ - OmNIWEB 02

Copies
1

All

Scale

Shrink to fit

Margins

Normal

Headers and footers

off

Cancel

Figure 2-18: Logging - Print Preview

—INVOTECH=OMNI-

Chrome: Press on the Menu and select 'Print...". Press and select 'Save as PDF' or 'All Printers...' to select a printer.

Change the page size and copies if required.

Chrome for iPad: At the top right tap More Share, select Print, select printer options and settings, tap Print.

Safari for iPad: Tap the settings icon, tap Print, tap Select Printer..., tap Print.

Edition 2.0 dated 28.02.2019

Page 26

© Mass Electronics Pty Ltd 2018



=INNOTECH—

Omni Vaisala Interface User Instructions

iOS

2-4.3.3 Exporting to CSV

1. After downloading your log, click the Export to CSV button.

2. You will be prompted by your browser to save the file. Save the file to
the save location.

3. Open the CSV file using a spreadsheet program to view the results.

What do you want to do with Innotech HQ - OmniWEB 02 Logs
04_04 2018 15_43__csv (14.5 KB)?

Save as Cancel

Figure 2-19: Logging - Save CSV Message

your device, taking note of

oK * > ThisPC » Downloads » v O Sea
Organize = Mew folder
& ThisPC ~ MName Date modified Type Si
{ Downleads B2 Innotech HQ - OmniWEB 02 Logs 04_04_2018 15.43_csv  04/04/2018 15:45 Microsoft Excel C...

i Local Disk (C:)

Q MNetwaork

v

rch Downloads

e

el Sl innotech HO - OmniWEB 02 Logs 04_04_2018 15_45_.csv|

Save as type: | Microsoft Excel Comma Separated Values File (*.csv)

~ Hide Folders

Save

Cancel

Figure 2-20: Logging - Select File Location
H - s Vaisala - OMWEB02 Logs 02_07_2018 03_12 pm_.csv - Excel ? ®H - 0O X
HOME | INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW  DEVELOPER  ADD-INS |»

&% Calibri -1 -] = =2 E—f General - Condlt\ona\Formattmg' El %
Eg-|(B I U-|A - - v | [4 Farmat as Table -

P N e e $-% TS L2 Cells | Editing
¥ |[H- | D-A- == | - 8 57 Cell Styles - . -

Clipboard & Fant | Alignment  ml Number & Styles -~

D15 M I ~
A | B | c I £ | F | e | H | v | 3 | k [~

1 |Time Block Nar Value

2 | 11:36.4 BL: Air Ter 20.2

3| 11:21.3 BL: Air Ter 20.8

4 | 10:56.3 BL: Air Ter 21

5 | 09:46.3 BL: Air Ter 216

6 | 09:05.8 BL: AirTer 21.2

7 | 08:50.8 BL: Air Ter 20

& | 08:34.1 BL: Air Ter 18.7

9 | 08:34.1 BL: Air Ter 18.3

10 D08:34.1 BL: Air Ter 17.9 .

4 b | Vaisala - OMWEBO2 Logs 02_07_20 | @ N 3

H

B M

-—— 4+  im

Figure 2-21: Logging - Exported CSV File

Chrome: Press on Export to CSV, follow the onscreen prompts.

Chrome for iPad: Press on Export to CSV, follow the onscreen prompts.
Satari for iPad: Press on Export to CSV, follow the onscreen prompts.
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2-4.3.4 Formatting the Time Field

If you are viewing your CSV file in Microsoft Excel, the Time field will not be formatted correctly.
Follow these steps to reformat your Time field.

1. Click the Row Header to select the column.

A B [ ¢ | D

1 [Time 6 Cut
2| 124€Ey Copy
3— Lz T}, Paste Options:
4| 1054 -
5| 1047 0
6 09:1C Paste Special...
7__09:03 Insert
8 07:25
. Delete
9 07:14
1E 05:4c Clear Contents

4 b Format Cells... AniWEE 0

Column Width...
Hide
Unhide

Figure 2-22: Cell Context Menu

2. Rightclick a cell and select Format Cells
3. Choose the Custom - dd/mm/yyyy hh:mm format and click ok.

Number  Alignment Font Border Fill Protection
Categony:
General Sample
Number 13/0/2017 11:25
Currency
Accounting Type:
Date
Time dd/mm,/yyyy hh:mm
Percentage h:mm AM/PM ~
Fraction h:mm:ss AM/PM
Scientific hh:mm
Texut hh:mm:ss
Special \dd/mmywyy hbeom |
cizion—— WlET

mm:ss. 0

[h]:mm:ss

_SEEEE) - @ -

TEEEQ S EEED 5 T G @ - v

DElELE
Type the number format code, using one of the existing codes as a starting point.
[ ok ] canca

Figure 2-23: Format Cells Window
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H ©- = Vaisala - OMWEBD2 Logs 02_07_2018 03_12 pm_.csv - Excel ? B - O %
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER ADD-INS |+

'“‘D &% Calibri -l A== =3 Customn  ~ Eﬂ:omﬂitionalFormattingv El #

By~ B I U-|;A o= > - s | s
i ] u A a|= $-% ’:Format as Table Cells | Editing
. ¥ DA |EER- (BN 57 Cell Styles - - .

Clipboard Font ] Alignment il Mumber 1 Styles -

Al - I A
A B | C | D | E | F | G | H | | =

1 |Time lBIock Mame Value

2 | 02/07/2018 15:11 BL: Air Temperature 22.1

3 | 02/07/2018 15:11 BL: Air Temperature 22

4 | 02/07/2018 15:10 BL: Air Temperature 21.7

5 | 02/07/2018 15:09 BL: Air Temperature 21.6

6 | 02/07/2018 15:09 BL: Air Temperature 21.2

7 | 02/07/2018 15:08 BL: Air Temperature 20

8 | 02/07/2018 15:08 BL: Air Temperature 18.7

9 | 02/07/2018 15:07 BL: Air Temperature 18.3

10 | 02/07/2018 15:06 BL: Air Temperature 17.9 -

4 » | Vaisala - OMWEBO2 Logs 02_07_20 | @ R 3

Figure 2-24: Column 'A' Reformatted
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2-4.4 Settings
The Settings Tab has many categories for configuring your device. Different Settings are available
depending on your level of access.

making your final change, then select Now. (If you forget, simply recycle power or change another setting, select

0 When altering settings you will be asked whether you want to restart Now or Later. Select Later until you are
Later and then change it back and select Now)

Successl

The new settings have been updated. Changes have been made that require the
controller to restart for them to take affect. Would you like to restart the controller?

Figure 2-25: Changes Successful Notification

Images used in this section represent what will be shown when logged in with Commissioner Access Level. Some
settings and screens will not be accessible when logged in with a user with a lower Access Level.

2-4.4.1 OmniWeb

These settings are simply for entering location details for your device.
1. Enter Location and Site Details for the device.
2. Click Update.

Logged in as: Vaisala Logout Help

Omni Vaisala Interface —INNOTECH—

WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

Vaisala Transmitter

Name OMWEBO2
Protocols
Port Assignment Description Valsala BACnet Gateway
Date & Time
Location .
Web Access Vaisala
SSL Certificate ) )
Site Details
Logging

Access Levels Name

Adaress Book Street Address

Notifications
City/Suburb
State/Province

Postal Code

Country

Figure 2-26: Settings - OmniWeb
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2-4.4.2 Vaisala Transmitter

The Vaisala Transmitter Settings screen is used for configuring your Vaisala Weather Transmitter.
Configure the Comms Settings, Device Settings and External Inputs. Click the Sensor submenu item
to adjust the sensors and units.

Omni Vaisala Interface

WATCHES ALARMS LOGGING

OmniWeb Comms Settings

Vaisala Transmitter

Sensors

Baud Rate

Protocols Polling Rate

Port Assignment
Device Settings
Date & Time
Web Access Heating
SSL Certificate
Logging

Access Levels Update Interval
Address Book

Notifications

External Analog Inputs

Averaging Time (Solar & Level) 3

Logged in as: Vaisala Logout Help

—INNOTECH=

SETTINGS OMNIWEB INFO DOCUMENTS

9200

5 Seconds. ~

ENABLED DISABLED

60 sec

sec

3 3

Figure 2-27: Settings - Vaisala Transmitter

These settings below should not be adjusted if you have ordered your Vaisala Transmitter appropriately. If not you
may need to use Vaisala Software to match the required OmnilWeb default settings.

Table 2-3: Vaisala Transmitter Settings

(sutting___|beseription______________________|

Comms Settings

Baud Rate - Select a Baud rate from between 1200 and 115,200.

Polling Rate - Select a polling rate of 1 second, 5 seconds, 30 seconds or 1
minute.

Device Settings

Heating - Click to Enable or Disable Heating.

External Analog
Inputs

Update Interval - The measurement interval in seconds for the analog
inputs.

Averaging Time (Solar & Level Sensor) - The input averaging time in
seconds. Ensure that the averaging time is smaller than the update interval.
The smallest value of 0.25 means a single measurement. A longer averaging
time can decrease noise. A shorter averaging time slightly decreases current
consumption.

Chapter 2 - Web Server
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Omni Vaisala Interface

WATCHES ~ ALARMS  LOGGING

Oomniweb

Vaisala Transmitter

PTU
Precipitation
Wind

Port Assignment
Solar Radiation

Date & Time
Level
Web Access
SSL Certificate
Logging
Access Levels

Address Book

SETTINGS

Notifications

Loggedinas: Vaisala Logout Help

=INNOTECH=

OMNIWEB INFO  DOCUMENTS

Temperature

Temperature Sensor

ENABLED | DISABLED
ENABLED | DISABLED

Fahrenheit

Auxiliary Temperature Sensor

Temperature Units

<

Auxiliary Averaging Time 1

Pressure

Air Pressure sensor

ENABLED | DISABLED

Pressure Units Pascal

<

Humidity

Humidity Sensor

ENABLED | DISABLED

Figure 2-28: Settings -

Vaisala Transmitter (Sensor Settings)

Table 2-4: Vaisala Transmitter Sensor Settings

[setting ———[Descrpton |

PTU

Temperature Sensor - Click to Enable or Disable the Temperature Sensor.
Auxiliary Temperature Sensor - Click to Enable or Disable the Auxiliary
Temperature Sensor. This will override the on-board sensor.
Temperature Units - Select either Celsius or Fahrenheit.

Auxiliary Averaging Time - The Averaging Time in seconds, resolution
0.5sec.

Air Pressure Sensor - Click to Enable or Disable the Air Pressure Sensor.
Pressure Units - Select pressure units from: HPa, Pascal, Bar, mmHg, inHg.
Humidity Sensor - Click to Enable or Disable the Humidity Sensor.

Precipitation

Rain Sensor - Click to Enable or Disable the Rain Sensor.

Auxiliary Rain Sensor - Click to Enable or Disable the Auxiliary Rain Sensor.
This will override the on-board sensor.

Auxiliary Gain - Enter a gain value.

Rain Units - Select either Metric or Imperial.

Hail Sensor - Click to Enable or Disable the Hail Sensor.
Hail Units - Select Metric, Imperial or Hits.

Wind

Wind Sensor - Click to Enable or Disable the Wind Sensor.
Wind Units - Select from either km/h, mph, m/s or knots.

Averaging Method - Select the averaging method used. Select from either
Max/Min or Gust/Lull.

Sampling Frequency - Select the sampling frequency from either 1Hz, 2Hz
or 4Hz.

Direction Correction - Enter a value in degrees to make a correction to the
wind direction values shown.

(Continued Over Page)

i

o Auxiliary Gain (Precipitation) - Gain defines the pulses per rain unit, for example in mm. If the Aux sensor has 10
pulses per millimetre of rain and the user sets the gain to 1/10, the transmitter reports the rain value in mm. The

range: 0.000 000 001 ... 1 000 000 For example, you can set aux rain gain for Young Model 52202/52203 Tipping
Bucket Rain Gauge. The resolution is 0.1 mm per tip. Set the gain to 0.1 *2 = 0.2 so that the Ra rain amount WXT
reports is in millimetres. The multiplier 2 means that the tipping bucket sends one pulse per two tips.

Source: Vaisala
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Table 2-4 continued

Setting Description

Solar Radiation Sensor - Click to Enable or Disable the Solar Radiation
Sensor.

Gain - Enter a gain value. This value converts the value received from the
transmitter to Watts per m?.

Solar Radiation

Level Sensor - Click to Enable or Disable the Level Sensor.
Input Range - Select from either 0-2.5V, 0-5V or 0-10V.

Level Gain - Enter a Gain value. This value converts the value received from the
transmitter to metres.

Offset - The value entered here offsets the Level sensor's reported value.

« Solar Radiation - Gain defines the volts / user unit, for example, pV/W/m2. WXT reports the voltage at solar
radiation input multiplied with gain. For example, if the solar radiation sensor has sensitivity 5 uV/W/m2 and you
set the gain to 1/ pV =200 000, the solar radiation value reported by WXT is in W/m2. WXT reports the value always
with six decimals.

« Level - Gain defines the volts / user unit, for example, V/m. WXT reports the voltage at input multiplied with the
gain. For example, if the sensor has gain 2 V/meter and the user sets the gain to 0.5, the value reported by WXT is
in meters. WXT reports the value with six decimals.

Source: Vaisala
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2-4.4.3 Protocols

On the settings screen, select a protocol from the list in the menu at the left. Follow the steps below
to change the Protocol Settings for the OmniWeb device.

BACnet Settings
Click BACnet at the left to select the BACnet settings. Enable the protocol to modify the settings.

1. After enabling, enter settings as required.
2. Click Update to update your Omni device.

Loggedinas: Vaisala Logout Help

Omni Vaisala Interface =INNOTECH—

WATCHES ~ ALARMS  LOGGING [IESRIINCEl OMNIWEB INFO  DOCUMENTS

omnivveb Settings
Vaisala Transmitter

BACnet Protocol ENABLED | DISABLED

BACnet Device Instance 30184
Vaisala

Port Assignment APDU Timeout 5000
Date & Time

APDU Retries N
Web Access
SSL Certificate Segmentation Timeout
Logging

Access Levels

Address Book

Notifications

Figure 2-29: Settings - Protocols (BACnet Settings)

Vaisala NMEAProtocol
« The Vaisala NMEA protocol is enabled by default and cannot be changed.

vaisala NMEA Protocol DISABLED

Figure 2-30: Settings - Protocols (Vaisala NMEA Protocol)
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2-4.4.4 Port Assignment

Clicking Port Assignment will select the first item (Ethernet) by default. Follow the steps below to
change the Port Assignment for the OMWEBO2.

Ethernet
1. Switch will be selected by default and should not be changed.
2. Click Port A to configure the TCP/IP settings and then click Update.

E IMPORTANT

The Ethernet mode should only be set to Switch. This setting should not be changed.

Loggedinas: Vaisala Logout Help
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WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

OmniWeb Settings

Vaisala Transmitter
Mode Switch
Protocols

Port Assignment

Ethemnet

Port A

RS-485
Date & Time
Web Access
SSL Certificate
Logging
Access Levels
Address Book

Notifications

Figure 2-31: Settings - Port Assignment (Switch Mode)

Logged inas: Vaisala Logoul Help

Omni Vaisala Interface =INNOTECH—

WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

omniweb TCP/IP

Vaisala Transmitter
IP Address 192.168.30.184
Protocols
Port Assignment Netmask 255.255.255.0
Ethernet
Port A Gateway 0000
BACIP Local
BACIP Public DNS 1
RS-485
Date & Time DNs 2
Web Access
MAC Address al:2b:3c:45:67:d8
SSL Ceriificate

Logging

Access Levels Update m

Address Book

Notifications

Figure 2-32: Settings - Port Assignment (Port A)
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BACnet IP

BACnet IP Local Settings - Device Mode
1. Enable BACIP Local.
2. Enterthe Network Number and UDP Port to match the site's BACnet/IP network.
3. Click Update to update your device.

0 If using BACnet MS/TP only, disable the BACIP Local Setting.

Loggedinas: Vaisala Logout Help

Omni Vaisala Interface —INNOTECH=

WATCHES ~ ALARMS LOGGING EEIpINEl  OMNIWEB INFO DOCUMENTS

omniweb BACnet IP Local
Vaisala Transmitter
BACIP Local ENABLED | DISABLED
Protocols
Port Assignment Network Number |

Ethemnet
PortA UDP Port 47808
BACIP Local
BACIP Public Mode

Device

RS-485
Date & Time

Web Access

SSL Certificate
Logging

Access Levels
Address Book

Notifications

Figure 2-33: Settings - Protocols (BACnet IP Local Device Mode Settings)

BACnet IP Local Settings - Foreign Device Mode (for advanced users only)

Enable BACIP Local.

Change the mode to Foreign Device.

Enter the Network Number and UDP Port (or accept the default settings).
Enter the Foreign Device settings.

Click Update to update your device.

ukhwpn e
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Oomniweb BACnet IP Local

Vaisala Transmitter

BACIP Local ENABLED | DISABLED
Protocols

Network Number 1
Ethemet
Port A UDP Port 47808
BACIP Local
BACIP Public Mode Foreign Device w
RS-425
Web Access

BBMD Address

SSL Certificate 0000

Logging BBMD Port 20000

Access Levels

Address Book Time to Live 80 sec

Notifications

Figure 2-34: Settings - Protocols (BACnet IP Local Foreign Device Mode Settings)
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BACnet IP Local Settings - BBMD Mode

Enable BACIP Local.

Change the mode to BBMD.

Enter the Network Number and UDP Port (or accept the default settings).

Edit the BBMD Maximum Foreign Device settings.

Enter an IP and UDP Port and click the green add button to add an IP to the Distribution Table.
Click Update to update your device.

ok whE
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Oomniweb BACnet IP Local

Vaisala Transmitter

BACIP Local ENABLED | DISABLED
Protocols
Port Assignment Network Number 1

Ethemet
Port A UDF Port 47808
BACIP Local
BACIP Public Mode 8BMD v
RS-485
Date & Time BBMD Settings
Web Access
Maximum Foreign Devices 5
SSL Certificate
Logging Distribution Table
Access Levels
IP Address UDF Port
Address Book
Notifications
New I[P Address 47808

Figure 2-35: Settings - Protocols (BACnet IP Local BBMD Mode Settings)

BACnet IP Public Settings
1. Enable BACnet IP Public.
2. Enter a Network number, maximum foreign devices, UDP port and Public IP Address.
3. EnteranIP and UDP Port and click the green add button to add an IP to the Distribution Table.
4. Click Update to update your device.
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Oomniweb BACnet IP Public

Vaisala Transmitter
BACIP Public ENABLED | DISABLED
Protocols
Port Assignment Network Number 5
Etnemet
PotA Maximum Foreign Devices 5
BACIP Local
BACIP Public UDP Port 20000
RS-435
Date & Time Public IP Address (NAT) 0000
Web Access
ssL certicate Distribution Table
Logging IP Address UDP Port
Access Levels
Address Book New IP Address 20000
Notifications

Figure 2-36: Settings - Protocols (BACnet IP Public Settings)
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RS-485 Port 1
Click RS-485 Port 1 at the left to configure the settings. Vaisala NMEA protocol is pre-selected and
cannot be changed.
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omniweb Setlings
Vaisala Transmitter
Protocol Vaisala NMEA v
Protocols
Port Assignment Auto Baud ENABLED | DISABLED
Ethemet
RS-485 Baud Rate 19200 o
Port 1
Port 2
Date & Time

Web Access
SSL Cerlificate
Logging
Access Levels

Address Book

Notifications

Figure 2-37: Settings - Port Assignment (RS-485 Port 1 - Vaisala NMEA)

RS-485 Port 2
Click RS-485 Port 2 at the left to configure the settings. Only BACnet MS/TP protocol or None can be
selected.
BACnet MS/TP
1. Enter/Select details as required.
2. Click Update to update your device.

Ifthe OMWEBO?2 is being used as an MS/TP device, disable the BACIP settings. Otherwise the OMWEBO2 will
automatically route all BACnet MS/TP devices to BACnet/IP. This can cause issues if another router is used on the
same MS/TP network.
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omnntieb

Vaisala Transmitter
Protocol BACnet MS/TP v
Protocols
Port Assignment Baud Rate 38400 v
Ethemet
RS-485 Node Address 1
Port 1
Port 2 Network Number 2100
Date & Time
Max Masters 10
Web Access
SSL Certificate Max Info Frames 3
Logging

Access Levels

Notifications

Figure 2-38: Settings - Port Assignment (RS-485 Port 2 - BACnet MS/TP)
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2-4.4.5 Date & Time - Local Settings
When you select Date & Time, the Local Settings will be shown.
« Select your country, province and city or select your location on the map.
« Specify the current time, current date and select the time and date display format for the device.
« Click the Use Local button to acquire the computer system's current date and time. Note: This does
not update the time zone as well.
« Click Update to update the device when complete.
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Omniweb Location
Vaisala Transmitter *
Q /7

5 Manual

Protocols

Port Assignment Gountry

Date & Time Ausiralia v
Local Settings
Daylight Saving Province
NTP

Queensiand v

BACnet Time Sync

Web Access Gity

SSL Certificate Brisbane v

Logging
Access Levels
Address Book

Notifications

< >

Date & Time

Time Display 24 Hours .~  DateDisplay da/mmiyyyy ~

Format Format

Current Time 1108 © CurrentDate 0610312018 ] 4 Use Local

Figure 2-39: Settings - Date and Time Local Settings
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2-4.4.6 Date & Time - Daylight Savings

Click Daylight Saving to view Daylight Savings details for your selected timezone. If the selected
Timezone does not have Daylight Savings, no information will be available.
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Omniweb Daylight Saving Settings
Vaisala Transmitter Australia/Sydney
Protocols
2017 2018 2019
Port Assignment Clock Backwards 02/04/2017 02:00:00 01/04/2018 02:00:00 07/04/2019 02:00:00

Date & Time Clock Forwards 01/10/2017 03:00:00 07/10/2018 03:00:00 06/10/2019 03:00:00

Local Setfings

Daylight Saving
NTP
BACnet Time Sync

‘Web Access
SSL Cerlificate
Logging
Access Levels
Address Book

Nofifications

Figure 2-40: Settings - Date and Time - Daylight Saving
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omniweb Daylight Saving Settings
Vaisala Transmitter No Daylight Saving Settings For Australia/Brisbane
Protocols

Port Assignment

Date & Time

Local Settings

Daylight Saving
NTP
BACnet Time Sync

Web Access
SSL Certificate
Logging
Access Levels
Address Book

Notifications

Figure 2-41: Settings - Date and Time - Daylight Saving Unavailable
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2-4.4.7 Date & Time - Network Time Protocol
Click NTP to set the Network Time Protocol (NTP) settings for the device.
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Oomniweb Settings

Vaisala Transmitter
Server or Client
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Protocols

Port Assignment

Local Seftings

Daylight Saving
NTP
BACnet Time Sync
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Address Book

Notifications

Figure 2-42: Settings - Date and Time - NTP Settings

Server
Select Server from the combo box to set the device as the server for other devices on the network.
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omniweb Settings

Vaisala Transmitier
Server or Client

Protocols

Port Assignment server 1
Date & Time
Server 2
Local Settings
Daylight Saving
NTP

Web Access
SSL Certificate
Logging
Access Levels
Address Book

Notifications

Figure 2-43: Settings - Date and Time - NTP Server Settings

The Network Time Protocol is used to set this device's Time and Date via an NTP server. The configured device can
then time sync any locally connected Innotech devices and BACnet devices, as described elsewhere, if required via
the configurable options.
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Client

Select Client from the combo box to enable the device to syncits time settings from a specified
server. The server specified is an IP address. Two servers can be specified for a backup. The IP can be
a Server specified device or other time server available on your network.
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omniweb Settings

Vaisala Transmitter
Server or Client Client

Protocols

Port Assignment server 1

Date & Time

Local Seftings

Server 2

Daylight Saving
NTP

Web Access

SSL Certificate
Logging
Access Levels
Address Book

Notifications

Figure 2-44: Settings - Date and Time - NTP Client Settings
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2-4.4.8 BACnet Time Sync

Make a selection from the Time Sync Accepted combo box and then click the Transmit Time Sync
Enabled button to show the settings. The interval settings specifies the interval at which Time sync
messages are transmitted.

After editing your settings, click Update to update your device.
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omniweb BACnet Time Sync
Vaisala Transmitter
Time Sync Accepted None o
Protocols
Port Assignment Transmit Time Syne e T
Date & Time
Local Settings Interval 60 min
Daylight Saving
NTP Align Intervals ENABLED | DISABLED
BACnet Time Sync
Interval Offset
Web Access 0 min
SSL Certificate
Local Recipients
Logging
Access Levels Network Node /1P Object Type Instance

Address Book
New Network New Node / IP Device v | New Instance

UTC Recipients

Network Node /1P Object Type Instance

Notifications

New Network New Node / IP Device v | New Instance

Figure 2-45: Settings - Date and Time - BACnet Time Sync Settings

is enabled the device is responsible for synchronising the recipient's date and time to match its own. The Recipient
must be configured to accept Time Sync messages. For Omni devices this is done via the Time Sync settings, for
other BACnet devices this would have to be configured as per their own settings.

0 BACnet time sync is used to synchronise the date and time across a BACnet network. When the Transmit Time Sync

Once configured the Omni device will transmit Time Sync messages based on the Interval and other settings
selected. Both Local Time sync messages or UTC Time sync messages can be transmitted. Local Time syncs will set
the Recipients date and time to exactly match the Master device. This is useful in situations where BACnet devices
do not support Timezones. UTC Time syncs will cause the Recipients date and time to synchronise to the Masters but
it will apply it's own timezone offset. This is useful in situations where the BACnet device support timezones and the
BACnet network may be connected across multiple zones.

Best practice for Omni devices is to use UTC time syncs and have the Timezone set correctly.
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Table 2-5: BACnet Time Sync Settings

(satting__|beseription |

Time Sync Accepted

Can be set to None, Local, UTC or Both. This setting means that the device
will accept Time Sync requests from other BACnet devices on the network.

Local - The Local Time is uses to synchronise the recipient's date and time.
This is best used when the recipient does not support timezones.

UTC - The Global UTC Time is used to synchronise the recipient's date and
time. This is best used when the recipient supports timezones.

Note: The timezone needs to be correctly set on all devices.

Transit Time Sync

Enable this device as a Time Sync Master - this option will send time sync
messages to the network.

Interval

Interval at which the time sync occurs.

Align Intervals

When enabled and the Interval is a factor of (divides without remainder)
an hour or day, then the beginning of the period specified for time
synchronisation shall be aligned to the hour or day, respectively.

Interval Offset

Allows the time sync to be offset by a number of minutes from the alignment
with the hour or day.

The offset used shall be the value of [Interval Offset] modulo [the value of
Interval]. For example if Interval_Offset has the value 31 and Interval is 30,
the offset used shall be 1 minute.

Recipient Lists

This table lists the Local and UTC recipients to be time synced with this
device. You can enter information for Network devices, BACnet objects or
both. All items listed will be synced.

Time Sync Accepted

Local
uTC
Both

Figure 2-46: Settings - Date and Time - BACnet Time Sync Accepted

Transmit Time Sync

Interval

Align Intervals

Interval Offset

ENABLED | DISABLED

0 min
ENABLED | DISABLED

V]

Figure 2-47: Settings - Date and Time - BACnet Transmit Time Sync

Network

1

65535
69535

Node / IP Object Type Instance

192.168.30.183 Device 2100 m
255255255.255 Device 15150 m
192.168.30.42

255.255.255.255

Figure 2-48: Settings - Date and Time - BACnet Time Sync Recipients

Edition 2.0 dated 28.02.2019

Page 44 © Mass Electronics Pty Ltd 2018



=INNOTECH—

Omni Vaisala Interface User Instructions

Table 2-6: Recipient Settings via BACnet Address

Address Network
Node/IP Specific Broadcast
1 192.168.x.x v x x v x x
1 255.255.255.255 v x x x x v
1 110 v x x x v x
0 192.168.x.x x v x v x x
0 255.255.255.255 x v x x x v
0 110 x v x x v x
65535 192.168.x.x x x v v x x
65535 255.255.255.255 x x v x x v
65535 110 x x v x v x

Network Number values in the table relate to the following: 1-65534 (a specific Network on the BACnet
Internetwork), 0 (Local Broadcast), 65535 (Global Broadcast).

To send a Time sync to a specific BACnet MS/TP device then specify the MSTP Node Addresses of the device (0-255).
To broadcast to all MSTP devices then use the Broadcast Address of 255.255,255.255.

&

Time Sync Master

Local Network Global Network

Figure 2-49: Settings - Date and Time - Indicative Network Layout

Local BACnet Network devices are connected to the Time Sync Master. Global BACnet network devices are
connected via devices connected to the Time Sync Master.
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2-4.4.9 Web Access Settings

The Web Access Settings page is for changing the general access settings for the device. After
changing the settings, click Update to update the device.

Logged inas: Vaisala Logout Help
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omnie

Vaisala Transmitter

HTTP Port 0
Protocols

Port Assignment HTTPS Port 243
Date & Time

Redirect to HTTPS ENABLED | DISABLED

SSL Certificate Session Timeout 7200 sec

Logging
Maximum Logins 5
Access Levels

Address Book

Figure 2-50: Settings - Web Access

2-4.4.10 HTTPS Information

Introduction

HTTPS connection is a protocol for secure communication over a computer network which is widely
used on the Internet.

HTTPS provides two main benefits to the user.

1. Trust
It provides authentication that the web server you want to communicate to is actually the one
you think it is. This protects against man-in-the-middle attacks.

2. Encryption
It provides bi-directional encryption of communications between a client and server,
which protects against eavesdropping and tampering with or forging the contents of the
communication.

From the page (shown on the previous page) you have the ability to specify a secure HTTPS port.

Enabling Redirect to HTTPS will ensure that if the IP is entered in the browser without HTTPS, it will
automatically redirect the browser to the secure page.

On sites that the device is port forwarded to an external IP and you want to use HTTPS, you will also need to port
forward the HTTPS port as well as the HTTP port.

By default HTTPS is always available it you want to use it. To use HTTPS, simply enter in a browser
https.//IPAddress as seen below.

O Omni Vaisala Interface

< O m £ 192.168.2.100

Figure 2-51: Settings - Web Access - HTTPS Address In Browser
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2-4.4.11 Certificate Information & Installation

By installing a certificate on your computer or tablet, your connection will become a trusted
connection. Browsers can give you information about the HTTPS connection. Normally by the colour
of the HTTPS lock will let you know if the connection is secure. For example: in Chrome (computer)
you can get more information by clicking on the HTTPS lock and get access to the following
information by clicking on the Details link.

If a certificate is not installed, you may see a screen like below.

[ Privacy error x
€« C' | (3 bers://192.168.2.130 o=

Your connection is not private

Attackers might be trying to steal your information from 192.168.2.130 (for example,
passwords, messages, or credit cards).

ADVANCED Back to safety

Figure 2-52: Settings - Web Access - Untrusted Connection (Chrome)

This error means that the browser cannot verify the trust component of HTTPS. If the user continues
the connection is still secure, but the Omni certificate is unknown to the browser. The browser
doesn't know if the certificate is really who it says it is and therefore tells the user that there might be
anissue.

You can continue on from this error by clicking advanced and the connection will still be secure,
however it will always have a red line through HTTPS whenever you go to this device.

Browsers base trust on if the certificate is chained or derived from a "Trusted Root Certificate
Authority" certificate that is installed into the browser's certificate store by default. There are many
places you can get or purchase certificates from. The free certificates expire after about 60 days, and
the longest one you can purchase works for about 3 years.

As such we are unable to install a trusted certificate into the Omni by default as eventually they will
expire and also you have to purchase them for a particular domain the site will be using.

We have made and Innotech "Trusted Root Certificate Authority" certificate which the user can
import to their computer or device and when they access any Omni device anywhere, the browser
will trust it and you will not get any warnings or red lock symbols etc.

For a business with a managed IT network, the IT department would be able to include our certificate
to be automatically installed into the machines they manage. However, you can also manually do

it various ways. The certificate must be installed into the "Trusted Root Certificate Authorities"
certificate store on your computer.
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Certification Installation - Computer
1. Double click the certificate file and click Install Certificate.

n  Certificate =

Gereral Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

# All issuance policies
# All application policies

Issued to: Innotech

Issued by: Innotech

valid from 23-Jun-16 to 22-Jun-21

Install Certificate... ||| Issuer Statement

OK

Figure 2-53: Settings - Install Certificate Window

0 The Innotech Certificate is available for free by contacting your Innotech representative.
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2. Select Current User or Local Machine (depending on your preference) and click Next.

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

Store Location
@ Current Uiser
() Local Machine

To continue, dick Mext.

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Cancel

Figure 2-54: Settings - Certificate Import Wizard

3. Select "Place all certificates in the following store" and click Browse. In the window, select
"Trusted Root Certification Authorities" and click OK. Click Next and OK to finish installing
the certificate.

& £¢ Certificate Import |

Certificate Store
Certificate stores

Windows can auto

the certificate,

Select Certificate Store

Select the certificate store you want to use,

+-{ | Personal

Il Trusted Root Certification Authorities |
__| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

I lintrietad Cartifirates

< >

[ show physical stores

Caneel

ation for

Certificate store:

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following smrel

|| Browse... I

Cancel

Figure 2-55: Settings - Select Certificate Store
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Certification Installation - Android
This procedure provides details on installing HTTPS Certificates on the most common Android tablet

types.

Installation of the security certificate on an Android device requires that a secure pin, password or
security pattern be set on the device.

1. Connect your Android tablet to your computer via a USB cable. You may be asked if you
wish to allow access via USB, if so select Yes.

Use USB for file transfers?

Only allow file transfers using computers you
trust. Your phone's data will be accessible when
connected.

CANCEL YES

Figure 2-56: Settings - Android Certificates (USB Confirmation)

2. Copy the innotech-omni-CA.crt file to your Android device.

Find the file on your Android device and press on the .crt file to open.

4. PressOK.
If you do not have security setup on your device, a popup appears which says "To use
credential storage, set the screen lock type pattern, PIN or password". Set a code or pattern.

w

Name the certificate

Certificate name:
innotech-omni-CA

Credential use:

VPN and apps v

The package contains:
one CA certificate

CANCEL

Figure 2-57: Settings - Android Certificates (Name the Certificate)
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&
Android is a registered trademark of Google Inc.

5. Afterinstallation, "innotech-omni-CA installed" will appear on the screen.

To view the certificate:
Samsung Tab A (v6.0.1): Go to Settings > Lock Screen and Security > Other Security Settings > View
Security Certificates. Tap on Users. Tap Innotech Pty Ltd to view the details of the security certificate.

Security certificate

Innotech +

Issued to:

Common name:
Innotech

Organisation:
Innotech Pty Ltd

Organisational unit:

Serial number:
00:8B:19:7F:BC:15:0C:00:A8
Issued by:

Common name:
Innotech

Organisation:
Innotech Pty Ltd

Organisational unit:

Validity:

Issued on:
23/06/2016

Expires on:
22/06/2021
Fingerprints:
SHA-256 fingerprint

4C:AE:DF:AB:BE:6B:31:07:0C:6A:95:42:C3:D6:4F:
61:81:28:06:05:CB:BF:E2:59:8C:0B:17:C8:85:A8:1F:39

SHA-1 fingerprint

innotech-omni-CA is installed.

A1:BE:BA:B4:FC:01:CD:A5:00:01:89:0D:11:7C:1 AFO:BEBA:AT:5A

OK

Figure 2-58: Settings - Android Certificates (Install Confirmation)

Figure 2-59: Settings - Android Certificates (View Certificate)

The Android procedure was tested with Android v6.0.1 using a Samsung Galaxy Tab A.
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Certification Installation - iPad
This procedure provides details on installing HTTPS Certificates on the iPad.

The easiest way to install a HTTPS Certificate on an iPad is by sending the certificate to the iPad via

email.

=

Once the file is downloaded, press on the file.

2. After pressing on the file, the iPad will show some notices about being a trusted file and the

verified Innotech security certificate is ready for use.

3. The certificate can be found in:

Settings > General > Profile > Innotech > Certificate

After installation a secure connection should be seen when connecting to your device.

If email is unavailable on your device, you can copy the certificate to your device using iTunes.

Viewing the Certificate

1. Inthe settings select General and press Profile.

iPad =

Settings

Y

Aeroplane Mode

Bluetooth

Y

Notifications

Control Centre

GO®

Do Not Disturb

2

General

>

Display & Brightness
Wallpaper

Sounds

Siri

Passcode

Battery

e NIN-N0 N:Qel:)

Privacy

® iCloud

developer@graficasoftware.com

iTunes & App Store

Meail

i

Wi-Fi Innotech Business

1:37 pm

General

USE SIDE SWITCH TO:

Lock Rotation

Mute

Rotation Lock is available in Control Centre.
Storage & iCloud Usage

Background App Refresh

Restrictions

Date & Time
Keyboard
Language & Region

Dictionary

iTunes Wi-Fi Sync

Off

VPN Not Connected

Profile Innotech

Regulatory

Reset

27% W

Figure 2-60: Settings - iPad Certificates (General Settings)
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iOS

2. Pressthe Innotech Profile.

iPad =

Settings

Aeroplane Mode
Wi-Fi Innotech Business

Bluetooth off

Notifications
8 Control Centre

Do Not Disturb

3
]

Display & Brightness
Wallpaper
Sounds
= sii
Passcode

Battery

(=]
[ privacy

o iCloud

developer@graficasoftware.com

iTunes & App Store

Meail
i

1:37 pm

< General

CONFIGURATION PROFILE

@ Innotech

Profile

27%M

Figure 2-61: Settings - iPad Certificates (Available Profiles)

3. The certificate will be shown.

iPad =

Settings

Aeroplane Mode
Wi-Fi Innotech Business

Bluetooth off

Notifications
8 Control Centre

Do Not Disturb

Display & Brightness

>

Wallpaper
Sounds
Siri
Passcode

Battery

coemdes

Privacy

iCloud

developer@graficasoftware.com

iTunes & App Store

© »

Algorithm RSA Encryption
Parameters none
Mail
- SRR

1:38 pm
< Innotech
SUBJECT NAME
Country
State/Province
Locality
Organisation
Common Name

Email Address

ISSUER NAME
Country
State/Province
Locality
Organisation
Common Name

Email Address

SIGNATURE ALGORITHM
Algorithm

Parameters

PUBLIC KEY ALGORITHM

Innotech

27%M

AU
Queensland
Brisbane
Innotech Pty Ltd
Innotech

support@innotech.com.au

AU
Queensland
Brisbane
Innotech Pty Ltd
Innotech

support@innotech.com.au

SHA-256 with RSA Encryption

none

Figure 2-62: Settings - iPad Certificates (Profile Details)

The iPad procedure was tested with an iPad Mini 2 using i0S® 10.
10S®is a registered trademark of Cisco Inc., licensed to Apple Inc.
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2-4.4.12 SSL Certificate

The Omni Vaisala Interface can generate security certificates for connecting to your device using
HTTPS. In this section, choose to either use the Omni generated security certificate or a 3rd party
certificate. Add an Alternative Name (DNS) if required and click Update, then click Regenerate
Certificate to create a new Security Certificate.

Bl IMPORTANT

Regenerating a new certificate will erase the existing certificate.

Omni Vaisala Interface

Loggedin as: Vaisala Logout Help

=INNOTECH—

WATCHES ALARMS LOGGING SETTINGS ‘OMNIWEB INFO DOCUMENTS

omniweb Security Certificate

Vaisala Transmitter

Use 3rd Party Certificate

Protocols

ENABLED | DISABLED

Port Assignment Certificate Details

Date & Time

Alternative Names

Web Access

SSL Certificate

L
0gging Regenerate Cerlificate

Access Levels

Address Book

Notifications

Figure 2-63: Settings - SSL Certificate - Use Omni Certificate

Current Certificate

Validity
Valid From

Valid To

Issuer
Country

State

Location
Organisation
Common Name

Email

Subject

Country

State

Location

QOrganisation
Organisational Unit
Common Name
Alternative Names (IP)

Alternative Names (DNS)

19/10/2017 14:39

18/10/2022 14:39

AU

Queensland
Brisbane
Innotech Pty Lid
Innotech

support@innotech.com

AU

Queensland
Brisbane
Innotech Pty Lid
Omni
192.168.30.183

192.168.30.183 192.168.2.101

Figure 2-64: Settings - SSL Certificate - View Current Certificate
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3rd Party Certificates
Click the Enabled button to prepare a Certificate Signing Request for your 3rd party certificate
provider or to upload your certificate.

Loggedin as: Vaisala Logout Help

Omni Vaisala Interface =INNOTECH—

WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

omniweb Security Certificate

Vaisala Transmitter i
Use 3rd Party Certificate ENABLED DISABLED
Protocols
Port Assignment Certificate Details
Date & Time
Web Access Public IP Address / Domain Name 192.168.30.183
Attsmatve Names
Logging
Access Levels Gertificate Subject
Address Book
Organisation
Notifications Innotech
Department nsp
Country Australia v
Province ap
city Brisbane

| I |

Figure 2-65: Settings - SSL Certificate - Use 3rd Party Certificate

IMPORTANT

Use with caution, downloading a new CSR will invalidate any previous CSR's that you have not uploaded certificates
for.

Before uploading a 3rd party certificate you need to send your CSR (Certificate Sigining Request) file
to the 3rd party certificate supplier.
1. Fillin the Certificate Details and Certificate Subject section.
2. Click Update.
3. Click Download CSR, read the warning, click Continue and save the file to your computer.
4. The CSR needs to be provided to the certificate supplier. Once approved, they will send you
back a .crt or .cert file.

SECURITY WARNING

Proceeding will generate a new security key for this device. Only proceed if you fully
understand the security consequences.
The current certificate will remain active until a new certificate is uploaded.

This process may take up to 60 seconds to complete.

Continue Cancel

Figure 2-66: Settings - SSL Certificate - Download CSR Warning

What do you want to do with innotech-omni.csr?

From: 192.168.30.183 Save as Cancel

Figure 2-67: Settings - SSL Certificate - CSR Save Message
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5. Click Upload Certificate, read the security warning and click Continue.
6. Use the Upload Window to select your certificate file to upload to the device.

SECURITY WARNING

Proceeding will replace the security certificate for this device. Only proceed if you fully

understand the security conseguences.

Figure 2-68: Settings - SSL Certificate - Upload Certificate Warning

Upload New Certificate

File & Browse_ .

Supported File Types: *.crt

Save Cancel

Figure 2-69: Settings - SSL Certificate - Upload Certificate Window
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2-4.4.13 Logging
The Logging settings are for specifying the default diagnostic log interval and the system log level.

1. Change the settings as required.
2. Click Update to update the device.

Loggedinas: Vaisala Logout Help

=INNOTECH—=

Omni Vaisala Interface

‘WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

OmniWeb Settings

Vaisala Transmitter 5 _
Diagnostic Point Log Interval | o

Protocols

System Log Level

Port Assignment Notice

Date & Time

Web Access

SSL Certificate

Access Levels

Address Book

Notifications

Figure 2-70: Settings - Data Logging

System Log Level
The System Log Level combo specifies what data is logged.

Settings

B . . Emergency

Diagnostic Point Log Interval Alert
Critical
Error

System Log Level YWaming

MNotice
Information
Debug

Figure 2-71: Settings - System Log Levels

Table 2-7: System Log Levels

Emergency Severe error events, system unusable.

Alert Severe error events that would require immediate action.

Critical Severe error events, critical condition.

Error Error event that might still allow the system to continue running.

Warning Message about potentially harmful situations.

Notice Messages that highlight the progress of the system at the highest level.
Information Messages that highlight the progress of the system at a course-grained level.
Debug Events that are most useful to debug an application, contains detailed info per

operation.
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2-4.4.14 Access Levels

This section is used to view access level groups. There are 4 access levels: Commissioner, Client,
Administrator and No Access. Each level has different access allowed to the web server. Access levels
cannot be edited.

Loggedin as: Vaisala Logout Help
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Omni Vaisala Interface

WATCHES ALARMS

Access Level

LOGGING SETTINGS ‘OMNIWEB INFO DOCUMENTS

Omniweb Details

Vaisala Transmitter
Protocols

Port Assignment
Dale & Time

Web Access

Commissioner

Client
Administrator

No Access

Name Commissioner

Description

Contact Hours ENABLED

Commissioner Access

DISABLED

SSL Certificate

Permissions

Logging

Access Levels

Address Book

Watches NONE

VIEW [SEBIE
VIEW SEBIE
VIEW SEBIE

DISABLED

Alarms NONE

Notifications

Logs NONE

Settings £ Details

F
|

©OmniWeb Infe & Details

i
!

DISABLED

VIEW SEBIE

Documents

NONE

Figure 2-72: Settings - Access Levels

Table 2-8: Access Levels

Permissions

Access Level @ O (6)

Commissioner Edit Edit Edit Enabled Enabled Edit
Client Edit Edit Edit Enabled Enabled View
Administrator None None None Enabled Enabled None
No Access None None None  Disabled Disabled None

Watches
Alarms

Logs

Settings
OmniWeb Info

Documents

(N~ -
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Commissioner Settings Permissions

OmniWeb

NONE | VIEW

Vaisala Transmitter

NONE | VIEW

Protocols NONE | VIEW

Port Assignment NONE | VIEW

Date & Time NONE | VIEW
Web Access NONE VIEW

SSL Certificates

NONE | VIEW
Logging NONE | VIEW

Access Levels NONE VIEW

Address Book

NONE | VIEW

Notifications NONE | VIEW

Figure 2-73: Settings - Access Levels Settings Permissions

Table 2-9: Access Levels - Settings Permissions

Permissions

Access Level ey (2 ) ) 5) Y 8) 9
Commissioner Edit Edit Edit Edit Edit Edit Edit Edit Edit Edit Edit
Client None None None None Edit None None None None None None
Administrator None None None Edit Edit None Edit None Edit Edit Edit
No Access - - - - - - - - - - -

@ OmniWeb SSL Certificate

@ Vaisala Transmitter

@ Protocols

O Port Assignment

Logging
Access Levels

Address Book

pBO0O0

@ Date & Time Notifications

@ Web Access
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Commissioner Device Info Permissions

Sessions NONE | VIEW

System Versions NONE | VIEW

Performance NONE VIEW

OmniWeb Status NONE | VIEW

BACnet Client NONE | VIEW

System Logs NONE | VIEW

Legal Info NONE

EDIT

Figure 2-74: Settings - Access Levels Device Info Permissions

Table 2-10: Access Levels - Device Info Permissions

Permissions

Access Level

Commissioner Edit Edit Edit Edit Edit Edit View
Client View View View View None  View View
Administrator Edit View View View None  View View
No Access - - - - - - -

@ BACnet Client

@ system Logs
@ Legal Info

Q Sessions

@ System Versions
@ Performance

@ OmniWeb Status
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2-4.4.15 Address Book

Use the Address Book to add new user access to the device. You must have sufficient access to be
able to add new users. Only Commissioner and Administrator level users can access the Address
Book to add a user.
Add a new User

1. Add anew user by clicking the Add button.

2. Fillin the fields and click Update to add the user.

+

Add

Figure 2-75: Settings - Add User Button

Logged inas: Vaisala Logout  Help

Omni Vaisala Interface =INNOTECH—

WATCHES ~ ALARMS  LOGGING [ESRIINEEN OMNIWEBINFO  DOCUMENTS

omniwed Personal Details
Vaisala Transmitter
First Name [E— Required Field
Protocols
Port Assignment LastName l:l Required Field
Default Admin
Date & Time
Email Address L h
Web Access ceee -
SSL Certiicate Mobile Phone o
Logging
Access Levels Contact Hours ENABLED T Avatar,
Address Book
CEETTE Access Lovel JR— .
Notiications
System Access
Session Override ENABLED | DISABLED

Figure 2-76: Settings - Add User Details
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Loggedinas: Vaisala Logout ~Help
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warcres  AaRMs  L0GonG  [TaR  OMNWESINFO  DOCUMENTS
Vaisala Transmiter T =
+ i First Name o
Protocols
Port Assignment Last Name Citizen

Default Admin
Date & Time
Email Address -
Web Access Johnnyc@myemail.com

SSL Certificate: Mobile Phone 0400000000

Username Citizen

Password veee Confirm

Session Override ENABLED | DISABLED

Figure 2-77: Settings - New User Details

Delete a User
1. Selectthe user from the list.
2. Click the Delete button.

=
+ 8]
Add Delate

Default Admin

John Citizen

Figure 2-78: Settings - Select User for Deletion

IMPORTANT

When deleting, ensure at least one user is left. If all users are deleted, you will not be able to login to your device and
will need to Contact Innotech for assistance.

You must also consider when removing users that at least one remaining user should have Commissioner or
Administrator Level Access.
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2-4.4.16 Notifications Type

The Notifications screen is for setting up Email and or Text Message alerts. System Email and Text
messages are provided by default for Omni System Alert messages.
Email Notifications

1. Click Enabled to enable Email alerts.

2. Fillin the required details.

3. Click Update to update the device when done.

Loggedinas: Vaisala Logout Help
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WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

Oomniweb Settings

Vaisala Transmitter

Email ENABLED | DISABLED X Tes
Protocols

Port Assignment SMTP Server
Date & Time

Web Access Secure Connection ENABLED | DISABLED

SSL Certificate

Server

smtp// ‘ ‘ Required Field

Logging

Access Levels port 25

Address Book

Notifications

Type From Name
Email

‘ Required Field

Seript From Email Address

Text Message

Messages
‘Server Authentication ENABLED | DIsABLED

‘ Required Field

=

Figure 2-79: Settings - Notifications (Email)

Email Script
» Select the active email script - Default or Custom. You will not be able to change this setting if
Email Notifications are not enabled.
« When Custom is selected, you can click the copy button to copy a script for editing.

Loggedinas: Vaisala Logout Help
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WATCHES ~ ALARMS  LOGGING [EISRIINEEl OMNIWEBINFO  DOCUMENTS

omniwed Settings

Vaisala Transmitter
Active Script Default

Protocols

Port Assignment

Date & Time

Web Access
SSL Certificate
Logging
Access Levels
Address Book

Notifications

Type
Email
Script

Text Message

Messages

Figure 2-80: Settings - Notifications (Email Script Settings)
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Text Message Notifications
1. Click Enabled to enable Text Message alerts.
2. Fillin the Server Phone Number details.
3. Click Update to update the device when done.

Loggedinas: Vaisala Logout Help
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WATCHES ALARMS LOGGING SETTINGS OMNIWEB INFO DOCUMENTS

Omniweb Settings

Vaisala Transmitter
Text Message ENABLED | DISABLED
Protocols

Port Assignment

Message Service Server

Date & Time
Server Phone Number

Web Access

SSL Certificate

Access Levels

Address Book

Notifications

Type
Email
Text Message
Script

Messages

Figure 2-81: Settings - Notifications (Text Message)

Text Message Script
« Select the active script - Text-SAM2W, Text-SAM3GQ-USB or Custom. You will not be able to change
this setting if Text Message Notifications are not enabled.
« When Custom is selected, you can click the copy button to copy a script for editing.

Loggedinas: Vaisala Logout  Help
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WATCHES ~ ALARMS  LOGGING [CISRIINMECN OMNIWEBINFO  DOCUMENTS

Vaisala Transmitter
Active Script TerLCAMIW

-
Port Assgnment Text-Intercel-SAM-USB(AT)

”
*false : simulation mode: a file will be opened in Aimp/ and all transmitted data
Web Access directed to i this is useful for test on the server where there is no gsm modem
* true ' real mode: Indicated port will be opened and data will be sent to that

Date & Time

SSL Certficate port which presumably a gsm modem is attached to
o

Logging

Access Levels define("PHP_SMS_STATUS_SUCCESS", (16+0))

Address Book define("PHP_SMS_STATUS_FAILED_MODEM_INIT", (16 + 1)
define("PHP_SMS_STATUS_FAILED_SEND_MSG", (16 +2),

Notifications
Type
Email

"

* exit status retumed by Cn sms application

9

Text Message define(’PHP_SMS_STATUS._INVALID_PARAMETERS", (16 +9);
saript define(’PHP_SMS_STATUS_COMMUNICATION_FAILED", (16 +10))

Messages
define(*PHP_STATUS_SCRIPT_ERR", (255) )

$Modem = new gsm_modem_SAM_N592(RunningOnController();

if($Modem->Initialise(33400, ‘[SerialPort]))

Figure 2-82: Settings - Notifications (Text Message Script)
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2-4.4.17 Notifications Messages

The Notifications Messages screen is for setting up Email and or Text Message messages. You can
create custom email and text messages. System Email and Text messages are provided by default for
Omni System Alert messages.

E IMPORTANT

Text Messages are suited to smaller alert messages.
Text messages may be truncated at 160 characters due to the limitations of the text messaging system.
Ifyou require a message with multiple alarms, email would be more suitable.

Creating a new Message
1. Click the Add Button to create a new message.
2. Fillin Name and select Message Type.

Figure 2-83: Settings - Notifications (Action Buttons)

Loggedinas: Vasala Logout  Help
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WATCHES ~ ALARMS  LOGGING [ICSIBIECN OMNIWEBINFO  DOCUMENTS

Vaisala Transmitter [P

+ @ N oA Name [ [Bvmees | oseoeo | researis
Protocols nas
Port Assignment Type v

9 X Defautt Email Email

Date & Time =

0 Deraut sms

Alarms - a: ir Pressure Fault 4 CGontacts  pegauit Admin 2
Web Access
A: Temp Sensor Fault John Citizen

SSL Certiicate
A: Humidity Sensor Fault
Logging

A:Rain Sensor Fault
Access Levels
A Hail Sensor Fault

Address Book
A Wind Sensor Fault
A’ Heating Temp Fault
Type
eseages A Heating Voltage Fault
Content | [personFirstname][PersonSumame], e
“This is a notification from [DeviceName], located at [SiteName]
“The following points have triggered the Alarm Group on the [ActivationTime]
Point Name: [PointName], Value: [Pointvalue]

Figure 2-84: Settings - Notifications (Message Settings)
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3. Click the Alarm button to select an alarm or alarms from the list.
4, Click an Alarm to select or deselect and click Update to update the list.

Alarms

A Air Pressure Fault . E
A Temp Sensor Fault

AZ Humidity Sensor Fault

AZ Rain Sensor Fault

A’ Hail Sensor Fault

AZWind Sensor Fault

A Heating Temp Fault

A

- Heating Voltage Fault

New Notification

© 0 U

an Clear

Q

e
A
A
Al
A
e

A

A
-

Rain Sensor Fault
—_—

Air Pressure Fault
Gomms Eror

Hail Sensor Fault
Heating Temp Fault
Heating Voltage Fauit
Humidity Sensor Fault

Internal Temp Fault

Figure 2-85: Settings - Notifications (Select Alarms)

5. Enter a message or customise the message by clicking the Customise button.
6. Type text and use fields to build your message, click Update when done.

Content

[PersonFirstname][PersonSurname],
This is a notification from [DeviceName], located at [SiteName].

The following points have triggered the Alarm Group on the [ActivationTime]:
Point Name: [PointName], Value: [PointValue]

Figure 2-86: Settings - Notifications (Message Content)

New Notification

Contact

First Name

Device

Site Name.

Device Locaion

Alarm

Alarm Name

Point Value

General

Current Time:

Content

[PersonFirstname][PersonSurname],

Thisis a ion from [Devi ], located at [Si

The Tollowing points have triggered the Alarm Group on the [ActivationTime]:

5 Point Name: [PointName], Value: [Peintvalue]
Device Name

Device Address

Point Name

Figure 2-87:

Settings - Notifications (Customise Message)
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7. Click the Contacts button to select contact(s) from the list.

Contacts Default Admin 2

Figure 2-88: Settings - Notifications (Contacts Selected)

; 1

Figure 2-89: Settings - Notifications (Select Contacts Button)

8. Select or deselect contacts from the list.
9. Click Update when done.

New Notification

Select Contacts

& O | <
Q Al v

Default Admin Commissioner

John Citizen Administrator

Figure 2-90: Settings - Notifications (Select Contacts)
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10. Click Update to complete the message.

Omni Vaisala Interface

WATCHES ~ ALARMS  LOGGING [CSiiNes

OMNIWEB INFO

DOCUMENTS

Loggedin as: Vaisala Logout ~Help

=INNOTECH—

Y]

A

Vaisala Transmitter + O
Protocols
Port Assignment
¢ ¥ Default Email
T
Date & Time [ Defautt sMs
Web Access

SSL Certiicate
Logging
Access Levels
Address Book

Notifications

Type
Messages

Message Settings

Name

Type

Alarms

Content

- ==

New Notification ENABLI

Email v

ISABLED

A’ Air Pressure Fault T oA Contacts

A Heating Temp Fault
A: Heating Voltage Fault
A Supply Volts Fault

A: Temp Sensor Fault

A Wind Sensor Fault

[PersonFirstname][PersonSurmanme],

This is a notification from [DeviceName], located at [SiteName]

The following points have triggered the Alarm Group on the [ActivationTime]
Point Name: [PointName], Value: [PointValue]

John Citizen

Figure 2-91: Settings - Notifications (Completed Message)
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2-4.5 OmniWeb Info

This tab shows information about the connected OMWEBO02 device. Select a category at the left to
view device information.

Loggedin as: Vaisala Logout Help
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WATCHES  ALARMS LOGGING  SETTINGS OMNIWEB INFO DOCUMENTS

System Versions

User Name Access Level IP Address Last Activity

Performance T~ Commissioner 192.168.20.137 now
Omniweb Status

BACnet Client
System Logs

Legal Info

Figure 2-92: OmniWeb Info - Session Information

Loggedinas: Vaisala Logout Help
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Sessions System Versions
s jons .
ystem Versions Version

Performance

U-Boot 1.4.17
Omniweb Status Kemnel 1611
BACnet Client Root File System 1.6.15
System Logs Software 1646
Legal Info Configuration 1.6.30
Display 1.0.67
Webpage 1.6.34

Figure 2-93: OmniWeb Info - System Versions

Loggedin as: Vaisala Logout Help
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D Card | ] 3%

Figure 2-94: OmniWeb Info - Performance
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WATCHES ~ ALARMS  LOGGING  SETTINGS [RGIVINWIZ:NINZeM DOCUMENTS

Loggedinas: Vaisala
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Sessions

System Versions

e

o

ooy Otain
Performance
Omniweb Stat

Name Value
BACnet Client g

Power Supply Temperature 35.48°C
System L

ystem Logs Power Supply 5V Rail 5.06V
Legal Info 10 Module Temperature 29.48°C
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Mean Block Process Time

Figure 2-95: OmniWeb Info - OmniWeb Status
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System Versions
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Read Property

Performance

Omniweb Status

System Logs

Read Property Multiple

Settings

Legal Info
Device Instance

Network Number

0
Object Type Analog Input v
Object Instance 0

Property Type Present Value v
Array Index
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Figure 2-96: OmniWeb Info - BACnet Client
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Ot Ram I Sen
Sessions o Range - . 3
System Versions Al g8 v | Y @ =
Performance
Time Application  Message
Omniweb Status A
Jan2216:11:542018  Omni ERR [COMMS] Failed to get Version of Partition Id: 6. (File: upg]
AChet Ci
BACnet Client Jan2216:41372018  Bacstac NL: Network loop detected: from port 1 (mac: CO:A8:1E:DD:BAC]
Jan2216:06:372018  Bacstac NL: Network loop detected: from port 1 (mac: CO:AB:1E-DD:BAC
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Figure 2-97: OmniWeb Info - System Logs
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License Statement

Sessions
System Versions.
Performance
Omniweb Status
BACnet Client

System Logs

licences. Copies of the corresponding licences:

+ can be downloaded on hitp:/www.innotech.com

opensource@innotech.com

Angular-file-upload
AngularJs
Angular-Ul

APCU

Baikal

Boost

Bootbox-js

Bootstrap

@ Website
@ Website
@ Website
@ Website
@ Website
@ Website
@ Website

@ Website

The software on the product may contain copyright-protected software that is licensed under various open source
« are provided together with the product (in the Device Info / Legal Information Page of the built in Web Page)

If foreseen in the corresponding open source licence, you may obtain the corresponding source code and other refated
data for a period of three years after our last shipment of this product, by sending an email to

Please include the product model number, system version information, and corresponding license you wish to enquire
about. This offer is valid to anyone in receipt of this information

en Source Libraries

# License
#* License
# License
#* License
# License
#* License
# License

# License

Loggedinas: Vaisala Logout ~ Help

=INNOTECH—=

Figure 2-98: OmniWeb Info - Legal Info
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2-4.6 Documents

The Documents tab contains factory supplied Product Documents. The Product Documents may be
updated when the firmware is updated.

In the Product Documents section, click the file to download the file.

Loggedinas: Vaisala Logout Help

Omni Vaisala Interface =INNOTECH—

WATCHES ~ ALARMS  LOGGING  SETTINGS ~ OMNIWEBINFO  [EselelNENEY

Product Documents Document List

Document Version Description

DS 30.03 OmniWeb-02.pdf June 2018 Omniweb Vaisala Controller Datasheet
omni PICS. pdf 12 Omni BACnet PICS

OMWEBO02 BACnet Reportpdf 1.0 OmniWweb Vaisala Controller BACnet Points

Figure 2-99: Documents - Product Documents
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2-4.7 Logging Out

Log out from the web server by clicking the Logout link at the top of the screen at any time. After
clicking Logout, the web server will return to the Log In screen.

2-4.8 OmniWeb Help

Click the Help link at the top of the screen to access the help information for Omni Vaisala Interface.
The help will provide basic information about the web server.

Help - Omni Vaisala Interface

=INNOTECH—=

[PAGINIIYI  WATCHES ~ ALARMS  LOGGING  SETTINGS ~ OMNIWEBINFO ~ DOCUMENTS — FAQ.

N you browse to the con P Address in your web browser. Configuring your OmniViE requires a login username and

oller used to convert all Vaisala Weather Transmitter, and OmniWeb programmed data to defined BACnet Objects. Use the settings tab in the OmniV/EB web server to edit the settings for the

# cumgn convmons

216

Fine

i P

Feels Like ZALESE Sunrise
Humidity 88.1% Sunset
Pressure 1010.0rea

Rain 2.14mm

in

Currently .06m Currently

Tuesday Monday S Saturday Thursday
AN 102 3 Adac., 12.6 © .7 ] Q4%
201 ¢ 184 ¥ 21. i 236 ¢
52 om 117 om 00 wm 00 wn 0.0 mm 0.0 mm

Home Screen Item Description

Background

The background image shown in the landing page changes depending on the prevailing weather conditions.

The weather sprite shown here changes based on the current conditions. Many different sprites can be shown, some which indicate the intensity of the condition.
Eg: Light, medium or heavy rain.

Figure 2-100: Web Server Help Window
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2-4.9 Initial Settings Setup Overview

1. Connect your WXT53x and Omni Vaisala Interface as per the OMWEBO02 datasheet. Check
your wiring carefully (Power and communications) and then power the devices.

2. Connect to the OMWEBO02 TCP/IP address via Ethernet Port A.
Preferred Method: ensure your computer is on the same Subnet as the OMWEBO02. The
default address is http://192.168.2.100.
Alternate Method: connect a USB-Mini B cable from your computer to your OMWEBO2 and
enter the pre-configured IP address of http://169.254.2.100 into your web-browser. (This is
avirtual address that allows you to connect without modifying your settings.)

3. When the OMWEB02 Home Page is displayed, click Login at the top right of the page.
a. Enterthe User Vaisala, with the Password 1111.

b. For security purposes, on initial login you will be required to alter the OMWEB02
Password. (Ensure you record your password carefully as bypassing this will require
investigation with the client, time, and a cost.)

c. You are logged in with Commissioner Level Permissions, which allows you to change
OMWEBO02 Network Addresses, Location, Time and Date Settings, Vaisala Weather
Transmitter Settings, and Access Control to add other users.

When altering settings you will be asked whether you want to restart Now or Later. Select Later until you are
making your final change, then select Now. (If you forget, simply recycle power or change another setting, select
Later and then change it back and select Now)

Successl!

The new settings have been updated. Changes have been made that require the
controller to restart for them to take affect. Would you like to restart the controller?

Figure 2-101: Changes Successful

4. Go to the Settings Tab:
a. OmniWeb - Change the Location to display the Clients name in the web server.

b. Vaisala Transmitter / Sensors:
i) Enable and Disable Sensors. (Only if required as this will reprogram the Transmitter)
ii) Set units for enabled sensors.

c. Protocols:

i) BACnet / Device Instance - Ensure this is unique across the entire project
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d. PortAssignment:
i) Ethernet / Port A:

« IP Address - Ensure this is unique

« Subnet Mask - Match to the connected network

« Gateway - Match to the connected network
BACIP Local:

« Network Number - This must match the site BACnet/IP Network Number

« UDP Port - This must match the Local BACnet/IP UDP Port

+ Mode - Leave setting as Device as this should only be changed by experienced
technicians for enhanced functionality

ii) RS-485

Port 1 [ Vaisala NMEA Comms (leave unchanged if the order code is used.)
Port 2 /| BACnet MS/TP:

 Baud Rate - This needs to match the BACnet MS/TP baud rate of the connected
network

« Node Address - This must be unique on the BACnet MS/TP Network

« Network Number - This must match the
BACnet MS/TP Network Number. Every BACnet Network requires a unique Network
Number.

» Max. Masters - Set this to match the total number of BACnet MS/TP Masters attached
to this network. This will optimise communications performance between all
attached devices.

e. Date and Time:

i) Local Settings:

« Location - Set this region as this will provide accurate Sunrise, Sunset and Daylight
Calculations.
« Date and Time - Update to the time where the OMWEBO02 is located.
« NTP/Client - Enable if required, and then set a Time-Server to sync with.
« BACnet Time Sync - Enable if required, and then set Time Sync Accepted to receive
Local, UTC or both.
f. Web Access:

i) HTTP - Change if required.
ii) HTTPS - Change if required.
iii) Redirect to HTTPS - Disabled (change if required)

iv) Maximum Logins - This is only for logins into the OMWEBO02, not the Home Page
access.
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e e e I @

g. SSL Certificate / Use 3rd Party Certificate - Only a factor when using HTTPS, however the
Innotech certificate is included. To add your own certificate, enable this mode, set your
details and add your certificate.

h. Address Book:

i) On the Settings Tab > Address Book, click the Add button.
ii) Enter the personal details of the new user.

iii) Select the Access Level as "Client".

iv) Enter the System Access details - Username & Password.
v) Click Update to add the new user.

Personal Details - if a password is lost it may be reset by email, but only if the Email Settings have been configured
and a valid email address provided.

New users should be added with Client Access Level only. For more information about the Access Levels, refer to
the OmniWeb User Instructions.

Once you have set your last Settings change, Update Now or Re-cycle the Power to accept all changes.

Refer to the OMWEBO?2 Installation Instructions for a comprehensive list of all available settings.

Sunrise displays in BACnet as the number of seconds from midnight until Sunrise, where 5:30am = 19,835.5214 secs.

Sunset displays in BACnet as the number of seconds from midnight until Sunset, where 6:42pm = 67,375.4921 secs.

Daylight:

« Shows in the web interface as the amount of minutes until Daylight (a negative value counting up to 0) and until
Sunset (a positive value counting down to 0).

« Displays in BACnet as the number of minutes until daylight and the number of minutes of daylight left.
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Innotech provides technical information on the Web to assist you with using its products.

At www.innotech.com, you can find technical manuals, user instructions, and data sheets for all our
products.

For direct product support or product information, contact your local distributor, or an Innotech
representative.

You can contact us via email, phone, or postal mail:

Website: www.innotech.com
Email: sales@innotech.com
Phone: +617 34219100
Mail: Innotech Control Systems
P.O. Box 292
Sunnybank QLD 4109
Australia
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