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Proprietary
No part of this technical manual may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language or computer language, in any form or by any means, without
prior written permission of Mass Electronics Pty Ltd.

Trademark

The term ‘Innotech’ used in this manual is a trademark of Mass Electronics Pty Ltd trading as
Innotech Control Systems Australia.

'Microsoft' and 'Windows' are registered trademarks of Microsoft Corporation in the United States
and other countries.

'Android' is a trademark of Google Inc. The Android robot can be used, reproduced and modified
freely and is licensed under the terms of the Creative Commons 3.0 Attribution License.

'‘Apple'is a trademark of Apple Inc., registered in the U.S. and other countries. Third Party products
which are compatible with Apple products or technology may use Apple related word marks such as
but not restricted to 'Apple', 'Macintosh' and 'iMac'.

I0S is a trademark or registered trademark of Cisco in the U.S. and other countries and is used under
license by Apple Inc.

Disclaimer

While great efforts have been made to assure the accuracy and clarity of this document, Mass
Electronics Pty Ltd assumes no liability resulting from any omissions in this document, or from
misuse of the information obtained herein. The information in this document has been carefully
checked and is believed to be entirely reliable with all of the necessary information included. Mass
Electronics Pty Ltd reserves the right to make changes to any products described herein to improve
reliability, function, or design, and reserves the right to revise this document and make changes

from time to time in content hereof with no obligation to notify any persons of revisions or changes.
Mass Electronics Pty Ltd does not assume any liability arising out of the application or any use of any
product or circuit described herein; neither does it convey licence under its patent rights or the rights
of others.
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Document Management

Document Title: Omni User Instructions

Revision History

Version

1.0 September 2017 Document first edition

Add new settings (Modbus, ISS), update access level Permissions
L1 August 2018 tables and web server screens, update Device Info screens.

12 February 2020 Updated Web server screens and information for new interface. Add
custom access levels.
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Omni User Instructions

1-1 Overview

This manual is designed to provide the customer with complete and comprehensive documentation
for the Omni Controller. This document contains detailed procedures for HMI (Human Machine
Interface / Front Panel) and on-board web server operation of the BEMS (Building and Energy
Management System) Controller.

1-1.1 About this Document

This manual is intended to provide the user with complete and easy-to-follow instructions for

HMI operation of the Omni BEMS Controller from the front panel and web server. In preparing

these instructions, Innotech assumed that the typical operator is not necessarily familiar with the
operation of computer systems. For this reason, operating instructions and procedures are presented
at a technically basic level and as clearly as possible.

Each Controller is designed to be set-up to its own application requirements and since each
customer’s application is different, no two units have identical step-by-step operating procedures.
However, the Omni BEMS Controller is user-friendly and operation is simple once the necessary
operational information has been explained. The operating procedures in this manual are based on
typical operating scenarios.

References made throughout this manual to "Omni", "Controller" or "BEMS Controller" refer to all models of the
Omni BEMS Controller except where specified.

1-1.2 Scope of this Document
This technical manual has multiple sections:

Table 1-1: Manual Scope

Chapter 1 - Preliminary Chapter 1 provides related information of a general nature. This
Information chapter also contains a brief description of the Omni Controllers.

Chapter 2 - Operation Chapter 2 provides information for configuring an Omni Controller.

Chapter 3 - HMI Menus Chapter 3 provides an overview of the various HMI screens.

Chapter 4 - Omni Web Server  Chapter 4 provides information about the Omni web server.

S

1-1.3 Information Icons
Throughout this manual, icons are used to illustrate important notes. Examples are shown below.

These notices provide extra information. It is non-critical information but should be read.

These notices contain information about the software that must be done before proceeding further to ensure
success.

Edition 1.3 dated 28.02.2020 Page 8 © Mass Electronics Pty Ltd 2017
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1-2 Description of the Omni BEMS Controller
The Innotech Omni BEMS Controller is the main component of the Omni System. Other components
of the system, such as expansion devices are passive units with no front panel operation associated
with them.

ﬂ C40D Controller shown with parts labels. The C20 model is physically the same as the C40 but with less UIOs.

24VAC/VDC In Programmable Points HMI Display CommsIn
See Inseton
| Next Page
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Figure 1-2: Omni C14D BEMS Controller
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PN [P

— R

O] _...

—t+—— MicroSD Slot

C40/C20 Ci4
Figure 1-4: Inset: Omni Controller Ethernet and Micro SD Card slot (on underside)

B Button
A Button

Graphical LCD Display

Navigation Wheel/Button
Back Button

Caution LED
Alarm LED

Figure 1-3: Inset: Omni OHMO01 HMI Display (all models)

The retrofit display (OMH01) is the same for all Omni controllers. Omni models with a display have 'D'in the model
name (C40D, C20D, C14D). Non-display models can be fitted with the retrofit display.
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The Omni U10 Expansion Device, expands the input and output capabilities of the controller. The U10
expands the amount of programmable points (UI/O) by 10. Multiple U10 Expansion Devices can be
used to expand the available Ul/Os. Once configured, no operator action is required for the expansion
device. The table below shows the expansion capabilities of each controller.

Table 1-2: Omni U10 Expander Limit

Omni Model | Expander Maximum

C40/C40D 5
C20/C20D 5
C14/C14D Not Supported

ﬂ When more than five U10 devices are connected, the maximum speed will drop by 50%.

24V Programmable EOL Comms
In Points Jumper In

| | |.—'
| [

PO000HSBO

+§- +9- +9- SRR AR
2 3 4 COMM 1

coMM i1

<

omnl- U10 -
=INNOTECH— v

D 6 il 8 9 10
e e e e e

T — USB-Mini B
Programmable Points Heartbeat LED
Figure 1-5: Omni U10 Expansion Device
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Omni User Instructions

1-2.1 What It Does

The Controller is designed mainly for automatic control of large-scale heating, ventilation and air
conditioning (HVAC) systems; operator action is mainly limited to monitoring tasks. The Digital
Controller replaces older systems in which multiple analogue controllers were used for control of
large HVAC systems.

The Omni Controller can operate as a standalone device, while more complex installations can use
multiple controllers sharing data between controllers and a computer. Communications among the
Omni BEMS Controllers is a via an Ethernet backbone with the option of RS485 networks for Innotech
backward compatibility and other protocols such as BACnhet MS/TP.

Omni controllers and remote expansion modules have fully Programmable Points, which can all be
used as either universal inputs or universal outputs (Ul/0).

For the purposes of this manual, the terms "Programmable Points" and "Universal Inputs/Outputs (Ul/0)" are
interchangeable and are defined in the same way as "points which can be programmed as Inputs or Outputs".

Edition 1.3 dated 28.02.2020 Page 12 © Mass Electronics Pty Ltd 2017
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1-2.2 Focus Configuration Software

Before being placed in service, the BEMS Controller is “tailored” to its intended application by

the Innotech Focus Software. The user can design the Controller's operating program using the
configuration software. The designer uses the software to develop a functional block diagram of the
entire mechanical system interconnected with the Controller and containing all necessary operating
values. When the design is completed, the software user loads the new configuration into the
Controller’s ROM where it stays resident until such time as reprogramming may be necessary.

In addition to establishing the specific operating configuration of the system, the Focus Configuration
Software also sets up specific functions which can be monitored, used and/or changed by the Digital
Controller operator, such as:

« System Operating Schedules, daily, weekly and yearly

« Access Codes defining what functions/data are available to an operator

« Organisation of monitoring data into logical groups (pages) for presentation to an operator

« Organisation of System Pages containing data of interest to supervisory personnel

« Audible or visual alarms of system and processing faults

« Process values (setpoints)

B @ @ <258 | 4 <[ <[
I Digital Output

~ BLOCK PREVIEW

vave P> P ouput
tnabie P> P> Termina Voltage
I P stus
ot P

242] BaChet Comms Input v GENERAL SETTINGS

B[S sacre CommsOutut

~ PROPERTIES

Templte Name | Digital Output -]

NETWORK Disable Value | Off

FaultValue [ Ot

Is Forced

> ADVANCED
+ 2] 7P Connecton

L e — > DEFAULT VALUES

I3 Omni Controller

Figure 1-6: Focus Configuration Software
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Omni User Instructions

2-1 Overview

Omni BEMS Controllers feature a state of the art processor and are designed for versatility and
ease of use. Using the Focus configuration software, these controllers can be easily configured
for customer specific applications. The Omni operating procedure may vary for each controller
depending on your configuration.

A user friendly interface and ease of operation is common among all Omni controllers. This section
of the document provides the following information to help you with the operation of Omni BEMS

Controller.

Please note the screen shots used throughout this document are taken from a typical Omni
Controller. Any differences among the various controllers will be detailed accordingly.

Table 2-1: Operation Section Scope

S

Overview Description of the Omni BEMS Controller.
2-2 Omni Start-up Description of the Omni start-up process.
2-3 Menu Structure Description of the Omni menu structure.
2-4 Controls and Indicators  Description of the parts of the Omni.
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2-2 Omni Start-up

The Omni BEMS Controller is normally powered at installation and then left powered indefinitely;
therefore the operator would not normally perform start-up procedures. However, maintenance
actions or a power failure could require the unit to be restarted.

After applying power to the Controller, the Omni logo will be displayed on the LCD and the Heartbeat
LED will be orange. After the Omni has finished its boot sequence, the home screen will be displayed
and the Heartbeat LED will change to green.

2-3 Menu Structure

2-3.1 Menu Overview

This section of the document provides information about the basic structure of the menu screens for
the Omni Controllers. Information on general navigation through the various menu screens is also
provided in this section. See the HMI Menus section for further details.

2-3.2 Structure of Menus

The LCD screen is the primary method by which the user interacts with the HMI (Human Machine
Interface) on the controller.

0 This section is applicable only to Omni Controllers with an onboard HMI or Controllers using an external Omni HMI
interface.

A representation of the structure of menus within an Omni controller is shown below. More detailed
information on the menu structure and LED indicators is contained elsewhere in this section. A
detailed description of the menus for the different models of Omni controllers follows in subsequent
sections.

| Home | —I Watch Pages |—| Select Watch Page——— Edit/View

Calendars Select Calendar _|—— Add/Edit/Del Event]
—I Alarms |—| Select/ View |—|Acknowledge |
. Local Settings |—| Edit/View |
Date / Time
NTP —— Edit/view |
Protocols —|Select Protocol |—| Edit/View |
Ethernet —— select Port —— Edityview ]
ort Assign.
RS485 —— select Port —— Edit/view ]
ulo Select UIO —— Edityview |

Display

Status |—| View Information |
—I System | Performance —— view Information |
Versions |—| View Information |

Figure 2-1: HMI Menu Flow Chart

Enter Login for
Menu Access

Chapter 2 - Operation Page 17 © Mass Electronics Pty Ltd 2017
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2-4 Controls and Indicators

2-4.1 Liquid Crystal Display (LCD)
iz The LCD (where installed) is the main indicator component of the Digital
Controller; itis a 128x64 pixel graphical display.

The LCD contains an automatic white backlight feature that enhances the
%] visibility of the LCD presentation. The backlight turns on automatically
whenever any button is pressed or navigation wheel is pressed or moved.
The backlight will turn off without user interaction after the time specified
in the Display Settings.

2-4.2 Navigation Wheel
The navigation wheel is used to move around the menu structure of the Omni controllers.
Moving the wheel left or right will scroll up or down in a menu or change a selected value.

The navigation wheel can also be pressed to confirm settings or enter a menu.

2-4.3 A Button

The 'A' button is used to show the Watch Pages menu (when at the Home screen). Login
is required.
A

2-4.4 B Button

The 'B' button is used to show the Notifications (Alarms) screen (when at the Home
screen). Login is required.

2-4.5 Back Button

2-4.6 Heartbeat LED

The Heartbeat LED is located at the bottom right of the Controller below the USB port(s) and
B among other things indicates that primary operating power is applied to the Digital Controller
when lit. A green LED will flash on and off (heartbeat) to indicate that the Controller is "alive".

The back button is used for navigating back to the previous screen. Hold the button
for 2 seconds at any screen to return to the home page (as shown above).

2-4.7 Progammable Point (Ul/O) LEDs

When used as a digital input or output, the LED will light orange. A flashing orange
LED indicates that there is a problem.

2-4.8 Comms LEDs

When connected, the LED for the connected Comm will light. A flickering LED indicates
that data is being sent or received.

Edition 1.3 dated 27.02.2020 Page 18 © Mass Electronics Pty Ltd 2017



=INNOTECH—

Omni User Instructions

2-4.9 Alarms & Warnings
Alarms on Omni Controllers can be programmed to notify the operator when a certain
event occurs. These can be utilised to notify you of any critical events that are being
monitored. Alarms can be configured in the Innotech Focus software.

If an alarm or warning is active, the associated LED will light on the controller.
Alarms can either appear constantly on the controller LCD or scroll between alarms every

5 seconds if more than one alarm is triggered. How these are displayed will depend on how
the alarms have been configured.

2-4.10 Omni Indicator Identification
The table below shows the different LED states that may be seen on your Omni device.

Table 2-2: Omni LED Indicators

Green Flash Controller status OK
Static Orange & Controller shows orange and green during
Green booting

2 Red Flash Controller fault

@ 0 Heartbeat

Shown when upgrading, during config

Orange Flash transfer, initialising etc.

Power fail - controller power is below limit

Orange Slow Flash for normal operation

HMI - Alarm Red Alarm is active
HMI - Warning  Orange Warning is active
Orange Connected as a digital input or output
LA AL LA ] Programmable
+§- +i- +i- SN Orange Flash Programmable point fault
Red Data transmit
Green Data receive
Comms The combination of the red and green LEDs
Orange can appear orange due to the processing
speed
ISS Input Green Connected device

Chapter 2 - Operation Page 19 © Mass Electronics Pty Ltd 2017
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3-1 Overview

This section of the document provides detailed information about the structure and functionality
of the HMI for the Omni BEMS Controllers. A brief description of each menu and information on
configuring various parameters is also provided in this section.

—— Editview

| Home | —I Watch Pages |—| Select Watch Page

———{ add/Edit/Del Event]

Calendars Select Calendar

Enter Login for _I Alarms |—| Select/ View
Menu Access

|—|Acknowledge |

— Edit/view |

) Local Settings
Date / Time
NTP

—— Edityview |

Protocols Select Protocol

E

—— editview |

|_| Select Port |—| Edit/View |

Ethernet
Port Assign
RS485

|—| Select Port |—| Edit/View |

—— editview |

Display

|—| View Information |

|—| View Information |

Status
—I System Performance
Versions

|—| View Information |

Figure 3-1: HMI Menu Flow Chart

ﬂ Please note the screenshots used throughout

this document are taken from a typical Omni BEMS Controller with

HMI. Any differences among the various controllers will be detailed accordingly.

3-1.1 Icons used in this section

The table below shows lists the icons used in this manual and the related button on the Omni HMI.

Table 3-1: HMI Button Icons

*londmiguton bescrption

'A' Button

At the home screen, press to show the Watch page screen.

'B' Button

At the home screen, press to view the Notifications screen.

Back Button

Press Back to cancel value editing and to go back to the
previous screen. Hold the Back button for 2 seconds at any
screen to return to the home screen.

Wheel Scroll

Scroll the wheel left or right to navigate menus and screens.
Itis also used to change values.

29 @ =)

Wheel Press

Press the wheel button to enter a menu screen or change a
value to edit mode.

Edition 1.3 dated 27.02.2020
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3-1.2 HMI Access

The user's access level also determines which HMI menus are visible/accessible.

Table 3-2: HMI Access

Watch Date/ Port .

Pages Calendar Alarms Time Protocols Assign. uio Display System
Adiuster Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/
) Write  Write Write Write  Write Write Write  Write Write
- Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/
Administrator Write  Write Write Write  Write Write Write  Write Write
- Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/
Commissioner Write  Write Write Write  Write Write Write  Write Write
Engineer Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/
g Write  Write Write Write  Write Write Write  Write Write
- Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/
Facility Manager Write  Write Write Write  Write Write Write  Write Write
Observer Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/ Read/
Write  Write Write Write  Write Write Write  Write Write

Green - Menu Visible (Access Available)
Key Red - Menu Visible (Access Unavailable)
Grey - Menu Not Visible (Access Unavailable)

Chapter 3 - HMI Menus

Page 23

© Mass Electronics Pty Ltd 2017



Omni User Instructions

=INNOTECH—

3-2 Main Menu

3-2.1 Overview

This section of the document provides information on navigating the HMI on the Omni BEMS

Controller.

Turn the navigation wheel left or right to move the selection up or down on the HMI. The menu
navigation is not continuous and when the top or bottom is reached, it does not loop around. Eg:
When on menu 9/9, continuing to scroll will not move to 1/9.

Press the centre of the navigation wheel to select the menu. The first screen seen will be the Login

screen.

Figure 3-2: Examples of the LCD Home Screen

0 All screens in this section are indicative only.

3-2.2 Login Screen

Use the navigation wheel to select and enter your login to access the HMI menus.

If programmed, you will be

Figure 3-3: HMI Login Screen

required to login if you press the
Aor B button. If your access level
does not allow viewing of these
pages, access will be denied.

3-2.3 Watch Pages

[r1

]

Figure 3-4: Watch Page Menu Item & Watches Menu

This section provides information about the use of Flash and Watch pages within the Omni controller.

Each page typically contains data to be monitored by the user (hence the term Watch Page) and
process values, such as controller setpoints, which may be viewed and edited.

The content of each page is normally arranged in a logical manner; for example, all the data on Watch
Page 6 might represent parameters for Heating and Cooling Zone 6. The arrangement and content of
each Watch Page and level of access for individual users is programmed by the Focus Configuration

Software.

Edition 1.3 dated 27.02.2020
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3-2.3.1 Watches & Watch Pages

Figure 3-5: Watch Page View

When the device is first configured by the Focus Configuration software, it is possible to place the
current value of a node of any block within the configuration on a Watch page. These Watch pages
allow users to quickly view important 1/0 and block values on specified watch pages. If an item has an
underline, this indicates the cursor position in the screen and signifies that the item is not editable.

3-2.3.2 Editable Watches

Figure 3-6: Editable Watch Value

Watch pages may also be configured with watches that are editable by the user. These may refer to
temperature setpoints or other adjustable user variables. An adjustable watch parameter can be
edited directly on the controller. If an item's value is in a box, this indicates the cursor position in the
screen and that the item is editable.

To edit the item, press the Navigation wheel button, rotate the wheel to edit the value, press the
button to save. To cancel, press the back button before saving the value.

3-2.4 Flash Pages

Omni controllers also contain a specific page known as a Flash page. Watches assigned to this page
are displayed at the bottom of the Home Page at three second intervals. After start-up the first Flash
Watch is displayed for three seconds, followed by the next Flash Watch for three seconds, and so on
until the cycle is repeated. You can also rotate the navigation wheel to move through the watches.

Alarms that have the Display option marked in the block are sent to the display as a flash (if
programmed). Alarm annunciation has priority and overrides the flash page until all alarms are
cleared.

The Flash Watch feature is especially useful for applications containing many watches; it allows you
to easily monitor a range of specified watches without having to access a Watch Page and manually
scroll through it.
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3-2.5 Calendars

Figure 3-7: Calendar Menu Item

The Calendar menu is used for viewing and programming schedules on your Omni Controller. The
circle next to the calendar indicates if events are currently active. Filled circle = active, unfilled circle =
inactive.

3-2.5.1 Add a Calendar Event using the HMI

Select Add new event on the HMI to begin the creation of a new Calendar event. There are 9 menu
options for creating a new event (the 10th option is Delete Event). Note: The event name cannot be
changed on the HMI.

1.

ol wn

© N

9.

Recurrences - by default it is set to Repeat Never, selecting this line will open the recurring event
options.

All Day - if you change this option to Yes, you cannot specify a start, stop time or duration.
Start Date - Select a start date for the event.

Start Time - Select a start time for the event.

Duration - The duration will be calulated automatically when a start and stop time is entered,
you can also edit this option manually and the stop time will be recalculated accordingly.
Stop Date - Enter a stop date for the event.

Stop Time - Enter a stop time for the event.

Value - Select either ON or OFF to determine if the event should turn a configuration on or off
when active.

Priority - Select the event priority. If events overlap, the priority will determine which event is
active.

10. After you have finished editing, press the back button and select Yes to save the changes.

B D

\E:aue Changes?

Stop Date ety

=]
- e
ik Caroe

Figure 3-8: Calendar - Add Event
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3-2.5.2 Add a Recurring Event

Recurrences by default are set to Repeat Never, select Repeat Never by pressing the navigation wheel
to open the Recurrence Options.
1. Select using the navigation wheel and change between Never, Daily, Weekly, Monthly and
Yearly.
2. Every - Select a frequency for the event.
3. End - Select a end option for the event. Select either By Date or After no. of events. Selecting one
of these options will add an additional item to the menu to select a date or number of events.
4. After editing has been finished. Press the back button to return to the event. You will have to
press the back button again and select Yes to save the changes to the event.

Figure 3-9: Calendar - Recurrence Options

3-2.5.3 Edit a Calendar Event on the HMI
Editing a calendar event is the same as creating an event. View an event to select and edit the event.

3-2.5.4 Delete a Calendar Event on the HMI

When editing an existing event, another option is added at the bottom for Delete Event.
1. Rotate the navigation wheel to Delete event and press the wheel.
2. Pressthe navigation wheel to delete the event.

N

Figure 3-10: Calendar - Delete Event
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3-2.5.5 View Calendar Events

Calendar events can be viewed by date or all can be viewed. In the event list a filled circle indicates
that the event is active. Conversely, an unfilled circle indicate that the event is inactive. Recurrences
are also visible in this view, [d] = daily, [w] = weekly etc.

Figure 3-11: Calendar - View Events

3-2.6 Alarms

The Alarms screen shows the active alarms or warnings for your Omni system. Any active alarms will
also show on the Omni home screen. Pressing the B Button at the home screen will show the Alarms
screen after logging in (assuming you have access). Alarms can be reset from the HMI.

Figure 3-12: Alarms Page Menu Item & Example LCDs

There are four alarm states shown on the HMI. Filled in bell = active alarm, unfilled bell = alarm
acknowledged, blank = alarm ok, x = alarm offline.

All alarms in the configuration will show on this screen. The list will be reordered automatically by
priority: active, acknowledged, ok and offline.

3-2.6.1 Acknowledging Alarms

Use the wheel to select the alarm and press the navigation wheel button. Press the button when the
Status is highlighted, press the wheel button when Yes is selected to acknowledge the alarm.

=

Figure 3-13: Alarm Acknowledgement
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3-2.7 Date/ Time

The Date/Time menu is for viewing and editing the Date and Time settings as well as the activating or
deactivating the Network Time Protocol settings on your Omni device.

0

Figure 3-14: Date/Time Menu Item & Example LCDs

NTP can be enabled and disabled from the HMI, but the server settings cannot be modified. You must
use the Omni Controller's on-board web server or Innotech Focus software.

Figure 3-15: NTP Settings

3-2.8 Protocols
The Protocols menu is for viewing and editing the Protocol settings for the Omni Controller.

Figure 3-16: Protocols Menu Item & Example LCDs

Chapter 3 - HMI Menus Page 29 © Mass Electronics Pty Ltd 2017



=INNOTECH—

Omni User Instructions

3-2.9 Port Assignment

The Port Assignment menu is for viewing and editing the Port Assignment settings for the Omni
Controller.

Figure 3-17: Port Assignment Menu Item & TCP/IP Example

Figure 3-18: Port Assignment Menu Item & Innotech TCP Example

Edition 1.3 dated 27.02.2020 Page 30 © Mass Electronics Pty Ltd 2017



=INNOTECH—

Omni User Instructions

Figure 3-19: Port Assignment Menu Item & BACIP Local Modes

Figure 3-20: Port Assignment Menu Item & BACIP Public
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Figure 3-22: Port Assignment Menu Item & RS485 Options

3-2.10 UIO

The UIO menu is for viewing and editing UIO parameters. Only some parameters can be edited. Use
the navigation wheel and wheel button to edit as required.

Figure 3-21: UIO Menu Item & Example LCD
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3-2.11 Display
The Display menu is for editing the Session and Backlight Timeout settings for the HMI. The timeout
can be set between 0 and 60 seconds.

@

Figure 3-23: Display Menu Item & Example LCD

3-2.12 System

The System menu is for the viewing of the Omni controller's system voltages and temperatures.
Rotate the wheel to view information about your Omni controller.

Figure 3-24: System Menu Item & Example LCDs
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3-2.13 Editing Parameters using the HMI

Editing settings using the Omni HMI is a simple process. Follow the flow diagram for an overview of
how to edit a parameter.

—

ROTATE
At the home screen, press Turn the Navigation Wheel
the Navigation Wheel to select the desired PRESS
button and login. menu, then press the

Wheel Button.

ROTATE PRESS

— — _> —

After selecting the menu, Use the wheel to scroll to ROLATE
scroll to the sub-menu the parameter to edit.
required and press the
Wheel button.

PRESS ROTATE PRESS

EES

Press the Wheel to enter Press the Wheel to save
edit mode and rotate the the value and exit edit
wheel to edit the value. mode.

Figure 3-25: Parameter Setting Flow Chart
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3-2.14 Saving Parameters

When changing parameters relating to the Omni Controller rather than the loaded configuration such
as IP Address changes, you need to confirm the changes.

The display will remember the level of the menu that changes were made and the prompt will only
appear when exiting from that level.

Changes will be saved at the level of
HOME

v Save Changes Marker| | menu they were made at.
Port Assignment In this instance, Mode was changed.

» Ethernetx
»Mode - Change Mode from Switch to Dual

If you entered the Network 1 settings

>Network 1 and made changes, the Save changes
M . prompt will only appear when you
IP Settings back out of the Ethernet screen.
Innotech
BACnet/IP

The prompt appears at the highest
level that a change was made.

Figure 3-26: Save Prompt Level

A HMI screen that requires changes to be saved will have an asterix next to the HMI page name. When
you leave the HMI page, a Save changes screen will appear. Select Yes, No or Cancel at this screen to
continue.

Yes - Save changes
No - Exit screen without saving changes
Cancel - Return to previous screen without saving. Changes made will still be shown.

Figure 3-27: Settings Changed

Figure 3-28: Save Changes?
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4-1 Overview

This section of the document provides detailed information about accessing and using the on-board
Web Server for configuring your Omni BEMS Controller.

Select the section from the menu at the side of the screen to enter a configuration screen. Most
sections have sub menus for further configuration.

Omni Web Server is cross-platform and is accessed via your selected web browser. Use the IP Address
of the Omni Controller to access the Omni Web Server and enter your username and password.

General terminology is used in this section based on using the Omni Web Server in a Microsoft
Windows environment with mouse input. The Omni Web Server is also compatible with Android
and iOS operating systems and notes will appear throughout where required for operation of the
interface in different environments.

These notices indicate a piece of useful information which should be read for Android users.

E These notices indicate a piece of useful information which should be read for iOS users.
i0S

4-2 Omni Web Server

4-2.1 LoggingIn

Type in the IP address of your controller into a web browser. After the page has loaded, enter your
User Name & Password and then click Login to log in to the web server.

&% Innotech

C M 192168140

Figure 4-1: Enter IP Address in Browser

The IP used in the image above is an example only. Enter the IP specific to your controller. The default IP is
192.168.2.100.

The Username and Password fields are both case sensitive. 'Innotech’ is not the same as 'innotech’.
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If you have forgotten your password, click the /'ve Forgotten My Password link. Enter your User Name
and click Reset Password and follow the prompts. Once you receive a temporary password or if you
remember your old password, login and reset your password.

omni-| omnl-

john_citizen|

A john_citizen

‘ B eees o5

Return To Login
Forgot Password

> Details > Details

Figure 4-2: Login Dialog Box and Forgot Password Dialog Box

Innotech HQ - Omni C20 —INNOTECH= 3. 7 | gy

Reset Password

This account has an outstanding Reset Password Request. Please enter a new password to complete this action.

Update Cancel

Figure 4-3: Reset Password Screen

omni-
- |

john_citizen

Password Reset. Please contact your service provider to obtain
your temporary password by quoting the following:

Username: john_citizen
Serial Number:  0000-00000-000
Time: Thu, 12 Sep 201909:34
Return To Login
> Details

Figure 4-4: Password Reset Window
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4-2.2 Configuration Updates

When the browser cache is cleared or a new configuration is transferred to the controller, the browser
will detect it and update the cache to provide faster loading of the web pages. During the process, the
window will darken and updating will take place. No interaction is possible during the update. After
completion, the web server is ready to use.

Loading Config Data

Figure 4-5: Updating Configuration Data

xa

ey

FiC T Reset AC2 Fan Control
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Figure 4-6: Configuration Updated/Transferred
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4-2.3 Network

The Network item is only visible if Web Network Master is enabled in the Web Access settings. The
Network screen displays the Omni devices on the network specified in the Web Access > Network
settings. You can access another device from this screen.

When you click the current device, the Watches screen will show. If you click a device with a different
IP, the login screen will show. Enter the login details to access the Web Server on the remote device.

The devices shown here can be sorted by Alarm Status, Omni Status, Alphabetically or by Default (as
listed in the Web Access > Network settings.

Network

Sort Search

Default v

Factory Default 192.168.30.110 192.168.30.104

Network
Sort search = HH
= m
Default v po
Name 1P Address Uptime
il co  Facrory Default 192.168.30.104 0Days 4 Hr2 Min
o I c20 19218830110 182.168:30.110
2o 1921683051 192.168.30.5L 0Days 2 Hr3s Min
O] ilco o000 0000

Figure 4-7: Network Screen - Icon and List Views

Cookies must be enabled on browsers used on Windows based computers for the Network screen to function
correctly when HTTPS is used.

Cookies must be enabled for the Network screen to function correctly when HTTPS is used.
Enabling cookies in Chrome: Tap the menu icon and navigate to Settings > Content settings. Tap Accept cookies to
enable.

Cookies must be enabled for the Network screen to function correctly when HTTPS is used.
Chrome for iPad: Cookies are enabled by default.
Safari for iPad: At the home screen go to Settings > Safari, set Block Cookies to Always Allow.

Chapter 4 - Omni Web Server Page 41 © Mass Electronics Pty Ltd 2017



—INNOTECH—

Omni User Instructions

4-2.4 Watches

The Watches screen contains data to be monitored by the user (hence the term 'Watch') such as
controller setpoints. The arrangement and content of each Watch Page and level of access for
individual users is programmed by the Focus Configuration Software.

Click the graph button at the start of the line for each item to display a data graph for the selected
item.

4-2.4.1 Other Pages

The other custom made pages are defined in the Focus configuration software and display watches,
their live data and graphs. Use the horizontal navigation bar above the first graph to change how
much of the graph is viewed. Click and drag a handle at the end to dynamically move the view.

Watches - Voltage (Omni->REM)

Watch Name ‘ Value ‘ Trend Active Trends Time Range  Last 1 Minute v
Voltage OutputValue 9.8V 1
1 Voltage Output Value AN X
Voltage Input Value 005V 2 o5
Alarm Trigger 1 50 3
A:VI Alarm 1 Output oK (off) 4 90
82
08:44:00 08:44:10 08:4420 08:44:30 08:44:40 08:44:50)
2 Voltage Input Value P B
005
005
0.05
08:44:00 08:44:10 08:44:20 08:44:30 08:44:40 08:44:50)
3 Alarm Trigger 1 LX
54
5.0
48
08:44:00 08:44:10 08:4420 08:44:30 08:44:40 08:44:50]
4 A:VIAlarm 1 Output X
Alarm!
OK (Off)
08:44:00 08:44:10 08:44:20 08:44:30 08:44:40 08:44:50f «

Figure 4-8: Watches Screen
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4-2.5 Schedules

Schedules are programmed using the Schedules page, clicking a Calendar block on the Monitor tab
or via the Calendar blocks in the Focus software. Click a Calendar to show the calendar details. This
screen shows the status of the calendars.

Schedules
Filter Sort Search =
All v Name: v -

AC1 Calendar AC2 Calendar AC3 Calendar B: Calendar Calendar
Current Value Current Value Current Value Current Value Current Value
off 25.00 off Inactive off
Time Until Time Until Time Until Time Until Time Until

-10080 -10080 -10080 -10080

Figure 4-9: Schedules Screen - Calendar List

4-2.5.1 Calendars

The Schedules screen is used to view/edit schedules for your controller. You can change the calendar
between Monthly, Weekly and Daily views.

Scheduled events can be made to repeat daily, weekly, monthly, yearly and can also can be created
with custom repetitions. They can be made to repeat indefinitely or end on a certain date or after
specified occurrences.

Events can be given a priority (nhumber based, 1 is the highest priority) which will ensure that a higher
priority event will trigger in the case of overlapping events.

May 2019
Month  Week Day
Mon Tue Wed Thu Fri Sat Sun
'

2 3 4 5
8:00A-1:00P New Event 8:00A-1:00P New Event '8:00A-1:00P New Event

3 7 8 9 10 1 12
8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event

13 14 15 16 17 18 19
8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event '8:00A-1:00P New Event

20 21 2 23 2 25 26
8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event

o7 2 29 30 31
8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event '8:00A-1:00P New Event

8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event 8:00A-1:00P New Event

Figure 4-10: Schedules Screen - Calendar Month View
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29 Apr—5 May 2019

Month  Week Day

Mon, Apr 29 Tue, Apr 30 Wed, May 1 Thu, May 2 Fii, May 3 Sat, May 4 Sun, May 5

all day
6:00 AM -
T:00AM
8:00AM 500 AM- 100 PM 500 am- 100 PM 500 AM - 100 PM
New Event New Event New Event
900 AM
10:00 AM

1100 AM

12:00 PM

1:00 PM

2:00PM

3:00PM

400PM

5:00 PM

6:00 PM

7:00 PM

8:00 PM

9:00 PM

10:00 PM

Figure 4-11: Schedules Screen - Calendar Weekly View

Ffi, 3 May 2019

Month Week Day

. May 3 Mo Tu We Th Fr Sa Su
all day 18 1 2 El4 5
ey R 9 6 7 8 910 11 12
2 13 14 15 16 17 18 19
700 AM 21 20 21 22 23 24 25 26
; 22 27 28 29 30 31
FRODIETT :00 A - 100 Pb 2019 May, Fri
New Event i, May 3 -
500 AN J08:00 AM - 01:00 P New Event
Sat, May 4
1000 A |nsinn‘?£y57 01:00 PM New Event
IUB 00 AM - 01:00 PM New Event
1100 AM Mon, May 6
J08:00 AM - 01:00 P New Event
1200PM Tue, May 7
J08:00 AM - 01:00 PM New Event
100 PM Wed, May 8
IUB 00 AM - 01:00 PM New Event
2:00 PM Thu, May 9
IUB 00 AM - 01:00 PM New Event
300PM Fii, May 10
J08:00 AM - 01:00 P New Event
Lo0mn Sat, May 11
J08:00 AM - 01:00 PM New Event
Sun, May 12
] IUB 00 AM - 01:00 PM New Event
Mon, May 13
LI Jos:00 AM - 01:00 P New Event
Tue, May 14
TATDRL Jos:00 AM - 01:00 PM New Event
Wed, May 15
800PM J08:00 AM - 01:00 PM New Event
Thu, May 16
900 PM Jos:00 Am - 01:00 P New Event
Fri, May 17
1000PM 08:00 AM - 01:00 PM New Event
Sat, May 18
" Moann e nennon . . i

Figure 4-12: Schedules Screen - Calendar Daily View
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Add New Calendar Event
Click the Add New Event button or double click the a day header (month view) or a time period to
create a new calendar event.

Figure 4-13: Schedules Screen - Add New Event Button

Fillin the required details for the new calendar event and click save when done. Click Recurrence
Details to edit the Repetition settings for the event.

Event Details x

Name New Event
All day
From 08:00 AM
To 01:00 PM
Duration 5 hours v
Value ON OFF
Priority [

- Recurrence Details

Recurrence Pattern

Never Recur @Every 1 Day
@ Daily Every Weekday

Weekly

Monthly

Yearly

Range of Recurrence

Start| 03-05-2019 @ No End Date
End after Occurrence

End By

Save & Close

Figure 4-14: Schedules Screen - Add New Event Window

Table 4-1: Recurrence Options

No Repeat, Daily, Weekly, Monthly, Yearly. When a repeat is selected, you then need

Repeat to select if or when the event will end.

Priority A priority of 1 will override any events at a lower priority.
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Edit Calendar Event
Click the event to open the event details window. If the event repeats, you will asked to select if you
want to edit this instance or all instances.

Event Details x

Name Existing Event
All day
From 08:00 AM
To 01:00 PM
Duration 5 hours v
Value (s’ OFF
Priority 3
Recurrence Every day
+ Recurrence Details

Figure 4-15: Schedules Screen - Event Details Window

Open Recurring Event

This is one event in a series. What do you want to open?

Figure 4-16: Schedules Screen - Recurrence Options

Event Details x

Name Existing Event
Allday |
From 08:00 AM
To 01:00 PM
Duration 5 hours v
Value (o'l OFF
Priority &

- Recurrence Details

Recurrence Pattern

Never Recur @ Every 1 Day
@ Daily Every Weekday

Weekly

Monthly

Yearly

Range of Recurrence

Start  03-05-2019 @ No End Date
End after Qccurrence

End By

Delete Event Save & Close

Figure 4-17: Schedules Screen - Edit Event Recurrence
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Click Save to save your changes. Click Cancel to undo your edits and revert to the previously saved

event.

Event Details i

Name Existing Event
All day [}
From 08:00 AM
To 01:00 PM
Duration 5 hours
Value ON OFF
Priority G

Recurrence Every day

+ Recurrence Details

Delete Event

Save & Close

Figure 4-18: Schedules Screen - Edit Event Recurrence

Delete Calendar Event

Events can only be deleted from the edit window. After entering the event edit window, click Delete

Event to delete the event.

4-2.5.2 Calendar States

Calendars on the Schedules tab are colour coded to show their current state at a glance.

AC1 Calendar

Current Value
On

Time Until
T3

AC1 Calendar

Current Value
Off

Time Until
73

B: Calendar

Current Value
Active

Time Until
-10080

B: Calendar

Current Value
Inactive

Time Until
-10080

Figure 4-19: Schedules Screen - Calendar States

Innotech

BACnet
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4-2.6 Alarms

The Alarms screen will show the details of any Alarms that have been activated in the system. Clicking
any alarm will show the history of the alarm. An alert will flash red when the there are active alarms
to alert the user.

Alarms

DateRange Filter sort Search

Bl

5 oA

Auitiog  Print

A: Alarm123

B: EventEnroliment_Events A

Am
e 22
v om

A:AC2 Fan Fault - Active

R F— © lmit 10 . w & &

Figure 4-21: Alarms History
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4-2.6.1 Acknowledging Alarms
Acknowledge the alarm by clicking the hand icon on the alarm.

A: AC2 Fan Fault

Figure 4-22: Acknowledgement Icon

Acknowledging this alarm will log the following details:

Alarm A:Alarm 1
User Innotech
IP Address 192.168.20.96

Ok Cancel D

Figure 4-23: Acknowledge Alarm Browser Message

After clicking OK, the alarm icon will change to orange and the time of acknowledgement noted in the
alarm history. When the alarm is acknowledged, it is still active. Remedy the problem and when the
alarm is reset, the icon will change to green.

A:AC2 Fan Fault - Active

Date Range Filter Al v Lmit 10 v . &= &
Ak Epor
Time Details
May 22 2019 08:03:51 am Reset .
May 222019 08:03:50 am Activated
May 22 2019 08:03:50 am Reset
May 22 2019 08:03:49 am Activated
May 22 2019 08:03:49 am Reset
May 222019 08:03:48 am Activated
May 22 2019 08:03:48 am Reset
May 22 2019 08:03:47 am Activated
May 22 2019 08:03:47 am Reset

Figure 4-24: Acknowledged Alarm History
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4-2.6.2 Alarm Filtering

Click in the Search field and start typing the name of the alarm. As you type the list of alarms will be
filtered to show only those specified by the filter.

Alarms

DateRange Filer sort Search

z

<

H

3

<

&

g

£ i
£ [
Y
o

A: AC1 Fan Fault

[ e - . -
v - v 05/21/2019 10:06:28 pm v o

Figure 4-25: Alarm Filter
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4-2.7 Logging

The Logging screen is used to view custom data logs of a selected item. Log and Alarm blocks can be

viewed.

4-2.7.1 Downloading a Log Graph

1. Specify the time period for the downloaded logs from the Date Range combo.

Date Ran; %e Search

Last Hour >
Today

| Yesterday € < 2019 June 2019 July
Last Week Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu

[~ Last Month
Last Year

All

18 17 18 19 20 21 22

px} 24 25 26 27

Fri

Clear

>

»

Sat

Figure 4-26: Logging - Log Extraction Duration

2. Click one or more Log or Alarm block rows to mark for download.

3. Click Extract to download the logs. You can stop downloading a log graph at any time by clicking
the Stop button. After download, moving the cursor on the graph shows the logged value. You
can zoom the graph by using the mouse wheel and CTRL and SHIFT keys in combination with
the wheel. Hovering over an item on the left, will highlight the line on the graph.

4. Theline under the graph can be adjusted using the handles on either end to show a different

time period.

Daterange search
9/8/19 9:49am -9/8/19 10:49am — .
s — e N
e e = e \,
o~ ~ e -
v| 2 | B A B / N
Nonel| couscse | [Sagsl s s I Ve .
. y \
= - / N
B tlogt . S/ <
s ~ J N
B tlog2 = s N
~. y \
as ~ / N
= s .
Br ulogs .
.
. \
BY Llogs 3
B Liog .
i s Ny
B ulogs N
Br uiogs :
Br Ltlog7 25
Br vlogs ) S S,
NS
Br LSteplog1 h
15
1N 4% BL: Trend L . o
4% BL:Trend Log1 |~
1 Y
W% BL:Trend Log2
. o50Ia0Is 080U GS0T203 | GelvZ0ls  OS0TR0 | 0S0TZ0I 08070 | 0507201 0e/0T/nis o0 oelonm  050T01 | Ge0n0is  007/201
24s%0am  2ds00am  2463am  ZaTodam  24730am  2us00sm  2usd0am  2dv00em  2undam 250 2%030am  25i00em  25u%Mam  25200am
it = 4 |
oo =

Figure 4-27: Logging - Graph Downloaded
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4-2.7.2 Viewing a Section of the Downloaded Data

1. Click and drag the handles at each end of the graph overview at the bottom to change the

viewed range.
2. The graph will dynamically change as the handles are moved.

Figure 4-28: Logging - Viewing Range

DateRange Search
1
List Log Types To Show | View 02
" UL 0.
v * B A e
a1 cotszse | [ o storms st | o 055
L: AC1 Fan Status 0.8
07
L: AC1 Room -
Temperature 06
0s

Lt AC2 Fan Status
055
. L:AC2 Room os
0as

Temperature

W
- -, M, /\/ V

L: AC3 Room

Temperature 02

N ond |
N A | w / \/ '\ /\ f / | \
)\ f \/\/ \/ V\/\/ '\/\/\/ \/\\V/M \/\/ \/\ mﬂ‘\ -/\,v W \/\1\///\'\\ //\\/\ ; /V\\/VN L\\ /\/VF/ ‘
V ‘V ‘

07/31/2019
2:40:00am

07/31/2019

9:50:00am 10:00:00am

‘‘‘‘‘‘‘‘‘

07/31/2019

07/31/2018
10:40:00am 10:50:00am

Figure 4-29: Logging- Graph Range
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4-2.7.3 Printing a Log Graph
1. Use the print shortcut CTRL+P to print the current log view.
2. APrintdialog window will open for specifying your printer.
3. Click OK to print the graph.

Name:  [\\SVR-DCO7\RND Printer

Status: Ready

Type: Kyocera ECOSYS P2135dn KX

Where:  RND Department

Comment: [ Print to file
Print range Copies

@Al Number of copies: 1

() Pages  from: 1

= 3 3 Collate
Selection JEJ ;UEJ

Figure 4-30: Logging - Print Dialog

8192010 Innotech Omni Controlier Web Interface.

Innotech HQ - Omni C20 =INNOTECH—=

080012010 0810912019 0810072019 080972019 080912019 0810872019 0810912019
1039:00 am 10:4300 am 10:44:00 am 10:45:00 am

080972019 0810872019 0810812019
10:40:00 am 10:41:00 am 10:4200 am 1

0810012010 1
10:46:00 am 10:47:00 am 10:48:00 am 10:48:00 am

Legend

L: TimerLog

192.168.30.149/#/logging/index. "

Figure 4-31: Logging - Print Preview

Chrome: Press on the Menu and select 'Print...". Press and select 'Save as PDF' or ‘All Printers..." to select a printer.

Change the page size and copies if required.

Chrome for iPad: At the top right tap More Share, select Print, select printer options and settings, tap Print.

" Safari for iPad: Tap the settings icon, tap Print, tap Select Printer..., tap Print.
I
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4-2.7.4 Exporting to CSV

1. After downloading your log, click the Export to CSV button.

2. You will be promted by your browser to save the file. Save the file to your device, taking note of
the save location.

3. Open the CSV file using a spreadsheet program to view the results.

‘What do you want to do with Innotech HQ - Omni C20 Logs 13_09_2017
11.48_15 am_.csv (83.3 KB)?

Save as Cancel

Figure 4-32: Logging - Save CSV Export?

U * » ThisPC » Downloads »

Search Downloads

Organize Mew folder

-

[ This PC 2

4 Downloads
‘i Local Disk (C:)

Date modified

08:21

Narne Size

B Innotech HQ - Omni Controller 06_09_20...

Type

Microsoft Bxcel C... 5TKB

06/09/2016

|_ﬂ' Network

[Z1CNEL Rl innotech HQ - Omni C20 Logs 13 09 2017 11_48 15 am_.csv]

Save as type:  Microsoft Excel Comma Separated Values File (*.csv)

~ Hide Folders Cancel

Save

Figure 4-33: Logging - Select File Location

= -
HOME INSERT

Calibri
B I U-

L= X
Eg ~
Paste %

Clipboard  Ta

AL

A

B

PAGE LAYOUT FORMULAS DATA

General -

$-%

0 00
a0 &0

&
=-

SESEE 2

11 -
AR
H- A

Font

[F] Number

S

Alignment [F} [F]

Time

€

Innotech HQ - Omni €20 Logs 13_09 2017 11_48_15 am_.csv - Excel

?T

DEVELOPER

REVIEW VIEW

= || %
Cells | Editing

Conditional Formatting =
GFormat as Table~
7 Cell Styles ~

Styles

80 X
TEAM

|Time

Log
Log
Log
Log
Log
Log
Log
Log
Log

4 »

| Innotech HQ - Omni €20 Logs 13_ |

.| Block Nar Value
25:47.2 L
25:42.2 L:
25:37.2 L
25:32.2 L.
25:27.2 Lt
25:22.2 L&
23:17.2 L
25:12.2 L.
25:.07.2 L.

41.9361
42.1552
42.0017
42,0236
42.0236
42.0017
42.0675
42,0456
42,0236

@

H

mo-——

100%

Figure 4-34: Logging - Exported CSV File

Chrome: Press on Export to CSV, follow the onscreen prompts.

Chrome for iPad: Press on Export to CSV, follow the onscreen prompts.

o Safari for iPad: Press on Export to CSV, follow the onscreen prompts.
1
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4-2.7.5 Formatting the Time Field
If you are viewing your CSV file in Microsoft Excel, the Time field will not initially be formatting

correctly. Follow these steps to reformat your Time field.

1. Click the Row Header to select the column.

A 5 I = U

1 |Time Cut

2 il 25:47.2 Ea C

3 il 25:42.3 fj =Ry
BRI i Paste Options:

o 1 il

5 il 25:32.3 D
6-725'2?'2 Paste Special...
7| 25222

8| 25077 It

9| 25121 Delete
10| 25:07.2 Clear Contents

Format Cells...
Column Width...
Hide

Unhide

Figure 4-35: Cell Context Menu

1 C20 Lc

COUN

2. Rightclick a cell and select Format Cells

Protection

Number  Alignment Font Border Fill
Categony:
General Sample
Mumber 13/08/2017 11:25
Currency
Accounting Type:
Date
Time dd/mm,/yyyy hh:mm
Percentage h:mm AM/PM
Fraction h:mm:ss AM/PM
Scientific hh:mm
Texut hh:mm:ss
Special WYY
cizion—— WlET
mm:ss. 0
[h]:mm:ss
_SEEEE) -
R B R

Type the number format code, using one of the existing codes as a starting point.

DE(ELE

[ ok ]| cance

Figure 4-36: Format Cells Window
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3. Choose an appropriate cell format and click ok.

H ©- 3 Innatech HQ - Omni C20 Logs 13_09_2017 11_48_15 am_.csv - Excel T EH - 0O %
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER TEAM
"D &% Calibri MR ] E—f-‘ Custom - EﬂonditionalFormattingv E' #
Eg-|B I U-| A A == - - . 7] =
i B u A A== $ - 9% EFormat as Table Cells | Editing
- |- A & 5= | - <8 8 (7 Cell Styles - . .
Clipboard Font ] Alignment ] Mumber e Styles M
Al - Je | Time ~
A B T D E F G H J -
1 |Time Block Mar Value
2 | 13/09/2017 11:25|L: Log 41.9361
3 | 13/09/2017 11:25|L: Log 42,1552
4 | 13/09/2017 11:25|L: Log 42,0017
5 | 13/09/2017 11:25|L: Log 42.0236
6 | 13/09/2017 11:25|L: Log 42,0236
7 | 13/09/2017 11:25|L: Log 42.0017
8 | 13/09/2017 11:25|L: Log 42,0675
9 | 13/09/2017 11:25|L: Log 42,0456
10| 13/09/2017 11:25|L: Log 42,0236 -
4 » | Innotech HQ - Omni C20 Logs 13_ | @ 4 3

017 1:12  COUNT: 1749

B M o-——F———+ 10

Figure 4-37: Column Reformatted
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4-2.8 Monitor

The Monitor screen displays the current configuration saved on the Omni Controller you are
accessing. Most blocks can be clicked to display more information about that block and click any
output node to view live data from the controller. Some block settings can be edited after clicking.

Only one block's information window can be opened at once. Click the Fit button to fit the entire
configuration in the viewable area or 100% to see the configuration at 100% view.

- :J—;u ki

AC2 Fan Control

AC2 Cooling Control

:r— 102 R 20
s v

AC3 Fan Control

AC3 Cooling Control

e
:

Figure 4-38: Monitor Screen Overview

== Digital Input (Contact)

Is Forced ENB
Forcedvaue [ ] Jor

Figure 4-39: Block Details

» Some block values can be edited while the controller is being accessed with the web server.
« Click a node to see an inspector.
« Double click anywhere in the inspector to view a live graph.
« Many live data inspectors can be opened simultaneously.

User Variable Timer

C. I

1 Time x

43566.7 sec

L: Timer Log

Time Range

Last 2 Minutes

~

Timer, Time (sec)

43566.7

21785.1

35

A mox

4.—‘_|7

08:47:00

08:48:00

Figure 4-40: Omni Live Data Inspector with Graph
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4-2.9 Settings

The Settings Screen has multiple categories for configuring your Omni Controller. Settings shown will

be applicable to the model and settings of the controller.

The Settings section has many sub-sections for configuring your Omni Controller. Use these links to

quickly move to the section you require.

Table 4-2: Settings Section Index

[Name _____|section __|Page

Device 4-2.9.1 59
Protocols 4-2.9.2 60
Port Assignment 4-2.9.3 62
Date & Time 4-29.4 70
Web Access 4-2.9.5 76
Security 4-2.9.6 85
Display Access 4-29.7 89
Logging 4-2.9.8 90
System Units 4-2.9.9 91
Access Levels 4-2.9.10 92
Address Book 4-2.9.11 96
Notifications 4-29.12 98
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4-2.9.1 Device
The Device Settings are simply for naming and describing your Omni Controller. Naming it something
meaningful will assist with identification on larger systems. The name specified here will show on the
controller's HMI if it is fitted.

1. Entera Name, Description, Location and Site Details for the Omni Controller.

2. Click Update.

Device Settings

Name

Factory Default ‘

Description

Set to Factory Defaults ‘

Location

Uninstalled ‘

Site Details

Name Innotech HQ

Street Address 12 Mckechnie Drive

City/Suburb Brisbans

Postal Code 4113

Australia

State/Province ‘ QLD ‘
Country ‘ ‘

Figure 4-41: Settings - Device

Figure 4-42: HMI Showing Device Name
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4-2.9.2 Protocols

Select a protocol from the list in the menu at the left. Follow the steps below to change the Protocol
Settings for the Omni Controller.

BACnet Settings
Click BACnet at the left to select the BACnet settings. Enable the protocol to modify the settings.

Device Settings
1. Enable the BACnet protocol.
2. Enter settings as required.
3. Click Update to update your Omni Controller.

BACnet Settings
BACnet Protocol E ENABLED

Device Instance ‘ 2148 ‘

APDU Timeout ‘ 6000 ‘ ms ‘

APDU Retries ‘ 3 ‘

Segmentation Timeout ‘ 5000 ‘ ms ‘

Globals Broadcast EENABLED

Broadcast Interval ‘ 30 ‘ sec ‘

Update Cancel

Figure 4-43: Settings - Protocols (BACnet Device Instance Settings)

Innotech Protocol
1. Clickthe slider to enable or disable the protocol.
2. Enter a number in the Device Address text box.
3. Click Update to update the Omni Controller.

Innotech Settings

Innotech Protocol E ENABLED

Device Address | 1

Update Cancel

Figure 4-44: Settings - Protocols (Innotech Protocol)
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Modbus Protocol
1. Click thesliderto Enable or Disable.
2. Click Update to update the Omni Controller.

Modbus Settings
Modbus Protocol E ENABLED

Figure 4-45: Settings - Protocols (Modbus Protocol)
0 The Omni Controller must have a Modbus feature licence installed to utilise the Modbus protocol.

ISS Protocol
1. Clickthesliderto Enable or Disable.
2. Click Update to update the Omni Controller.

ISS Settings

ISS Protocol E ENABLED

Update Cancel

Figure 4-46: Settings - Protocols (ISS Protocol)
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4-2.9.3 Port Assignment

Clicking Port Assignment will select the first item (Ethernet) by default. Follow the steps below to
change the Port Assignment for the Omni Controller.

Ethernet
Select Switch or Dual from the Mode combo box to change the settings (Switch/Dual selection not
available for C14 Models).

1.

2.
3.
4

Ethernet Settings

Select Switch or Dual Mode.

If Dual is selected, select either Port A or Port B.

If not already selected, click Configuration under the TCP/IP heading.

Edit the Configuration settings at the right as required for your network. The MAC Address is also
shown in the TCP/IP Ethernet settings and cannot be edited.

When complete, click Update to update your Omni controller.

ode | Dua ~ PORT A - CONFIGURATION

Netmask ‘ 255.255.255.0 ‘
Gateway ‘ 192.168.30.1 ‘
Configuration
DNS 1 ‘ 0.00.0 ‘
Protocols ons2 [ on00 ‘

nnotech TCP MAC Address ‘ lceerlclcee:le
BACIP Local
BACIP Public

Modbus TCP

Figure 4-47: Settings - Port Assignment (Ethernet)
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Innotech TCP
1. Click the switch to enable Innotech TCP.

2. Specify a TCP Port Number (or accept the default settings).
3. Click Update to update the controller.

Ethernet

. PORT A - INNOTECH TCP
TCP/'P TCP Port ‘ 20000
Configuration
Protocols

Innotech TCP

BACIP Local

BACIP Public

Modbus TCP

Figure 4-48: Settings - Port Assignment (Innotech TCP)
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BACnet IP

BACnet IP Local Settings - Device Mode

Click the switch to enable BACIP Local.

Change the Mode to Device.

Enter the Network Number and UDP Port (or accept the default settings).
Click Update to update your Omni Controller.

Ao

Ethernet Settings

Made  Suten - PORT A - BACIP LOCAL
st [ Jeve

TCP/IP . \

worr [ 110 \

Protocols

Figure 4-49: Settings - Port Assignment (BACnet IP Local Device Mode Settings)

BACnet IP Local Settings - Foreign Device Mode

Click the switch to enable BACIP Local.

Change the mode to Foreign Device.

Enter the Network Number and UDP Port (or accept the default settings).
Enter the BBMD Port and Address.

Specify a Time to Live value in seconds.

Click Update to update your Omni Controller.

oukwhE

Ethernet Settings
Mode  Switch v PORT A - BACIP LOCAL

encetocal [ Jensereo
TCR/IP W

Configuration UDP Port ‘ 47808

Protocols

BBMD Address. ‘ 0000

nnotech TCP

Mode | Foreign Device v‘

BBMD Port l 47808

BACIP Local

Time to Live ‘ 0 ‘ sec ‘

BACIP Public

Modbus TCP

Figure 4-50: Settings - Port Assignment (BACnet IP Local Foreign Device Mode Settings)
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BACnet IP Local Settings - BBMD Mode

Click the switch to enable BACIP Local.

Change the mode to BBMD.

Enter the Network Number and UDP Port (or accept the default settings).

Edit a BBMD Maximum Foreign Device value.

In the Distribution Table, enter an IP and Port and click add to the item to the table.
Click Update to update your Omni Controller.

ok whE

Ethernet Settings

Mode  Switch M

PORT A - BACIP LOCAL

TCP/IP

eacetocal [ ensereo

——

Configuration

Protocols
Innotech TCP

BACIP Local

BACIP Public

Modbus TCP

wopport [ 47600

Mode ‘ BBMD

FU——

Distribution Table /P Address Port Operation

[

Update Cancel

Figure 4-51: Settings - Port Assignment (BACnet IP Local BBMD Mode Settings)

BACnet IP Public Settings

Click the switch to enable BACnet IP Public.

Enter a Network number, maximum foreign devices, UDP port and Public IP Address.
In the Distribution Table, enter an IP and Port and click add to the item to the table.
Click Update to update your Omni Controller.

N

Ethernet Settings

TCP/IP

Protocols
nstecn TP
8P Locs

B pusic

Modbus TCP

PORT A - BACIP PUBLIC

Figure 4-52: Settings - Port Assignment (BACnet IP Public Settings)
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Modbus TCP

1. Click the switch to enable Modbus TCP.

2. Enter the Response Timeout (or accept the default settings).
3. Click Update to update the controller.

Ethernet Settings

Mode  Switch

PORT A- MODBUS TCP

Modbus TCP .j EensBLED
TCP/IP

Response Timeout ‘ 3000

Configuration

[ =]
Protocols

nnotech TCP

BACIP Local

BACIP Public

Modbus TCP

Figure 4-53: Settings - Port Assignment (Modbus TCP Settings)

0 The Omni Controller must have a Modbus feature licence installed to utilise the Modbus protocol.
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RS-485
Click an RS-485 port at the left to configure the settings. Select a protocol to show the settings.

RS-485 Settings

Ports SETTINGS

Figure 4-54: Settings - Port Assignment (RS-485 - Select Protocol)

0 Omni REM is only available on Port 3.

Innotech Net
1. Enter/Select details as required.
2. Click Update to update your Omni Controller.

RS-485 Settings

Ports SETTINGS

Protocol | Innotech Net -

Port1
BaudRate | 9600 M

ora

Message Speed Limit ‘n ‘ me

Update cancel

Figure 4-55: Settings - Port Assignment (RS-485 - Innotech Net Protocol)
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Innotech Global
1. Enter/Select the details required.
2. Click Update to update your Omni Controller.

RS-485 Settings
‘ Ports SETTINGS

Regeneration Timeout

Update Cancel

|

Figure 4-56: Settings - Port Assignment (RS-485 - Innotech Global Protocol)

BACnet MS/TP
1. Enter/Select details as required.
2. Click Update to update your Omni Controller.

RS-485 Settings
| ports SETTINGS

Powcl | BAChavsT |

| rons —
savdrate [ o0 -

o2
Node Address
Port3

Network Number

MaxMasters | 127

I

Max Info Frames.

Figure 4-57: Settings - Port Assignment (RS-485 - BACnet MS/TP)
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Modbus RTU
1. Enter/Select details as required.
2. Click Update to update your Omni Controller.

RS-485 Settings
Ports SETTINGS

Protocol | Modbus RTU v
BaudRate | 4800 v

Figure 4-58: Settings - Port Assignment (RS-485 - Modbus RTU)

Omni REM
1. Select Omni REM if you have an Omni U10 REM connected to your RS-485 port.
2. Click Update to update your Omni Controller.

RS-485 Settings
Ports SETTINGS

Protocol | Omri REM -

Figure 4-59: Settings - Port Assignment (RS-485 - Omni REM)

RS-485 Port 2 & 3 Port Assignment is configured in the same way as detailed for Port 1. C14 only has two RS-485
ports. This is reflected in the settings.

You can only have one Innotech Net and one Innotech Global port configured on the Omni to connect to an Innotech
RS-485 network of devices. All three ports can be set to BACnet MS/TP if required.
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4-2.9.4 Date & Time

Local Settings
Click Date & Time and then Local Settings.
1. Specify the time, date, time zone and display format for the Omni Controller.
2. Select your country and time zone from the Country and Time Zone combo boxes or select your
time zone on the map.
3. Click Update to update the controller when done.

Local Settings

Location

Manual

H

DISABLED

Country | Australia

Province | Queensland

city | Brisbane

Date & Time

Current Time 15:37

Current Date 09/08/2019

Use Local

I

Date Display Format | dd/mmiyyyy

Time Display Format | 24 Hours v

Figure 4-60: Settings - Date and Time Local Settings

When an Omni device is configured at Innotech address one (default), it is the Innotech time master and will time
sync all attached Innotech devices connected to the Net and Global comms port.

Map and Manual Modes
1. To setthe local time zone using Map mode, select the Country, Province (State) and City. Click
Update to update the controller.
2. Tosetthe local time zone using Manual mode, specify the Latitude, Longitude and select the
Time Zone. Click Update to update the controller.

Location Location
Manual EENABLED Manual EDISABLED
Longitude Deg Province Queensiand

II

Time Zone Australia/Brisbane ~ City Brisbane

Figure 4-61: Settings - Date and Time Location Modes

E IMPORTANT

« Northern Latitudes are specified with a positive number, southern Latitudes should be specified with a negative
number as in the right-side image above.

« Eastern Longitudes are specified with a positive number as in the right-side image above, western Longitudes
should be specified with a negative number.

« Example: 27.45503S / 153.0351E is equal to -27.45503 / 153.0351.
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Daylight Savings
Click Daylight Saving to view Daylight Savings details for your selected timezone. If the selected
Timezone does not have Daylight Savings, no information will be available.

Daylight Saving Settings

Australia/Sydney

2018 2019 2020
Clock Backwards (AEST) Sun Apr01 2018 03:00am Sun Apr 07 2019 03:00am Sun Apr 052020 03:00am
Clock Forwards (AEDT) Sun Oct07 2018 02:00am Sun Oct 06 2019 02:00am Sun Oct 04 2020 02:002m

Figure 4-62: Settings - Date and Time Daylight Savings

Daylight Saving Settings

No Daylight Saving For Australia/Brisbane

Figure 4-63: Settings - Date and Time Daylight Savings Unavailable
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Network Time Protocol
Click NTP to set the Network Time Protocol (NTP) settings for the Omni controller.

NTP Settings

Server or Client Disabled ~

Figure 4-65: Settings - Date and Time NTP Settings

Server
Select Server from the combo box to set the Omni controller as the server for other devices on the
network.

NTP Settings

Serveror Client ‘ Server v ‘

Server1 ‘ 192.168.30.189 ‘

Server2 ‘ ‘

Figure 4-66: Settings - Date and Time NTP Server Settings

time sync any locally connected Innotech devices and BACnet devices, as described elsewhere, if required via the

0 The Network Time Protocol is used to set this Omni's Time and Date via a NTP server. The configured Omni can then
configurable options.

Client

Select Client from the combo box to enable the Omni controller to sync its time settings from a
specified server. The server specified is an IP address. Two servers can be specified for a backup. The
IP can be a Server specified Omni Controller or other time server available on your network.

NTP Settings

Server or Client ‘ Cliznt V‘

Server 1 ‘ 192.168.30.189 ‘

Server 2 ‘ ‘

Figure 4-64: Settings - Date and Time NTP Client Settings
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BACnet Time Sync

Select a Time Sync Accepted item from the combo and then click the Transmit Time Sync Enabled
button to show further settings. The interval settings specifies the interval at which Time sync
messages are transmitted.

After editing your settings, click Update to update your controller.

BACnet Time Sync
Time Sync Accepted | Local ~ ‘
Transmit Time Sync E ENABLED
Interval | 60 ‘ min |
Align Intervals E ENABLED
Interval Offset | (1] ‘ min |
Local Recipients
P Network Operation Object Type Instance Operation
| Device
UTC Recipients
iP Network QOperation Object Type Instance QOperation
| Device
Cancel

Figure 4-67: Settings - Date and Time BACnet Time Sync Settings

BACnet time sync is used to synchronise the date and time across a BACnet network. When the Transmit Time Sync

ﬂ is enabled the device is responsible for synchronising the recipient's date and time to match its own. The Recipient
must be configured to accept Time Sync messages. For Omni devices this is done via the Time Sync settings, for
other BACnet devices this would have to be configured as per their own settings.

Once configured the Omni device will transmit Time Sync messages based on the Interval and other settings
selected. Both Local Time sync messages or UTC Time sync messages can be transmitted. Local Time syncs will set
the Recipients date and time to exactly match the Master device. This is useful in situations where BACnet devices
do not support Timezones. UTC Time syncs will cause the Recipients date and time to synchronise to the Masters but
it will apply it's own timezone offset. This is useful in situations where the BACnet device support timezones and the
BACnet network may be connected across multiple zones.

Best practice for Omni devices is to use UTC time syncs and have the Timezone set correctly.
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Table 4-3: BACnet Time Sync Settings

(satting__|Doserption______________________|

Can be set to None, Local, UTC or Both. This setting means that the device
will accept Time Sync requests from other BACnet devices on the network.

Local - The Local Time is uses to synchronise the recipient's date and time.
Time Sync Accepted  This is best used when the recipient does not support timezones.

UTC - The Global UTC Time is used to synchronise the recipient's date and
time. This is best used when the recipient supports timezones.

Note: The timezone needs to be correctly set on all devices.

Enable this device as a Time Sync Master - this option will send time sync

Transit Time Sync messages to the network.

Interval Interval at which the time sync occurs.

When enabled and the Interval is a factor of (divides without remainder)
Align Intervals an hour or day, then the beginning of the period specified for time
synchronisation shall be aligned to the hour or day, respectively.

Allows the time sync to be offset by a number of minutes from the alignment
with the hour or day.

Interval Offset The offset used shall be the value of [Interval Offset] modulo [the value of
Interval]. For example if Interval_Offset has the value 31 and Interval is 30,
the offset used shall be 1 minute.

This table lists the Local and UTC recipients to be time synced with this
Recipient Lists device. You can enter information for Network devices, BACnet objects or
both. All items listed will be synced.

Time Sync Accepted None ~

None

Local

utc

Both

Figure 4-68: Settings - Date and Time BACnet Time Sync Accepted

Transmit Time Sync E ENABLED

Interval ‘ 60 ‘ min ‘

Align Intervals E ENABLED

Interval Offset ‘ 0 ‘ min

Figure 4-69: Settings - Date and Time BACnet Transmit Time Sync

Local Recipients

P Network Operation Object Type Instance Operation

192.16830.183 1 Edit Remove Device 2100 Edit Remove

255255255255 65535 Edit Remove Device \—‘

192.168.30.42 65535 Edit Remove

255.255.255.255 1 Edit Remove

Figure 4-70: Settings - Date and Time BACnet Time Sync Recipients
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Table 4-4: Recipient Settings via BACnet Address

Address Network
Node/IP Specific Broadcast
1 192.168.x.x v x x v x x
1 255.255.255.255 v x x x x v
1 110 v x x x v x
0 192.168.x.x x v x v x x
0 255.255.255.255 x v x x x v
0 110 x v x x v x
65535 192.168.x.x x x v v x x
65535 255.255.255.255 x x v x x v
65535 110 x x v x v x

Network Number values in the table relate to the following: 1-65534 (a specific Network on the BACnet
Internetwork), 0 (Local Broadcast), 65535 (Global Broadcast).

To send a Time sync to a specific BACnet MS/TP device then specify the MSTP Node Addresses of the device (0-255).
To broadcast to all MSTP devices then use the Broadcast Address of 255.255,255.255.

&

Time Sync Master

Local Network Global Network

Figure 4-71: Settings - Date and Time Indicative Network Layout

Local BACnet Network devices are connected to the Time Sync Master. Global BACnet network devices are
connected via devices connected to the Time Sync Master.
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4-2.9.5 Web Access

General
The General Settings page is for changing the web access settings for the controller. After changing
the settings, click Update to update the Omni Controller.

General Web Access

HTTP Port | 80 |

HTTPS Port | 443 |

Redirect to HTTPS E EMABLED

Session Timeout | 7200 | sec

Maximum Logins | 5 |

Figure 4-72: Settings - Web Access - General

HTTPS Information

Introduction

HTTPS connection is a protocol for secure communication over a computer network which is widely
used on the Internet.

HTTPS provides two main benefits to the user.

1. Trust
It provides authentication that the webserver you want to communicate to is actually the one
you think it is. This protects against man-in-the-middle attacks.

2. Encryption
It provides bi-directional encryption of communications between a client and server,
which protects against eavesdropping and tampering with or forging the contents of the
communication.

From the page (shown on the previous page) you have the ability to specify a secure HTTPS port.

Enabling Redirect to HTTPS will ensure that if the IP is entered in the browser without HTTPS,; it will
automatically redirect the browser to the secure page.

On sites that the Omni is port forwarded to an external IP and you want to use https, you will also need to port
forward the HTTPS port as well as the HTTP port.

By default HTTPS is always available it you want to use it. To use HTTPS, simply enter in a browser
https://IPAddress like below.

0O Omni Controller

®» 4+
< ) n O hittpsy//192.168.30.183/

Figure 4-73: Settings - Web Access - HTTPS Address In Browser
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Certificate Information & Installation

By installing a certificate on your computer or tablet, your Omni connection will become a trusted
connection. Browsers can give you information about the https connection. Normally by the colour
of the https lock will let you know if the connection is secure. For example: in Chrome (computer) you
can get more information by clicking on the https lock and get access to the following information by
clicking on the Details link.

If a certificate is not installed, you may see a screen like below.

[ Privacy error x
€« C' | (3 bers://192.168.2.130 o=

Your connection is not private

Attackers might be trying to steal your information from 192.168.2.130 (for example,
passwords, messages, or credit cards).

ADVANCED Back to safety

Figure 4-74: Settings - Web Access - Untrusted Connection (Chrome)

This error means that the browser cannot verify the trust component of HTTPS. If the user continues
the connection s still secure, but the Omni certificate is unknown to the browser. The browser
doesn't know if the certificate is really who it says it is and therefore tells the user that there might be
anissue.

You can continue on from this error by clicking advanced and the connection will still be secure,
however it will always have a red line through https whenever you go to this device.

Browsers base trust on if the certificate is chained or derived from a "Trusted Root Certificate
Authority" certificate that is installed into the browser's certificate store by default. There are many
places you can get or purchase certificates from. The free certificates expire after about 60 days, and
the longest one you can purchase works for about 3 years.

As such we are unable to install a trusted certificate into the Omni by default as eventually they will
expire and also you have to purchase them for a particular domain the site will be using.

We have made and Innotech "Trusted Root Certificate Authority" certificate which the user can
import to their computer or device and when they access any Omni controller anywhere, the browser
will trust it and you will not get any warnings or red locks symbols etc.

For a business with a managed IT network, the IT department would be able to include our certificate
to be automatically installed into the machines they manage. However, you can also manually do

it various ways. The certificate must be installed into the "Trusted Root Certificate Authorities"
certificate store on your computer.
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Certification Installation - Computer
1. Double click the certificate file and click Install Certificate.

n  Certificate =

Gereral Details Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

# All issuance policies
# All application policies

Issued to: Innotech

Issued by: Innotech

valid from 23-Jun-16 to 22-Jun-21

Install Certificate... ||| Issuer Statement

OK

Figure 4-75: Settings - Install Certificate Window

0 The Innotech Certificate is available for free by contacting your Innotech representative.
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2. Select Current User or Local Machine (depending on your preference) and click Next.

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
@ Current Uiser
() Local Machine

To continue, dick Mext.

Cancel

Figure 4-76: Settings - Certificate Import Wizard

3. Select "Place all certificates in the following store" and click Browse. In the window, select
"Trusted Root Certification Authorities" and click OK. Click Next and OK to finish installing
the certificate.

Select Certificate Store >

Select the certificate store you want to use.

| Personal ~
| Enterprise Trust

| Intermediate Certification Authorities

" Trusted Publishers

I 1t etad Cartifiratas
< >

€ £¥ Certificate Import

Certificate Store
Certificate stores

[ show physical stores

Windows can autol Cancel ation for
the certificate.

(O) Automatically select the certificate store based on the type of certificate
Ig) Place all certificates in the following smrel

Certificate store:

| |I Browse... |

Caneel

Figure 4-77: Settings - Select Certificate Store
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Certification Installation - Android
This procedure provides details on installing HTTPS Certificates on the most common Android tablet

types.

Installation of the security certificate on an Android device requires that a secure pin, password or
security pattern be set on the device.

1. Connect your Android tablet to your computer via a USB cable. You may be asked if you
wish to allow access via USB, if so select Yes.

Use USB for file transfers?

Only allow file transfers using computers you
trust. Your phone's data will be accessible when
connected.

CANCEL YES

Figure 4-78: Settings - Android Certificates (USB Confirmation)

2. Copy the innotech-omni-CA.crt file to your Android device.

3. Find the file on your Android device and press on the .crt file to open.

4. Press OK.
If you do not have security setup on your device, a popup appears which says "To use
credential storage, set the screen lock type pattern, PIN or password". Set a code or pattern.

Name the certificate

Certificate name:
innotech-omni-CA

Credential use:

VPN and apps v

The package contains:
one CA certificate

CANCEL

Figure 4-79: Settings - Android Certificates (Name the Certificate)
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5. Afterinstallation, "Innotech Omni CA installed" will appear on the screen.

innotech-omni-CA is installed.

Figure 4-80: Settings - Android Certificates (Install Confirmation)

To view the certificate:
Samsung Tab A (v6.0.1): Go to Settings > Lock Screen and Security > Other Security Settings > View
Security Certificates. Tap on Users. Tap Innotech Pty Ltd to view the details of the security certificate.

Security certificate

Innotech +

Issued to:

Common name:
Innotech

Organisation:
Innotech Pty Ltd

Organisational unit:

Serial number:
00:8B:19:7F:BC:15:0C:00:A8
Issued by:

Common name:
Innotech

Organisation:
Innotech Pty Ltd

Organisational unit:

Validity:
Issued on:
23/06/2016
Expires on:
22/06/2021

Fingerprints:

SHA-256 fingerprint
4C:4E:DF:ABBE:6B:31:07.0C:6A:95:42:C3:D6:4F:
61:B1:28:06:05:CB:BF:E2:59:8C:0B:17.C8:85:A8:1F:39

SHA-1 fingerprint
A1:BE:BA:B4:FC:01:CD:A5:00:01:89:0D:11:7C:1AFFO:BE:BA:AT:5A

REMOVE

OK

Figure 4-81: Settings - Android Certificates (View Certificate)

4w, The Android procedure was tested with Android v6.0.1 using a Samsung Galaxy Tab A.

&
Android is a registered trademark of Google Inc.
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Certification Installation - iPad
This procedure provides details on installing HTTPS Certificates on the iPad tablets.

The easiest way to install a HTTPS Certificate on an iPad is by sending the certificate to the iPad via

email.

=

Once the file is downloaded, press on the file.

2. After pressing on the file, the iPad will show some notices about being a trusted file and the

verified Innotech security certificate is ready for use.

3. The certificate can be found in:

Settings > General > Profile > Innotech > Certificate

After installation a secure connection should be seen when connecting to your device.

If email is unavailable on your device, you can copy the certificate to your device using iTunes.

Viewing the Certificate

1. Inthe settings select General and press Profile.

iPad =

Settings

Aeroplane Mode

1:37 pm

General

USE SIDE SWITCH TO:

Lock Rotation

27% W

Wi-Fi Innotech Business
Bluetooth Mute v
Rotation Lock is available in Control Centre.
Notifications Storage & iCloud Usage
Control Centre Background App Refresh
Do Not Disturb
Restrictions Off
{& General
Display & Brightness Date & Time
Wallpaper Keyboard
Sounds Language & Region
% Siri Dictionary
B Passcode
I iTunes Wi-Fi Sync
\E\ Battery
VPN Not Connected
m Privacy
Innotech
iCloud
o developer@graficasoftware.com
Regulatory
iTunes & App Store
Reset
Mail
B

Figure 4-82: Settings - iPad Certificates (General Settings)
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iOS

2. Pressthe Innotech Profile.

iPad =

Settings

Aeroplane Mode
Wi-Fi Innotech Business

Bluetooth off

Notifications
8 Control Centre

Do Not Disturb

Display & Brightness
Wallpaper

Sounds

= sii

Passcode

) Battery

m Privacy

o iCloud

developer@graficasoftware.com

iTunes & App Store

Meail
i

1:37 pm

< General Profile

CONFIGURATION PROFILE

@ Innotech

27%M

Figure 4-83: Settings - iPad Certificates (Available Profiles)

3. The certificate will be shown.

iPad =

Settings

Aeroplane Mode
Wi-Fi Innotech Business

Bluetooth off

Notifications
8 Control Centre

Do Not Disturb

Display & Brightness

>

Wallpaper
Sounds
Siri
Passcode

Battery

coemdes

Privacy

iCloud

developer@graficasoftware.com

© »

iTunes & App Store

Algorithm RSA Encryption
Parameters none
Mail
- S

1:38 pm

< Innotech Innotech
SUBJECT NAME

Country

State/Province

Locality

Organisation

Common Name

Email Address

ISSUER NAME
Country
State/Province
Locality
Organisation
Common Name

Email Address

SIGNATURE ALGORITHM

Algorithm SHA-256 with RSA Encryption

Parameters

PUBLIC KEY ALGORITHM

support@innotech.com.au

support@innotech.com.au

27%M

AU

Queensland
Brisbane
Innotech Pty Ltd

Innotech

AU

Queensland
Brisbane
Innotech Pty Ltd

Innotech

none

Figure 4-84: Settings - iPad Certificates (Profile Details)

The iPad procedure was tested with an iPad Mini 2 using i0S® 10.
10S®is a registered trademark of Cisco Inc., licensed to Apple Inc.
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Images

The Images Settings page is for changing the Site Logo and Wallpaper for the Log In screen.

Click Select File and a dialog box will open for selecting your desired image file. Click Update to
update the Omni controller after selection. Image types include and are not limited to .bmp, .gif, .jpg
& .png. Files should be limited to 2MB.

Images

 WALLPAPER

v LOGO

Figure 4-85: Settings - Web Access - Images

Network

The Network Settings page is for setting access to the Omni network. Select the Access Type (Internal
Access or External Access) from the combo box.

Enter an IP Address and click the green add button to add Omni controllers to the Web Server
network. The order that devices are added in this screen is the order devices are shown on the
Network tab when sorting by default. Device names will be determined from the Device settings.
Devices listed here can be accessed (after login) from the Network screen.

Click Update to update the Omni controller after making changes (restart required).

Settings

Web Network Master E ENABLED

Internal Access ~

Access Type

Omni Network

192.168.30.149 Edit Remove

Figure 4-86: Settings - Web Access - Network
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4-2.9.6 Security

SSL Certificate

All Omni controllers can generate security certificates for connecting to your controller using https.
In this section, choose to either use the Omni generated security certificate or a 3rd party certificate.

Add an Alternative Name (DNS) if required and click Update, then click Regenerate Certificate to
create a new Security Certificate.

E IMPORTANT

Regenerating a new certificate will erase the existing certificate.

SSL Certificate Settings
Use 3rd Party Certificate Iil DISABLED

Certificate Details

@ View Certificate

Alternative Names

Regenerate Certificate

Figure 4-87: Settings - Security - Use Omni Certificate

Validity

Valid From 19/10/2017 14:39

Valid To 18/10/2022 14:39
Issuer

Country AU

State Queensland

Location Brisbane

Organisation Innotech Pty Ltd

Common Name Innotech

Email support@innotech.com.au
Subject

Country AU

State Queensland

Location Brisbane

Organisation Innotech Pty Ltd
Organisational Unit Omni

Common Name 192 168.30.183
Alternative Names (IP) 192.168.30.183 192.168.2.101
Aliernative Names (DNS)

Figure 4-88: Settings - Security - View Current Certificate
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3rd Party Certificates

Click the button use 3rd Party Certificates to prepare a Certificate Signing Request for your 3rd party
certificate provider or to upload your certificate.

Security Certificate

Use 3rd Party Certificate

Certificate Details

E ENABLED

Public IP Address [ Domain Name

Alternative Names

Certificate Subject

192.168.30.149

Organisation

Department

Country

Province

City

Innotech

R&D

Australia

QLoD

Eight Mile Plains

Update Cancel

Figure 4-89: Settings - Security - Enable 3rd Party Certificates

IMPORTANT

Use with caution, downloading a new CSR will invalidate any previous CSR's that you have not uploaded certificates

for.
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Before uploading a 3rd party certificate you need to send your CSR (Certificate Sigining Request) file
to the 3rd party certificate supplier.

Fillin the Certificate Details and Certificate Subject section.

Click Update.

Click Download CSR, read the warning, click Continue and save the file to your computer.

The CSR needs to be provided to the certificate supplier. Once approved, they may send you
back a .crt file or they will the security certificate code to be pasted into a text file, which should
be saved with a .crt extension.

SECURITY WARNING

© Proceeding will invalidate any previous CSRs that have been downloaded.
Please read the help and only proceed if you fully understand the security
consequences. The current certificate will remain active until a new certificate
is uploaded.

Figure 4-90: Settings - Security - Download CSR Warning

HONE

What do you want to do with innotech-omni.csr?
Save as Cancel

From: 192.168.30.183

Figure 4-91: Settings - Security - CSR Save Dialogue

5. Click Upload Certificate, read the security warning and click Continue.
6. Usethe dialog to select your certificate file to upload to the controller.

SECURITY WARNING

@ Proceeding will generate a new security certificate for this device. Please
read the help and only proceed if you fully understand the security
consequences.

Figure 4-92: Settings - Security - Security Warning

Upload New Certificate

Supported file types: .crt

Cancel

Figure 4-93: Settings - Security - Upload New Certificate Dialogue
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Data Sharing
When linking your calendar software such as Outlook to your Omni controller, use the IP address

listed here.

The URL's and Username is not editable, only the Password can be changed. After entering a new
password, click Update to save your changes.

Calendar & Address book

Calendar URL ‘ https://192.168.30.149/baikal’/html/cal.php/calendars/innotech/ ‘

Address Book URL ‘ https:/192.168.30.149/baikal/html/card php/addressbocksiinnotech/ ‘

Username ‘ innotech ‘

Password ‘ JR— @

Figure 4-94: Settings - Security - Data Sharing

Config Protection
Click Enable or Disable to configure the Configuration Security loaded onto the device.

Click Update to save your changes.

Config Protection Settings
Config Security EENABLED

Update Cancel

Figure 4-95: Settings - Security - Config Security
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4-2.9.7 Display Access
The Display Access Settings page is for setting access control and session timeout for the controller
HMI (if fitted).

Click Update to update the Omni controller after making changes.

Display Access Settings
Access Control EENAELED

Session Timeout | 30 | sec

Update Cancel

Figure 4-96: Settings - Display Access
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4-2.9.8 Logging
The Logging settings are for specifying the default diagnostic log interval and the system log level.

1. Change the settings as required.
2. Click Update to update the Omni Controller.

Logging Settings

Diagnostic Point Log Interval | 60 | min

System Log Level | Notice v|

Figure 4-97: Settings - Data Logging

System Log Level
The System Log Level combo specifies what data is logged.

System Log Level Notice A

Warning

Figure 4-98: Settings - System Log Levels

Table 4-5: System Log Levels

Emergency Severe error events, system unusable.

Alert Severe error events that would require immediate action.

Critical Severe error events, critical condition.

Error Error event that might still allow the system to continue running.

Warning Message about potentially harmful situations.

Notice Messages that highlight the progress of the system at the highest level.
Information Messages that highlight the progress of the system at a course-grained level.
Debug Events that are most useful to debug an application, contains detailed info per

operation.
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4-2.9.9 System Units

This section is used for setting the system units for the Omni controller. By default this setting will
be set to Auto Detection Enabled. When this setting is set to Auto Detection, the time zone will
determine if the system units will be Metric or Imperial.

If you wish to manually choose the system units, click the slider to disable the Auto Detection and
select Metric or Imperial from the Units combo box.

0 This setting can only be set using the Web Server and cannot be changed using the HMI.

System Units Settings

Auto Detection Iil DISABLED

Units Metric

Update Cancel

Figure 4-99: Settings - System Units - Auto Detection Enabled
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4-2.9.10 Access Levels

This section is used to view access level groups. There are 6 preset access levels: Commissioner,
Engineer, Facility Manager, Adjuster, Observer and Administrator as well as No Access. Each level has
different access allowed to the web server. These access levels cannot be edited. You can, however,
enable or disable contact hours for a group.

The Omni web server also has 3 fully customisable access levels.

After editing a custom item, click Update to update your Omni Controller.

Access Levels

Groups

COMMISSIONER PERMISSIONS

Settings  Enabled © Details
Devicelnfo  Enabled © Details

Documents  Edit

Figure 4-100: Settings - Access Levels

Table 4-6: Access Levels

Access Level

Permissions

Edit Edit Edit Edit Enabled Enabled Edit

Commissioner Edit

Engineer Edit Edit Edit Edit Edit  Enabled Enabled Edit
Facility Manager Edit Edit Edit Edit View  Enabled Enabled Edit
Adjuster Edit Edit Edit Edit None Enabled Enabled View
Observer View View View View None Disabled Enabled  View
Administrator None None None None None Enabled Enabled None
No Access None None None None None Disabled Disabled None

Q Watches

@ Schedules

@ Alarms
@ Logs

@ Monitor

@ Settings @
Q Device Info @
@ Documents
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COMMISSIONER - SETTINGS PERMISSIONS

Protocols  Edit

Port Assignment  Edit

Date &Time  Edit

WebAccess  Edit

Security  Edit

DisplayAccess  Edit

Logging  Edit

System Units  Edit

Access Levels  Edit

AddressBook  Edit

Notifications  Edit

Figure 4-101: Settings - Access Levels Settings Permissions

Table 4-7: Access Levels - Settings Permissions

Permissions

Access Level @ | 3 6 | @ ©)
Commissioner Edit Edit Edit Edit Edit Edit Edit Edit Edit Edit Edit
Engineer Edit Edit Edit Edit Edit Edit Edit Edit Edit Edit Edit
Facility Manager None None None Edit None None None None None None None
Adjuster None None None Edit None None None None None None None
Observer - - - - - - - - - - -
Administrator None None Edit Edit None None None None Edit Edit Edit
No Access - - - - - - - - - - -

Logging

Q Device
@ Protocols

@ Port Assignment

System Units
Access Levels
@ Date & Time Address Book

Notifications

eB0E®

@ Web Access

@ Display Access
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COMMISSIONER - DEVICE INFO PERMISSIONS

performance  Edit

Device Status  Edit

UIo Status  Edit

BACnet Client  Edit

Modbus Client ~ Edit

SystemLogs  Edit

Legalinfo  View

Figure 4-102: Settings - Access Levels Device Info Permissions

Table 4-8: Access Levels - Device Info Permissions

Permissions

Access Level

Commissioner Edit Edit Edit Edit Edit Edit Edit View Edit
Engineer Edit Edit Edit Edit Edit None Edit View  None
Facility Manager  Edit View View View View None  View View None

Adjuster View View View View View None  View View None
Observer - - - - - - - - -
Administrator Edit View View View View None  View View None
No Access - - - - - - - - -
Q Sessions @ BACnet Client

@ System Versions @ System Logs

@ Performance @ Legal Info

@) Device Status ©) PHPInfo

@ UIO Status
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Creating a Custom Access Level
1. Name your custom access level.
2. Click an option for each item in the list.
3. If enabling Settings or Device Info permissions, click the Details button to customise each
section. Click Update when done.
4. After you have completed the changes, click Update to update the controller.

CUSTOM 1 PERMISSIONS

Description | User Defined

Watches None View Edit
Schedules None View Edit
Alarms None View Edit

Logging None View 2114

Monitor None Edit

Documents None View

Update Cancel

Figure 4-103: Settings - Custom Access Levels

CUSTOM 1 - SETTINGS PERMISSIONS CUSTOM 1 - DEVICE INFO PERMISSIONS

H

Port Assignment

Date &Time view 21
Performance 1 e

Web Access View | Edit
DeviceStatus  one e

Security View | Edit
vostats tone e

Display Access

wncnercient (IR ver o

Logging View | Edit
woauscient [ v

System Units View | Edit
Systemlogs  none [ it

Access Levels View | Edit
Legalinfo  none WA dit

Address Book

H

Notifications

H

7 7 7 7 7 3 7 7 7 7 7 7

Figure 4-104: Settings - Custom Settings/Device Info
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4-2.9.11 Address Book

Use the Address Book to add new user access to the controller. You must have sufficient access to be
able to add new users. Only Commissioner, Engineer and Administrator level users can access the

Address Book to add a user.
Add a new User

1. Add anew user by clicking the Add button

2.

+ Add

Figure 4-105: Settings - Add User Button

Address Book

Fill in the fields and click Update to add the user.

Person NEW USER'S DETAILS
v PERSONAL DETAILS
Default Admin
o (N
John Citizen
wone [ ]
=y | -
i Select Avatar
Cancel
Figure 4-106: Settings - Add User Details
Address Book
Person JOHN CITIZEN'S DETAILS

DefaultAomin

John Citizen

Figure 4-107: Settings - New User Details

~ PERSONAL DETAILS

LastName \Cmmn—
Mobile Phone ’mum)annan—

Access Level

V' SYSTEMACCESS

+

i Select Avatar |

Password
PN
confirm in |

sestonovariae [ ] Jossaen

Cancel
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Select an Avatar
1. Select a Person.
2. Click the Plus button to open the file browser.
3. Select afile and click Open.
4. Click Update to save the Avatar for the selected Person.

v PERSONAL DETAILS

First Name | John | ................................... .
Last Name | Citizen |
Email | jeitizen@innotech.com |

Mohile Phone

0400000000 |

Select Avatar

Access Level Commissioner Access ~ |

Figure 4-108: Settings - Add User Details

« v A | > ThisPC > Desktop > Logo v © | SearchLogo p
Organize ~ New folder =~ @
~

3 This PC

8 3D Objects

I Deskiop

Documents

J Downloads ART-0190

Innotech Logo

b Music White RGE.png

[&] Pictures

B videos

‘i, Local Disk (C)

= Personal (H:)

= Component DS |

= Development PC

== Central Library (I

= Manufactured P

= Design & Marke ,,

File name: | ART-0190 Innotech Logo White RGB.png | | Aifiles ) Ml

Figure 4-109: Settings - Add User Details

Delete a User
1. Selectthe user from the list.
2. Click the Delete button.

Address Book
Person JOHN CITIZEN'S DETAILS

> PERSONAL DETAILS

Default Acmin
> SYSTEM ACCESS

John Citizen

Cancel

Figure 4-110: Settings - Select User for Deletion

Il Delete

Figure 4-111: Settings - Delete Button
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4-2.9.12 Notifications Type
The Notifications screen is for setting up Email and or Text Message alerts.
Email Notifications

1. Click Enabled to enable Email alerts.

2. Fillin the required details.

3. Click Update to update the Omni Controller when done.

Configuration

SelectType  Email v

Settings
emait [ Jeweieo
Active Script Default v View Script
SMTP Server
secure comeation [ enseteo

S CI—

port | 465

Account

From Name
From Email Address
serverauthentiation [ Jeweteo

[

Account Password

Cancel

Figure 4-112: Settings - Notifications (Email)

Email Script
« Select the active email script - Default or Custom.
« When Custom is selected, you can click the copy button to copy a script for editing.

Configuration

seectType Emal - Email Script

Settings

Figure 4-113: Settings - Notifications (Email Script Settings)
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Text Message Notifications
1. Click Enabled to enable Text Message alerts.
2. Fillin the Server Phone Number details.
3. Click Update to update the Omni Controller when done.

Configuration

Select Type Text Message v

Settings

Text Message E ENABLED

Message Service Server

Update Cancel

Figure 4-114: Settings - Notifications (Text Message)

Text Message Script
« Select the active script - Text-SAM2W, Text-SAM3GQ-USB or Custom.
« When Custom is selected, you can click the copy button to copy a script for editing.

Configuration

Seecamype | TextMessage v Text Message Script

Settings

Ictive Script

Message Service

Server Phon Number

Update Cancel

Figure 4-115: Settings - Notifications (Text Message Script)
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4-2.9.13 Notifications Messages

The Notifications Messages screen is for setting up Email and or Text Message messages. You can

create custom email and text messages. System Email and Text messages are provided by default for
Omni System Alert messages.

E IMPORTANT

Text Messages are suited to smaller alert messages.

Text messages may be truncated at 160 characters due to the limitations of the text messaging system.
Ifyou require a message with multiple alarms, email would be more suitable.

Creating a new Message
1. Click the Add Button to create a new message.
2. Fillin a Name for the message and select Message Type from the combo.

Add Delst=

+Eﬁﬁﬁ‘a?|

Figure 4-116: Settings - Notifications (Action Buttons)

Messages

+ @ B 4 | SETTINGS-NEW MESSAGE

st

[ ome | | we | = -]

Select Alarms Select Contacts
@ Available alarms o3 @ Selected alarms. ofo @ Available contacts o2 @ Selected contacts oo

Del

John Citizen

Content

[PersonFirstname][PersonSumanme).

“This is a notification from [DeviceName), located at [SiteName].

“The following points have triggered the Alarm Group on the [ActivationTime]
Point Name: [PointName], Value: [PointValue]

Figure 4-117: Settings - Notifications (Message Settings)
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3. Select the Alarms for the message by clicking one or more alarms on the left.
4. Click the move button (highlighted in the blue rectangle) to move alarms from Available to

Selected.

Select Alarms

@ Available alarms 0f2 B Selected alarms o/1

Az Alarm 1 A: Alarm 2

Az Alarm 3

Figure 4-118: Settings - Notifications (Select Alarms)

5. Select the Contacts for the message by clicking one or more contacts on the left.
6. Click the move button (highlighted in the blue rectangle) to move contacts from Available to

Selected.

Select Contacts

B Available contacts o0f1 @ Selected contacts o1

John Citizen Site Admin

Figure 4-119: Settings - Notifications (Select Contacts)

7. Type custom text and use keywords to build your message.

Content

Personfirstname][Personsumane),
This is a notification from [DeviceName], located at [SiteName]

The following points have triggered the Alarm Group on the [ActivationTime
Point Name: [PointName], Value: [Poinivalue

First Name Sumame
Site Name Device Name
Device Location | | Device Address

Alarm Name Point Name
Point Value Activation Time

Curent Time

Figure 4-120: Settings - Notifications (Message Content)
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8. Click Update to complete the message.

Messages
tUR A SETTINGS - NEW MESSAGE

E

Figure 4-121: Settings - Notifications (Completed Message)

Name ‘ My Message ‘ Type ‘ Email v ‘
Select Alarms Select Contacts
@ Available alarms o @ Sclected alarms o @ Available contacts on @ Selected contacts o
ArAlarm 1 AtAlarm 2 Default Admin O JohnCitizen
AiAlarm 3
Content
[PersonFirstname][Personsumame], First Name Sumame
This is a notification from [DeviceName], located at [SiteName].
The following points have triggered the Alarm Group on the [ActivationTime] Faiam Tl

Point Name: [PointName], Value: [Pointvalue]

Device Location || Device Address

Alarm Name Point Name
Point Value Activation Time
Current Time

Edition 1.3 dated 27.02.2020

Page 102

© Mass Electronics Pty Ltd 2017



Omni User Instructions

—INNOTECH—

4-2.,10 Device Info

The Device Info screen shows information about the connected Omni controller.
The Sessions page shows the currently connected session and a historical list of past sessions.

Current Sessions

Username

nnotech

Access Level

Commissioner

IP Address Last Activity

1921882085 now Current Session

Figure 4-122: Device Info - Session Information

The System Versions page shows version numbers for the firmware and software on the connected

controller.

System Versions

Name

U-Boot

Kernel

Root File System

Software

Configuration

Display

Webpage

Versions

3011

3.024

3.041

3.0111

3.08

0.0.80

3.08

Figure 4-123: Device Info - System Versions
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The Feature Licence page shows information about the current licences on the controller and
provides the facility to upload new licences.

Licence Details

Omni Serial Number 1234-56789-012

Licence Code 1AB2-34CD-5E6T-FG89-0H12-3456
Activation Code 12ab3456-¢78d-9efg-01h2-345i6] 78KI90
Activation Generation Date 12-12-2018 10:29:33

Feature Licences

Name State E4 Upload New Licence

Supported fle types: xml

Modbus Protocol Disabled

Figure 4-124: Device Info - Feature Licence

Feature Licences Upload

Licences for new features can be obtained from Innotech and uploaded to the controller from this
screen.

Only .xml licence files can be uploaded to the controller

Click Upload New Licence to upload a Feature Licence file to the controller.

Click OK at the Warning screen if you wish to proceed.

o Proceeding will replace the current licences for this device.

Only proceed if you fully understand the consequences.

Figure 4-125: Device Info - Feature Licence Upload Warning

In the Open File dialogue, select your .xml licence file. Once the licence file selected, click Open.

« v E 5 ThisPC » v O Search This PC pel
Organize - m @
v [ ThispC " Folders (7)

3D Objects 3D Objects Desktop

[ Desktop " -

|2 Documents

il

& Downloads = Documents Downloads
D Music ‘
&= Pictures

Music Pictures
B Videos [~

“ia Local Disk (C:)

?

= Personal (H) Videos

= Component DS |
= DevelopmentPC ~~ Devices and drives (1)
= Central Library (| Local Disk (C:)
= Manufactured P =

g 783 GB free of 249 GB
== Design & Marke ,

File name: | v‘ XML Documnent (*xml) ~

Figure 4-126: Device Info - Feature Licence Upload
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The Performance page shows graphical statistics for the controller's usage.

Current System Performance

cPU

RAM

Internal Flash

SD Card

51%
21%
14%

2%

Figure 4-127: Device Info - Performance

The Device Status page shows details about the controller and any connected REMs. Click a heading
to open the section and view more details about the controller. This page is also used for upgrading

your Omni U10 REM.

Device Status

i@ OMN| C20

v STATUS

Title

Power Supply Temperature
Power Supply Current
Power Supply 12V Rail
Power Supply 5V Rail

10 Module Temperature
Mean Block Process Time

50 Card

> DETAILS

> LAST PROGRAMMED

> HISTORY

Value
45.70°C
0.08A
1241V
5.06V
4650 °C
14ms

Present

Figure 4-128: Device Info - Device Status

Device Status

i@ OMN| C20

v STATUS

> DETAILS

Serial Number
Version
Boot Version
Power Off Time
UpTime
> LAST PROGRAMMED

> HISTORY

0000-00000-000

1730084

10171

19/09/2018 01:01 AM (Software Reset)
7 Days 20 Hr 34 Min 35 Sec

Figure 4-129: Device Info - Device Status (Details)
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Device Status

i@ OMNI| C20

v STATUS
> DETAILS

> LAST PROGRAMMED

Focus Version 1.15.6824.6899
Focus License A1B2-3C4D-ES567-8901-23FG-HETE
Focus Activation Code  al23bcd4-ef56-7890-123g-456hT7189)012
Upload Time  Mon, 18 Feb 2018 02:14pm

> HISTORY

Figure 4-131: Device Info - Device Status (Last Programmed)

. -
Device Status
i@ OMNI C20
v STATUS
> DETAILS
> LAST PROGRAMMED
> HISTORY
Choose Date Range Search Event Level Number
Al 10 <5
Time Details

Figure 4-132: Device Info - Device Status (History)

The 10 Status page shows details about the controller's Universal Inputs and Outputs (UIOs). On the
left side you get an overview of each UIO. The right side shows details about any UIO you click on. You
may be able to alter settings for the selected UIO depending on it's type. Only one subsection can be
open at a time.

|0 Status
Al v C Resetal 2 Unforce Al CURRENT LOOP INPUT
A| v sTATUS
v [[=] Omni Controller
Title  Value

v = Onboard Current Status ~ OK

J_Q 1 Digital Output (Voltage) Over Current of CUL=pEY=(L=RC
s [t
2 CurrentLoopInput oK 0.44mA
Forced Value 0 m
Pb 3 CurrentLoop Output Out Of Tolerance 0,009
Gain Value 1
a 4 Current/Voltage Input Disconnected 00A
Offset Value 0 ma
5  Digital Input (Contact) 0K off
6 Digital Input (Voltage) oK off > TEMPLATE INFORMATION
II.I'b 7 DutyCycle Output Over Current 000% > HISTORY
E 8 Pulselnput (Contact) OK 0
9 Pulselnput (Voltage) oK 0
JL 10 PulseOutput OK off
m 11 SensorInput Disconnected -20.00°C
12 VoltagelInput oK 004V
13 Voltage Output Over Current 0.00%

@ 1 notconfipured OK 0074 v

Figure 4-130: Device Info - |0 Status
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The Template Information section shows details (if applicable)

about the template being used with

the currently selected UIO. The content displayed will be different based on your selection.

~ TEMPLATE INFORMATION

Translation Minimum 0.0
Translation Maximumn 200

Units Milliamperes

Ceefficients Order Value
0 0.0
1 10

Figure 4-133: Device Info - Device Status (Last Programmed)

The History section shows the history of the currently selected

UIO based on the search parameters.

Click the share button at the right to save the history to a CSV file or print to PDF or a printer.

v HISTORY
Date Range Search Event Level Number [@ ﬂ
All ~ 10 —
Export Print
Time Details

Figure 4-134: Device Info - Device Status (Last Programmed)
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The BACnet client page shows information and settings for the controller's BACnet client. Changing
the Select Service combo changes the screen fields.

BACnet Client

Select Service

Read Property Multiple

Device Instance

Network Number

Object Type

Object Instance

Property Type

Array Index

| Read Property

E DISABLED

E

| o

| Analog Input

Present Value

Figure 4-135: Device Info - BACnet Client

The Modbus Client page shows configuration settings for the Modbus Client on the connected

controller.

Modbus Client

Protocol Type

Slave Device Identifier

IP Address

Function

Starting Register

Register Count

Data Type

Multiplier

Offset

Exponent

Poll Reading

‘ TCP

E

‘ 0000

‘ 502

Discrete Coil (0x01) Read

K

E

Boolean

[

K

o

L]

Response: -

1 Send Request

Figure 4-136: Device Info - Modbus Client
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The System Logs page provides details on all the system messages that are provided from your Omni

device. You can filter the logs results as required.

System Logs

[ sovieation _—
- ]

Time Application Message

Sep 12 1533:34 2019 Omni NOTICE [COMMS] free(job) for 127.0.0.1:43308, F:48 8

Sep 121533342019 Omni NOTICE [COMMS] free(job) for 127.0.0.1:43310, Fc:54

Sep 1215:33:34 2019 Omni NOTICE [COMMS] Deleted client 127.0.0.1:43310, Fd:54 from clients list, PrevClientCount:1, NewClientCount:0, Diff:1

Sep 12 15:33:34 2019 Omni NOTICE [COMMS] Closing client 127.0.0.1:43310, Fd:54

Sep 1215:33:34 2019 Omni NOTICE [COMMS] Deleted client 127.0.0.1:43308, Fd:48 from clients list, PrevClientCount:2, NewClientCount:1, Diff:1

Sep 12 15:33:34 2019 Omni NOTICE [COMMS] Disconnect Callback for Client 127.0.0.1:43310, Fd:54

Sep 1215:33:34 2019 Omni NOTICE [COMMS) Closing client 127.0.0.1:43308, Fd-48

Sep 121533342019 Omni NOTICE [COMMS] Connection 127.0.0.1:43310, Fa54 closed by client, Clients:2

Sep 12 15:33:34 2019 Omni NOTICE [COMMS] Disconnect Callback for Client 127.0.0.1:43308, Fd:48

Sep 121533332019 Omni NOTICE [COMMS] New Connection accepted from 127.0.0.1:43310, Fd:54, T/0:150, Clients2

Sep 121533332018 omni NOTICE [COMNS] Serveron port 25253 clents:

Sep 1215:33:332019 Omni NOTICE [COMMS] New Connection accepted from 127.0.0.1:43308, Fd:48, T/0:150, Clients:t

Sep 12 15:33:33 2019 Omni NOTICE [COMMS] Server on port 25251 clients: 0

Sep 121533332019 omni NOTICE [COMNS] Connection 127.00.1:43308, 46 closed by clen, Cients2

Sen 12 15:33:30 2019 Omni NOTICF [COMMS] freefiob) for 127 00 1-43306 Fd'53 =

Figure 4-137: Device Info - System Logs

The Legal Info page displays the Software Licence Statement as well as information about the Open
Source Licences used on the Omni Controller. You can contact Innotech to request a copy of a licence.

Legal Info

the product may contain copyright:pr is i i i Copies of

+ are provided together with the product (in the Device Info / Legal Information Page of the built in Web Page)
+ can be downloaded on http://www.innotech.com

an email to opensource@innotech.com.

if , you may obtain related data for a period of three years after our last shipment of this product, by sending

Please include the product model number, information, and bout. This offer is valid

f

Open Source Libraries

Name Source/URL Licence
Angularfle-uplozd Q website 0 Licence
Angularss Q Webste @ Licence
Angular-Ul Q website 0 Licence
APCu Q website 0 Licence
Baikal @ Licence
Boost Q website 0 Licence

Figure 4-138: Device Info - Legal Info
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4-2.10.1 Device Info - Upgrade Omni U10 REM

Omni U10 firmware should be automatically updated when the connected Omni controller firmware is updated. If
you need to manually update the U10 firmware, follow this procedure in this section.

If an upgrade is required, REM Error will likely be shown at the bottom right of the window.
1. Click the Upgrade REMS title to open the upgrade section. You can force an upgrade even if
oneis not available.

Device Status

All v
g Omni C20 Han's Desk
I‘HE Port3 Comms Connection
m 5 Omni U10 REM U10 Ok

> UPGRADE REMS

Figure 4-139: Device Info - Upgrade REMS

2. If required, change the Port and/or check the Force Upgrade checkbox.
3. Click the Upgrade Available button to start the upgrade process. During the upgrade, the
Heartbeat LED will flash red and green.

Device Status

Al ~

n Omni C20 Han's Desk

I‘EE Port3 Comms Connection

5 Omni U10 REM U100k

~ UPGRADE REMS

|Sele:t Port3 v |

Force Upgrade

Figure 4-140: Device Info - Upgrade Options
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The upgrade is complete when the log shows Upgrade Complete.

Device Status

- N i OMNIU10 REM

v staus.

5

© UPGRADE REMS
st Pon Z e

— ) > WisToRy

& Upgrace Ava

o OMUI0stacress's WetngFssn

Figure 4-141: Device Info - Upgrade In Progress

v UPGRADE REMS

Select Port 3 v

Force Upgrade ‘)

& Upgrade Available

Wed Aug 07 2019 06:48pm  OMU10 at address 5: Reading Flash: 75% complete.
Wed Aug 07 2019 06:48pm QMU 10 at address 5: Reading Flash: 80% complete
Wed Aug 07 2019 06:48pm  OMU10 at address 5: Reading Flash: 85% complete.
Wed Aug 07 2019 06:48pm QMU 10 at address 5: Reading Flash: 90% complete.
Wed Aug 07 2019 06:48pm  OMU10 at address 5: Reading Flash: 35% complete.
Wed Aug 07 2019 06:48pm QMU 10 at address 5: Reading Flash: 100% complete.
Wed Aug 07 2019 06:48pm  OMU10 at address 5: Verified Flash Successfully
Wed Aug 07 2019 06:48pm QMU0 at address 5: Set App Mode Successful.

Wed Aug 07 2019 06:48pm  OMU10 at address 5| Upgrade Complete

Figure 4-142: Device Info - Upgrade Complete
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4-2.11 Documents

The Documents tab of the web server contains factory supplied Product Documents and a section for
saving your own documents. The Product Documents may be updated when the controller firmware
is updated.

In the Product Documents section, click a file to view. You can also save your own documents to the
controller in the Saved Documents section.

Document List

Figure 4-143: Documents - Product Documents

Saved Documents
1. Click Upload New to open the dialogue.
2. Click Browse to select a file and click Open.
3. Enter an Author and Description.
4. Click Save to save the document to the Omni controller.

« Existing files are deleted by pressing the red delete button.

« Only .gif, .jpg, .gif, .svg, .docx, .xlsx, .txt and .pdf can be uploaded to the controller and the
file size is limited.

« Click a row to download and view the file.

Document List

Figure 4-144: Documents - Saved Documents List

Upload New Document
... —

Author | John_Citizen

Description | BAGnet report in PDF format.

Supported File Types: ".gif,".jpg, ".png, "sve, ".docx, "xlsx, "¢, "pdf

Save Cancel

Figure 4-145: Documents - Upload Document Window
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4-2.12 Logging Out
Log out from the Omni Web Server by clicking the Logout link at the top of the screen at any time.
After clicking Logout, the Web Server will return to the Log In screen.

4-2.13 Omni Web Help

Click the Help link at the top of the screen to access the help information for Omni. The help will
provide basic information about the Omni web server and HMI.

Help - Omni BEMS Controller =INNOTECH—=

Network

Schedules
Alarms
Logging
Monitor
Settings
Device Info
Documents
FAQ

HMI

Omni Specification

Network

Figure 4-146: Omni Web Server Help Window
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Innotech provides technical information on the Web to assist you with using its products.

At www.innotech.com, you can find technical manuals, user instructions, and data sheets for all our
products.

For direct product support or product information, contact your local distributor, or an Innotech
representative.

You can contact us via email, phone, or postal mail:

Website: www.innotech.com
Email: sales@innotech.com
Phone: +617 34219100
Mail: Innotech Control Systems
P.O. Box 292
Sunnybank QLD 4109
Australia
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