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Proprietary
No part of this technical manual may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language or computer language, in any form or by any means, without
prior written permission of Mass Electronics Pty Ltd.

Trademark

The term ‘Innotech’ used in this manual is a trademark of Mass Electronics Pty Ltd trading as
Innotech Control Systems Australia.

'Microsoft' and 'Windows' are registered trademarks of the Microsoft Corporation in the United States
and other countries.

Disclaimer

While great efforts have been made to assure the accuracy and clarity of this document, Mass
Electronics Pty Ltd assumes no liability resulting from any omissions in this document, or from
misuse of the information obtained herein. The information in this document has been carefully
checked and is believed to be entirely reliable with all of the necessary information included. Mass
Electronics Pty Ltd reserves the right to make changes to any products described herein to improve
reliability, function and design, and reserves the right to revise this document and make changes
from time to time in content hereof with no obligation to notify any persons of revisions or changes.
Mass Electronics Pty Ltd does not assume any liability arising out of the application or any use of any
product or circuit described herein; neither does it convey licence under its patent rights or the rights
of others.
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iComm User Instructions

1-1 Overview

This manual is designed to provide the customer with complete and comprehensive documentation
for the Innotech'siComm Comms Server.

1-1.1 About this Manual

This manual is intended to provide the user with complete and easy-to-follow instructions for
operation of iComm. In preparing these instructions, Innotech assumed that the typical operator
is not necessarily familiar with the operation of processor (computer) systems. For this reason,
operating instructions and procedures are presented at a technically basic level and as clearly as
possible.

0 References made throughout this manual to "iComm" refer to the iComm 2.x Comms Server unless specified.

1-1.2 Scope of this Manual
This technical manual has multiple sections:

Table 1-1: Manual Scope

Chapter 1 provides related information of a general nature. This
chapter also contains a brief description of iComm and installation
details.

Chapter 1 - Preliminary
Information

Chapter 2 provides details of the current connections, devices and
Chapter 2 - Connection Tab blocks. The Connection tab is used for creating and managing
connections.

Chapter 3 provides information related to the Client and block

Chapter 3 - Requests Tab requests.

Chapter 4 provides information about the iComm Applications Tab.
Chapter 4 - Applications Tab ~ The tab shows client connections to iComm and which points are
associated with those clients.

Chapter 5 provides information related to the Administration of
Chapter 5 - Administration Tab iComm. Settings such as passwords and the port number can be
changed here.

Chapter 6 provides information for setting up various iComm

Chapter 6 - Appendix connections step-by-step from start to finish.

1-1.3 Information Icons
Throughout this manual, icons are used to illustrate important notes. Examples are shown below.

ﬂ These notices provide extra information. It is non-critical information but should be read.

These notices contain information about the software that must be done before proceeding further to ensure
success.

Edition 1.0 dated 24.02.2020 Page 8 © Mass Electronics Pty Ltd 2016
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1-2 Description of iComm

iComm is the communications server used by application software to communicate with Innotech®
digital controllers. It supports multiple concurrent applications communicating with multiple servers
and device networks. iComm is the communications hub of any HMI-integrated device network.

iComm supports communication to Innotech devices using a range of communication methods such
as Serial, USB, TCP/IP, BACnet/IP or Internal Simulator connections. Additionally, iComm supports
communication with 3rd party devices through supported protocols, such as BACnet/IP networks.

iComm 2.x is a Windows Service application with a user interface launched in a compatible web
browser. The interface is accessible locally or from a remote location and allows the user to analyse
usage, traffic and communications activity in real-time.

1-2.1 Features

« Interface is compatible with most browsers and tablets

« Supports up to 4,194,303 BACnet addresses

« Robust and efficient construction using the latest multi-threaded programming techniques
« Multiple concurrent application connections supported

« Multiple concurrent network connections serviced

« Detailed listing of all registered applications

» Listing of devices available for a specific connection

« Consolidated listing of requests for values from all applications

« Detailed event log to window with exporting

« Points list export to CSV

« Integrated browser-based help

- Display of currently-connected applications with their IP address and name
« Statistics page showing bytes of network traffic to and from server

« User login authentication

Logout  Help

iComm Control Centre =INNOTECH—

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

[=] Current Connections - select a connection to show its devices

Name Protocol Transport E"dDUIH‘ # Devices |Online Offline
yo&1 Direct connection to COM 1 Innotech g Serial coM1 0 oo
» ¥ 3 Simulator network on local PC Innotech = Tcp Server 20010 6 6 (-]
» ¥4 BACnet network on local PC [ Bacnet 2 udp 47808 0 0 o m
[ Facility manager on this PC Innotech S Tcp Server 21000 1 1 o m

[=] Devices on Simulator network on local PC - select a device to show its blocks

Address Name Type Version Blocks Loaded Current Action
rvEml Maxim [l Maxim 3 620 40
» v 2 Genesis Il Genesis | DDCV5 610 44
v v E3 §5G Gateway S$5G Gateway 6.20 20
[ 3.07 MiniMAX MMO2 MiniMax (MM02) 6.30 22
[ :ﬂ 323 MicroMAX MicroMax 6.30 18
LS 362 VavMAX VAVMax 6.30 45
[=] Blocks on SSG Gateway - expand a block to view its points
Name Type Address Value

Figure 1-1: iComm Window

Chapter 1 - Preliminary Information Page 9 © Mass Electronics Pty Ltd 2016
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1-2.2 iComm Version
The iComm Interface version is shown in the footer of the web page.

1-3 System Requirements

1-3.1 Specifications

1-3.1.1 Supported Operating Systems
» Windows® 10 Professional 64-bit & 32-bit
» Windows® Server 2012 R2
« Windows® Server 2008 R2 with service pack 1

1-3.1.2 System Requirements

« Intel® Pentium® 2.8GHz dual core processor or equivalent

« 4GB of RAM

« 1GB Hard Disk Space Required

« 16:9 display (1920x1080 resolution recommended)

« CD-ROM or DVD-ROM drive

« Keyboard and Microsoft® mouse or compatible pointing device
« Internet Explorer 9+, Chrome, Firefox or Safari.

settings in iComm will be set to a default value.
« Windows 10 builds are supported for approximately 18 months after release. It is recommended that you should
upgrade your operating system if using an unsupported build.

0 « When upgrading from a previous iComm version, all your current connections and settings will be retained. New

1-3.2 Installation

Follow the steps in this section to complete installation of iComm.
1. Double click the iComm setup file to begin and then click Next.

[ Innotech iCon

‘Welcome to Innotech iComm Setup

Collecting information ‘Welcome to the InstallAware Wizard for Innotech iComm Setup.
Preparing installation

Installing

will install Innotech iComm on this computer. Please dick Next to

Finalizing installation

%

InstallAware

Figure 1-2: iComm Installation - Start

Edition 1.0 dated 24.02.2020 Page 10 © Mass Electronics Pty Ltd 2016
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2. Read theiComm License Agreement.
3. Click the checkbox to accept the License Agreement.
4. Click Next to continue.

(¢ Innotech iCon

License Agreement

Collecting information

Preparing installation Software Licence Agreement
Updated 5th July 2013

Installing

1. Introduction

Finalizing installation

a. This Licence Agreement ("Agreement”) is an agreement between you and
Innotech Control Systems Australia ("us”), Please read these terms and conditions
carefully before downloading any software and applicable documentation as they
contain important information about your rights and obligations. It governs your use
of the software ("Software) supplied to you by us and related documentation. In
particular, we draw your attention to dause 8 (imitation of liability).

b. By downloading, installing or otherwise using the Software you agree to be legally
bound by this Licence Agreement.

Installaware

<ms J| b ]

Figure 1-3: iComm Installation - License Agreement

IMPORTANT
Ifyou do not accept the license agreement, you will not be able to continue with the installation of this software.

5. Enter a User Name and Company Name.
6. Click Next to continue.

[ Innotech iCon

Product Registration

[ e User Name:

Preparing installation

Us: pany:

T
nno’

Finalizing installation

®

InstallAware

Figure 1-4: iComm Installation - Product Registration
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7. Specify the Server Port or accept the default setting.
8. Ifrequired, check the box to reset the password to the factory default (pw: admin).

cht

Default Settings

Collecting information

ort number
Preparing installation

Installing

Finalizing installation

®

InstallAware

e

Figure 1-5: iComm Installation - Default Settings

9. Click Next to start the installation process.

ch

Ready to Install

Collecting information Setup is ready to start installing Innotech iComm.
Preparing installation
At Please dick Next to instal Back our installation s

Finalizing installation

®

InstallAware

<gack

Figure 1-6: iComm Installation - Ready to Install
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10. Click Finish after the installation process is completed. If required, check the box to run
iComm after the installation window closes.

([ 1nnotech icom |

Innotech iComm Setup Complete

Collecting information Innotech iComm has been installed successfully.
Preparing installation
Installing

Finalizing installation

Show iComm Control Center

%

Installaware

Figure 1-7: iComm Installation - Installation Complete

Depending on the speed of your computer, it is possible that the default browser may start before the iComm
service. In this instance, you may see an error message like "This Page Cannot be Displayed". If this occurs, simply
press F5 to refresh the browser window and load iComm after the service has started.

1-3.3 iComm System Tray Icon
The iComm system tray icon has several notification states, explained in the table below.

Table 1-2: iComm System Tray Icon Status

con [pescrption

[5 Static green triangle indicates that the iComm Communications Service is running.

[E[E Alternating between the green triangle and no indicator shows that the Service is starting.

C} Ared square indicates that the service is stopped.

Chapter 1 - Preliminary Information Page 13 © Mass Electronics Pty Ltd 2016
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1-3.4 iComm Windows Service

After installation, check that the iComm service (Innotech Communications Service) is set to
automatic. This will ensure that in the unlikely event that iComm crashes, it will be restarted
automatically by Windows. iComm 2.x is not restarted by iSEA like iComm version 1.3x.

Table 1-3: Windows Services

1. Rightclick "Computer" in the start menu or the icon on the desktop.

Windows 7 2. Select Manage from the Context Menu.
3. Click the arrow to the left of Services and Applications in the left pane.
4. Click Services. The running services will appear in the middle pane.
1. Atthe Start screen, move the cursor to the lower left corner of the
screen and right click the Windows icon OR at the Desktop screen, right
Windows 8.1/10 click the Windows icon on the taskbar.

Click Computer Management.
3. Expand the Services and Applications item and click Services to view the
running services.

Eile Action View Help

e EE = HE » o w

(& Computer Mz | e\ Geryices Actions
a [} SystemTc P .
@ TaskS Innotech Communications Service  Name Description Status Startup Type Log On As ~ | Services -~
»
» @] Event' E¥ Y Innotech Communications Service  Innotech Communications Service ~ Started  Automatic Local System More
= Stop the service o5 5
] Shared | Aot o .'..(_‘Inte\(R)Capahlhty Licensing Service... Version: 13181 Started  Automptic Local System ot .
> *A Local | % Intel(R) Capability Licensing Service.., Versioni1.31.81 Manua Local System
> () Perforl % Intel(R) Content Protection HECI Se... Intel(R) Content Protection HECT Ser... Manud Local System Mere ...
I o il e L A R LY e et Cop
4 ullt G Extended /(Standard/

Figure 1-8: Computer Management - Services

Check the Startup Type is set to
Automatic.

r
Innctech Communications Service Properties (Local Computer) g

General | Log On | Recovery | Dependencies |

Service name:  Innotech Communications Service
Display name Innotech Communications Service H H

If not, double click the service and
Description: Innotech Communications Service -

change the Startup Type to Automatic.

Path to executable:
“C:\Users\duncan .waugh'Desktop‘\CommsServer_2015-04-09_05-02-55\Ir

Startup type: | Automatic |

Help me confiqure |

. Disabled
Service status Taneg

s pawe | [ Bonme

You can speciy the start parameters that apply when you start the service
from hers

Start parameters:

Figure 1-9: Innotech Communications Service Properties

Edition 1.0 dated 24.02.2020 Page 14 © Mass Electronics Pty Ltd 2016



—INNOTECH—

iComm User Instructions

The Recovery tab settings control how and when the iComm service is restarted in the event of a
crash.

r T e— B!
Innotech Communications Service Properties (Local Computer) u
—_ —  —

General LogOn Recovery Dependencies

Selact the computer's response ff this service fails. Helo me sat Up recovend
Bctions:

FEirat failure: Restart the Service

Second failure: Restart the Service
Subsequent failures: Restart the Service

Reset fail count after: days

Restart service after: minutes

[] Enable actions for stops with emors. Bestart Computer Options. ..

Run program

Program:

LCommand line parameters:

Append fail count to end of command line (fail=31%)

OK || Caneel || foply

Figure 1-10: Innotech Communication Service Recovery Settings

1-4 StartingiComm

1-4.1 Accessing iComm

iComm runs in the background as a service, which starts when Windows starts. It consists of two
parts, the core (service) and the user interface. The interface is accessed a web browser and can be
accessed on the local machine where the core is running, or on a remote computer by specifying the
IP address.

When the green triangle in the system tray icon is static (not flashing), double click the iComm system
tray icon to open iComm's User Interface.

Opening iComm from the system tray icon will open Internet Explorer whether it is the default browser or not.
iComm has been developed and tested in Internet Explorer.

iComm Service Monitor Lo Lo el ey

Stop Innotech Communications Service (port:8080)

Quit iComm Service Monitor

Figure 1-11: iComm System Tray Icon and Menu

Chapter 1 - Preliminary Information Page 15 © Mass Electronics Pty Ltd 2016
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1-4.2 Logging In
When iComm starts you will be required to log in.
1. Enteryour password. (Default password: admin)
2. Click the Log In button. After login, iComm will show the Connection Tab.

If you are having trouble logging in, click the "Help" link for assistance.

iComm Control Centre

Welcome

Please Login to Continue

Enter Master Password

‘ (L L1 L]
Figure 1-12: iComm Log In Prompt

1-4.3 Navigating the iComm Tabs and Panels

1-4.3.1 Tabs
Click the tab heading to change the active tab. The active tab will have a white background.

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Figure 1-13: iComm Tabs

1-4.3.2 Panels

Click the or Igto expand or collapse each section of the connection screen. When collapsed,
only the currently selected item will be shown.

Logout  Help

iComm Control Centre =INNOTECH—=

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Current Connections - select a connection to show its devices Add New Connection
Id Name Protocol Transport Endpoint #Devices Online | Offline
X3 simulator network on local PC Innotech S Tcp Server 20010 6 6 0 oo

Address Name Type Version Blocks Loaded Current Action
v ER1 Maxim Il Maxim 3 6.20 40
v B2 Genesis I Genesis Il DDC V5 6.10 44
r v B3 SSG Gateway SSG Gateway 6.20 20
v v [E 307 MiniMAX MM02 MiniMax (MM02) 6.30 22
r v i 33 MicroMAX MicroMax 6.30 18
L 3.62 VavMAx VAVMax 6.30 45

Figure 1-14: iComm Panels

Edition 1.0 dated 24.02.2020 Page 16 © Mass Electronics Pty Ltd 2016
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1-4.3.3 Chevrons

Most of the information shown in iComm has further details that by default are not shown. Clicking
the chevron will expand the details for the selected item.

Click the chevron again to close the details for the selected item.

[=] Current Connections - select a connection to show its devices

Id Name

1 Direct connection to COM 1

3 Simulator network on local PC
4 BACnet network on local PC

5 Facility manager on this PC

Wy VY Ve

Figure 1-15: Chevrons

E &3 Simulator network en local PC
CONNECTION COMMANDS:

| Reconnect
»*| Disconnect
[ .
W& | Force Disconnect

EI Check Status (All Devices)

STATISTICS:

Connection Uptime: 21 minutes and 19 seconds
Pending Requests: 0

Request Rate- 0/s

Figure 1-16: Expanded Chevron

1-5 iComm Help

AHelp link is provided near the Innotech logo in the top right of the iComm window.

Help

—INNOTECH=

Figure 1-17: Help Link
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2-1 Overview
This section provides information about the iComm Connection Tab.

Table 2-1 describes the sections of the Connection Tab.

Logout  Help

iComm Control Centre =INNOTECH—

[ENVZa IS  REQUESTS ~ APPLICATIONS  ADMINISTRATION

[=] Current Connections - selecta connection to showits devices (2 [Adanewcomnection ] [7]( 3 )

Endpoint

Name Protocol Transport

» o1 Direct connection to COM 1 Innotech T Serial COM1 0 0 0 LR
yo¥3 Simulator network on local PC Innotech & Tcp Server 20010 6 6 0 o m
»o 4 BACnet network on local PC [®] Bacnet a2 udp 47808 0 0 0 &0
» 5 Facility manager on this PC Innotech 5. Tcp Server 21000 1 1 o m

Name Version Blocks Loaded Current Action

Type

» v el Maxim il Maxim 3 620 40

» v ®2 Genesis Il Genesis Il DDC V5 6.10 4

» v B3 556 Gateway 556 Gateway 620 20

» v B 307 MiniMAX MM02 MiniMax (MM02) 6.30 2

v v 323 MicroMAX MicroMax 630 18

v v B 362 VavMAX VAVMax 630 45

[=] Blocks on SSG Gateway - expand ablock to view ts points
Pi Name Type Address Value

Figure 2-1: Connection Tab

Table 2-1: Connection Tab Description

lndox [peserption

Current Connections - This panel shows the current connections available in iComm. Click
a current connection to list the devices. Click the Eland Elto expand and collapse the list.

Add New Connection button - click to select a new connection type.

Filter Button - Click to open filtering options for the Current Connections panel.

Devices - The Devices panel shows the devices that are associated with the selected
connection. Click a device to list the blocks. Click the Eland Ejto expand and collapse the
list.

Blocks List - The Blocks List Panel shows the blocks associated with the selected device.
Click the Bland Elto expand and collapse the list.

© 0 00 e

Chapter 2 - Connections Tab Page 19 © Mass Electronics Pty Ltd 2016
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2-2 Connections

2-2.1 Add New Connection
Click the Add New Connection button and select a new connection type.

After selecting the connection type, the Add Connection panel will be shown. Fill in all the settings
required and click OK to add the connection.

Select Connection Type to Add

Connection Type

:. Innotech TCP

:. Innotech Serial/USB
Omni USB

BACnet UDP

BACnet Foreign Device UDP

Custom

_. Maxim/Genesis Simulator
_. Focus Simulator

Facility Manager

ISEA

Innotech Application Connections

Figure 2-2: Select New Connection Type

Edition 1.0 dated 14.02.2020
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31

Add BACnet UDP Connection

Timeout & Retries
Connection Name  |Connection #4 Message Retries @l

Connection ID # D Inactivity Disconnection Timeout s

General Settings

@ Protocol Settings
Addresses

Protocol

Transport

Message Timeout

Advanced Settings - expand to view
EventlLog Level

Transport Settings

\ s
Device Status Timeout s
iComm Device Instance {1074 Message Speed Limit D s
write priority omni Packet Size kB
Network connection |Ethernet | Realtek PCle GBE Family Co
Local Port :|47808
Broadcast Address :|47808
[0

| Connection Retry Timeout

Figure 2-3: Typical Add New Connection Window

Table 2-2: Add New Connection Panel Description

[ndox [saction | puseripton

o General These settings are for naming the connection, setting the connection ID and
Settings setting the protocol and transport types (if available).

Q Protocol Specify the settings based on which protocol type was selected (such as
Settings BACnet).

6 Transport Specify the settings based on which transport type was selected (such as
Settings Udp, network adapter).

e Timeouts &  Click and move the bar or enter a number to specify the timeout and retries
Retries settings.

a Advanced Click and move the bar or enter a number to specify the setting for each
Settings item.

2-2.1.1 Protocol Settings

Protocol Settings are not available with all connection types. Typically, they are only available with
Innotech Application Connections - Simulator, Facility Manager and iSea. Only Simulator allows

changes to these fields.

Protocol settings are used to specify the device address range for the connection.

Protocol Settings

End device address range

Start device address range |:| I

Figure 2-4: Add New Connection (Innotech Protocol Settings)
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2-2.1.2 Transport Settings

Transport Settings are for specifying Ports and/or IP Addresses for connected devices. Other
transport types show other options.

Transport Settings

wasses (001 ]

Figure 2-5: Add New Connection (Transport Settings)

2-2.1.3 Advanced Settings

Advanced Settings are used for configuring the logging, connection retry and device status timeout
for the connection. Click the Logging Level combo to select the level of logging you require for the
connection. You can select to Log All, None or a specific level. See the Administration section for
more details.

V¥V Advanced Settings - expand to view
Event Log Level |All v
Connection Retry Timeout | ]

Device Status Timeout | |300 5

I

Message Speed Limit | ms

Figure 2-6: Add New Connection (Advanced Settings)

2-2.1.4 Timeout and Retries
This section is for setting timeout and retry settings.

Timeout & Retries

Message Retries . J retries

Inactivity Disconnection Timeout - s

Message Timeout J

Figure 2-7: Add New Connection (Timeout & Retries)
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2-2.2 Add New Connection Screens

2-2.2.1 Connection Type - Innotech TCP

Add Innotech TCP Connection

General Settings
Connection Name
Connection ID #
Protocol

Transport

Protocol Settings

Timeout & Retries

|C0nnecl|on #

| Message Retries @l

retries

Innotech

Inactivity Disconnection Timeout

Message Timeout

[<1[<]

¥ Advanced Settings - expand to view

Event Log Level

Connection Retry Timeout

Start device address range

End device address range Device Status Timeout 300

s
F e
o 2 |k

Transport Settings Message Speed Limit

IP Address  [192.168.2.100 =]
Port  [20000

Omni Packet Size

o ez

Figure 2-8: Add New Connection (Innotech TCP)

Table 2-3: Innotech TCP Connection Setting Options

Protocol BACnet, Innotech, Magellan, Modbus, Vaisala.

Transport Specify IP address (or select from address book), Port number.

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.

2-2.2.2 Connection Type - Innotech Serial/USB

Add Innotech Serial/USB Connection

General Settings Timeout & Retries

Connection Name ‘Connectiom # ‘

ConnectionD¥ [+ |

Protocol

Message Retries

retries

Inactivity Disconnection Timeout

Innotect N
Message Timeout

=[]

Transport |Serial/USB

V¥ Advanced Settings - expand to view

Protacol Settings EventLog Level |Error v

Start device address range

Connection Retry Timeout s
End device address range l:l Device Status Timeout s
Transport Settings Message Speed Limit D ms
COM Port omni Packet Size kB
Baud Rate
UseModem [J

L |
|

Figure 2-9: Add New Connection (Innotech Serial/USB)

Table 2-4: Innotech Serial/USB Connection Setting Options

Protocol BACnet, Innotech
Com Port Coml1 (More listed if available)
Baud Rate 4800, 9600, 38400, 57600, 115200.

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.
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2-2.2.3 Connection Type - Omni USB

General Settings Timeout & Retries
Connection Name |Conneclinn #4 | Message Retries a retries
Connection D # D Inactivity Disconnection Timeout s
Protocol  |innotect Message Timeout s
Transport  |TcpClient

¥V Advanced Settings - expand to view

Protocol Settings Event Log Level

Start device address range Connection Retry Timeout

“n

End device address range Device Status Timeout

3
I

Transport Settings Message Speed Limit

IP Address El Omni Packet Size
Port {20000

©w w
> =]
=]
@«

=
£

Figure 2-10: Add New Connection (Omni USB)

Table 2-5: Omni USB Connection Setting Options

Protocol Enter a start and end device address.

Select an IP address from the address book or specify another IP address. Specify

Transport a port number or accept the default.

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.

2-2.2.4 Connection Type - BACnet UDP

Add BACnet UDP Connection

General Settings Timeout &Retries
Connection Name ‘Connection #4 ‘ Message Retries Wl retries
Connection ID# D Inactivity Disconnection Timeout s
Protocol  |BACnet V|
Message Timeout 5
Transport  [Ud

V¥ Advanced Settings - expand to view

Protocol Settings EventLog Level

Addresses | ] Connection Retry Timeout s

Device Status Timeout 300 s
iComm Device Instance {1074 Message Speed Limit D ms
Write Prierity omniPacket Size (N ke

Transport Settings

Network connection |Ethernet V| Realtek PCle GBE Family Co

Local Port

Broadcast Address :

o

Figure 2-11: Add New Connection (BACnet UDP)

Table 2-6: BACnet UDP Connection Setting Options

Protocol Discover/enter BACnet addresses. Enter a BACnet device instance.

Transport Select the network connection and IP addresses.

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.
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2-2.2.5 BACnet Foreign Device UDP

ACnet Foreign Device UDP Connection

General Settings Timeout & Retries
Connection Name |Connecli0n #4 ‘ Message Retries @l retries
Connection ID # D Inactivity Disconnection Timeout s
Protocol  |BACnet V|
! Message Timeout s
Transport [Udy
V  Advanced Settings - expand to view
Protocol Settings EventlLogLevel |Error v
Addresses | ‘ Connection Retry Timeout s
Device Status Timeout s
iComm Device Instance Message Speed Limit D ms
Write Priority omni Packet Size k8

Transport Settings
Network connection Realtek PCle GBE Family Co

Local Port :
Public IP Address : 2

!I

o]

Figure 2-13: Add New Connection (BACnet Foreign Device UDP)

Table 2-8: BACnet Foreign Device UDP Connection Setting Options

Protocol Discover/enter BACnet addresses. Enter a BACnet device instance.

Transport Select the network connection and IP addresses.

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.

2-2.2.6 Connection Type - Custom

Add Custom Connection

General Settings Timeout & Retries
Connection Name [Connection #4 | Message Retries retries
Connection ID # D Inactivity Disconnection Timeout s
Protocol  [None v]

Message Timeout s

¥V Advanced Settings - expand to view

Protocol Settings Event Log Level

Connection Retry Timeout

Transport  [None ]

Transport Settings
Device Status Timeout

Message Speed Limit

Omni Packet Size  (EEEG—_— kB

Figure 2-12: Add New Connection (Custom)

Table 2-7: Custom Connection Setting Options

Protocol BACnet, Innotech. (Additional Settings shown after selection)
Transport Serial, TcpClient, TcpServer, Udp. (Additional Settings shown after selection)
Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.
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2-2.2.7 Innotech Application Connections - Maxim/Genesis Simulator

Add Maxim/Genesis Simulator Connection

General Settings
Connection Name
Connection ID #
Protocol
Transport

Protocol Settings
Start device address range
End device address range

Simulator

Transport Settings
Port

Timeout & Retries

[Eonnection #4

x ‘ Message Retries @l

retries

]

Innotect

Inactivity Disconnection Timeout H
Message Timeout s

> Advanced Settings - expand to view

o =

Figure 2-14: Add New Connection (Maxim/Genesis Simulator)

Table 2-9: Maxim/Genesis Simulator Connection Setting Options

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.

2-2.2.8 Innotech Application Connections - Focus Simulator

Add Focus Simulator Connection

General Settings

Connection Name
Connection ID #
Protocol
Transport

Protocol Settings
Start device address range

End device address range

Transport Settings
Network Id

Timeout & Retries

‘Connection #4

| Message Retries il 2 retries

]

Innotect

Focus

Inactivity Disconnection Timeout s

Message Timeout s

[<I[<]

¥V Advanced Settings - expand to view

Connection Retry Timeout

S

Device Status Timeout 300

S
Message Speed Limit D ms
omni Packet Size QU ke

B (e

Figure 2-15: Add New Connection (Focus Simulator)

Table 2-10: Focus Simulator Connection Setting Options

Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.

Edition 1.0 dated 14.02.2020
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2-2.2.9 Innotech Application Connections - Facility Manager

Add Facility Manager Connection

General Settings Timeout & Retries
Connection Name ‘Connectlon =4 ‘ Message Retries | | retries
Connection ID # D Inactivity Disconnection Timeout s
Protocol  |innatech Message Timeout s
Transport [TcpServer
V¥ Advanced Settings - expand to view
Protocol Settings Event Log Level
Start device addressrange |1 Connection Retry Timeout s
End device addressrange |1 Device Status Timeout 300 s
Transport Settings Message Speed Limit D ms

Part OmniPacketSize  GEENNNN (22 | k8
o

Figure 2-17: Add New Connection (Facility Manager)

Table 2-12: Facility Manager Connection Setting Options

Transport Specify the Transport Settings Port.
Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.

2-2.2.10 Innotech Application Connections - iSEA

Add iSEA Connection

General Settings Timeout & Retries
Connection Name ‘Conneclion 24 ‘ Message Retries [ | retries
Connection ID # Inactivity Disconnection Timeout
Protocol |Innotect v
ol Message Timeout s
Transport  TcpClient
V¥V  Advanced Settings - expand to view

Protocol Settings Event Log Level

Start device address range Connection Retry Timeout

5

End device address range Device Status Timeout 300

s
Message Speed Limit D ms
omni PacketSize kB

Transport Settings

IP Address

Port

Figure 2-16: Add New Connection (iSEA)

Table 2-11: iSEA Connection Setting Options

Transport Select or enter an address and port number.
Event Log Level All, Debug, Info, Verbose, Warn, Error, Fatal, Off.
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2-2.3 Current Connections List
The Current Connections list gives an overview of the current connections added to iComm.

Logout  Help

iComm Control Centre =INNOTECH—=

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

[=] Current Connections - select a connection to show its devices Add New Connecti
Id Name Protocol Transport Endpoint #Devices Online  Offline

CEY Direct connection to COM 1 Innotech i Serial COML - - B oo
y 2 TCP Connection Innotech & TcpClient 192.168.30.183:20000 1 1 0 oo
v X3 Simulator network on lacal PC Innotech . TcpServer 20010 3 0 3 &I
CONNECTION COMMANDS: STATISTICS: NOTES:

~ Connection Uptime: 17 hours, 1 minute and 38 seconds

» Reconnect

Pending Requests: 0

#* | pisconnect Request Rate: 0/s

Wk | Force Disconnect

G| cneck status (All Devices)
o4 BACnet network on local PC [& BACnet I udp 47808 o 0 0 o m
» 5 Facility manager on this PC Innotech & Tcpserver 21000 1 0 1 -}

-

Figure 2-18: Current Connections

Table 2-13: Device List Commands

Reconnect Refreshes the connection by disconnecting and then reconnecting.
Disconnect Disconnects the connection.
Force Disconnect Forcibly disconnects the connection.

Check Status (All Devices) Checks the status of all devices on the connection.
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The Current Connections panel shows the available connections and their details. Clicking the arrow
next to the ID will expand the selection and provide further details and connection actions. Clicking
the connection, will show the associated devices in the Device List.

Click the settings cog to edit the connection details. After editing click the OK button. When the

window closes the black 'connecting' icon will show which will change to the green 'connected' icon
once the connection has been established.

»‘ Connected

»‘ Connecting

»8

Figure 2-19:

10}

Figure 2-20:

Disconnected

Connection Status Icons

Edit Connection Button

Edit BACnet network on local PC Connection

General Settings
Connection Name
Connection ID #
Protocol

Transport

Protocol Settings
Addresses

iComm Device Instance

Write Priority

Transport Settings
Network connection

Local Port

Broadcast Address

Timeout & Retries

Inactivity Disconnection Timeout s
BAcnet Message Timeout s
U

V  Advanced Settings - expand to view

vent Logeve

2100 Connection Retry Timeout s
Q  Re-Discover Device Status Timeout 300 s
1302 Message Speed Limit D ms

Omni Packet Size kB

oo
I ]

Figure 2-21: Edit Connection Settings
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2-3 Devices List Panel

2-3.1 Device List

The Device List panel shows an overview of the devices for the selected connection. When the expand
button is clicked, the panel will expand to allow further details to be shown.

Click the chevron next to a device to show expanded details and actions for the selected item. When
the device is selected, the Blocks List will be populated based on the selected Device.

Logout  Help

iComm Control Centre =INNOTECH—=

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Current Connections - select a connection to show its devices Add New Connection

Name Protocol Transport Endpoint #Devices [Online _ Offline
y X3 Simulator network on local PC Innotech & Tcp Server 20010 6 6 0

Name Type Version Blocks Loaded Current Action
» veml Maxim 1] Maxim 3 6.20 20
» v omE2 Genesis Il Genesis 11 DDC V5 6.10 a4
v B3 S5G Gateway SSG Gateway 6.20 20
» v B 307 MiniMAX MM02 MiniMax (MM02) 6.30 2
» v B33 MicroMAX MicroMax 6.30 18
» v B 362 VavMAX VAVMax 6.30 a5

Figure 2-22: Device List Panel

/ Connected

\/ Device Found, iComm has not completed loading the device cache.
X Disconnected

Unsupported Device

Figure 2-23: Device Connection Status Icons

Ifyou know that your device is supported by iComm, an unsupported device icon indicates that iComm and/or your
device's firmware may need upgrading.

Edition 1.0 dated 14.02.2020 Page 30 © Mass Electronics Pty Ltd 2016



iComm User Instructions

=INNOTECH—

[=] Devices on Simulator network on local PC - select a device to show its blocks.

Address Name Type Version Blocks Loaded Current Action
v ERL Maxim Il Maxim 3 6.20 40
vV B2 Genesis || Genesis [1 DDC V5 6.10 44
- v B3 SSG Gateway SSG Gateway 6.20 20
DEVICE COMMANDS:
G| Checkstatus W Remave ﬁ Rebuild :, Export Points.
+”| Decommission | Recommission C| Restan
<2+| PingDevice «Z+| stopPinging
@ | cneckfor Subnet Devices 4. | EditsubnetAcdresses
[ _i 3.07 MiniMAX MM02 MiniMax (MM02) 6.30 22
v v [l 323 MicroMAX MicroMax 6.30 18
[ E 362 VavMAX VAVMax 6.30 45
o . .
Figure 2-24: Device List Expanded

Table 2-14: Device List Commands

Check Status

Checks the current status of the device.

Decommission

Disables the device in iComm.

Export Points

Downloads all the selected device's points to a csv file for viewing in a spreadsheet
program.

Ping Device

Sends pings to the device.

Recommission

Attempts to enable the device in iComm.

Remove Removes the device from the connection.

Restart Restarts the device.

Stop Pinging Stops pinging the device.

Rebuild Reintitialises the device and clears the cache.

Check for Subnet Devices Only - Checks if subnet devices are connected.
Subnet Devices

Edit Subnet Subnet Devices Only - Opens the edit subnet address dialogue.
Addresses

0 Not all commands are available for all devices.

Chapter 2 - Connections Tab
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2-4 Blocks List Panel
2-4.1 Blocks List

Logout el

iComm Control Centre =INNOTECH—=

[EUNNZ@(Cl REQUESTS  APPLICATIONS  ADMINISTRATION

Current Connections - sel
id |Name Protocol ‘Transport Endpoint # Devices Online _|Offline
» &3 Simulator network on local PC Innotech & TcpServer 20010 6 6 0 o

Address |Name: Type Version Blocks Loaded Current Action
» v E3 556 Gateway SSG Gateway 620 20

[=] Blocks on SSG Gateway - expand ablos

Name Type Address Value
» SSG Temperature MAXIMPORT_BTP_GLOBR 69
» Yearly Schedule MAXIMPORT_BTP_YEARLY 100
»_Weekly Schedule MAXIMPORT_BTP_WEEKLY 194

Figure 2-25: Blocks List Panel

The Blocks List panel shows an overview of the blocks for the selected device. When the expand
button is clicked, the panel will expand to show further details and the Devices panel rolls up and
show the selected device only.

Click the chevron next to a block name to show expanded details for the selected item.

Logout  Help

iComm Control Centre =INNOTECH=

[SNNTZayeI REQUESTS  APPLICATIONS  ADMINISTRATION

Current Connections - select a connection to show its devices Add New Connection

id_|Name Protocol Transport Endpoint # Devices Online _[Offline
v 3 Simulator network on local PC Innotech & Tep Server 20010 6 6 0 omn

Devices on Simulator network on local PC - select a device to show its blocks.

Address | Name. Type Version Blocks Loaded Current Action
»v B3 SSG Gateway SSG Gateway 6.20
[=] Blocks on SSG Gateway - expand a block to viewits points
Name Type Address Value
~ 556 Temperature MAXIMPORT_BTP_GLOBR 69
Value Analog 23
FailType Analog 1
Fault Digital True
FailValue Analog 23

Figure 2-26: Blocks List Expanded

Click the Filter button to filter the Block List. Enter information into the textboxes to filter the
information. The list will filter as you type. More precise filtering can be done by entering information
in multiple textboxes.

[=] Blocks on SSG Gateway - expand a block to view its points
Name Type Address Value
[een x]] I |
» Yearly Schedule MAXIMPORT_BTP_YEARLY 100
» Weekly Schedule MAXIMPORT_BTP_WEEKLY 194

Figure 2-27: Blocks List Filtering
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2-5 Subnet Devices

2-5.1 Subnet Device Configuration

Select the Subnet device in the Device List and expand to show the details. Click the Edit Subnet
Addresses button to show the Edit Subnet Addresses window.

Devices on Simulator network on local PC - select adevice to show its blocks

Address  |Name Type Version Blocks Loaded Current Action
» v EBL Maxim Il Maxim 3 620 40
» v =2 Genesis Il Genesis I DDC V5 6.10 44
~v B3 S5G Gateway S56 Gateway 6.20 20
DEVICE COMMANDS:

2‘ Check Status. _I Remove EI Rebuild =_,| Export Points.
| Decommission L"'I Recommission _I Restart

2‘ Ping Device ﬂ Stop Pinging

_I Check for Subnet Devices. Edit Subnet Addresses

Figure 2-28: Subnet Device Details

You can check for new devices, remove devices and change the device addresses. The Edit Subnet
Addresses window allows manual setting of the Subnet devices.

Edit Subnet Addre:

Gateway Address Mode
O Automatic ® Manual
Manual Assignment
Address Name Type
151 MiniMAX MMO2 MiniMax (MMO2) - &
152 MicroMAX E MicroMax a v
15.3 VavMAX E vavMmax PR
15.4 Available Address - a -
155 a v
156 P
15.7 a v
158 P
159 Availab P
15.10 Available Address a -
15.11 Available Address a v
15.12 A\ P
15.13 P
15.14 P
15.15 Available Address a v
15.16 Available Address a -
15.17 Available Address a v
15.18 Available Address a -
15.19 Ava a v
1520 Available P
1521 Ava P
15.22 Ava a v
15.23 Available Address a v
15.24 Available Address avV
o]

Figure 2-29: Subnet Device Configuration Table
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2-5.2 Manually Changing Subnet Addresses

Changing the subnet address can be achieved in two different ways.
« Click the up and down arrows to adjust its position.
« Click and drag a device to a new address.

3.6 Available Address a v
3.7 MiniMAX MMO02 B MiniMax (MMO02) | N v|
3.8 Available Address T 2T
ER=) H.dilcUIt‘-:‘-\UL[ebb al -

Click the device to move, the cursor changes and a line appears
underneath the new position. For example, the line under 15.8 represents
the new position for the MiniMAX MMO02 after the cursor is released.

Click up to move up and
down to move down in
the address list.

Figure 2-30: Edit Subnet Addresses

2-6 BACnet Devices

2-6.1 BACnet Block List

Select a BACnet device from the device list. Once selected, the block list will be populated based on

the device.

iComm Control Centre

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Current Connections - select a connection to show its devices

Id Name Protocol Transport Port
boa¥ 2 BACnet [®] Bacnet 22 udp 47808

[=] Devices on BACnet network on local PC - select a device to show its blocks

Address Name Type Version Blocks Loaded Current Action All

v v @510 WXT520 BACnet 1G04 Gateway 045 22

[=] Blocks - expand a block to view its points

Name Type Address Value
= Air Temperature 7 BACOBJECT_ANALOG_INPUT 0
PV Analog 19

Internal Pressure Temperature
Heating Temperature
Minimum Wind Direction
Average Wind Direction
Maximum Wind Direction
Minimum Wind Speed

Average Wind Speed

Maximum Wind Speed

Alr Pressure

BACOBJECT_ANALOG_INPUT 1

BACOBJECT_ANALOG_INPUT 2

BACOBJECT_ANALOG_INPUT 10
BACOBJECT_ANALOG_INPUT 11
BACOBJECT_ANALOG_INPUT 12
BACOBJECT_ANALOG_INPUT 20
BACOBJECT_ANALOG_INPUT 21
BACOBJECT_ANALOG_INPUT 22
BACOBJECT ANALOG INPUT 30

Logout Help

=INNOTECH—

Add New Connection

# Devices Online  Offline

52 48 L- 2]

@2013 Innotech Pty Ltd. Al Rights Reserved

Version 2.0.5611.27263

Figure 2-31: BACnet Block List
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3-1 Overview

This section provides information about the iComm Requests Tab. The Requests tab is used as a
commissioning tool in addition to troubleshooting. The tab shows the points available in iComm and
which clients are viewing them.

The table below describes the sections of the Requests Tab.

Logour  Help( 3

iComm Control Centre =INNOTECH— ‘

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Requests - select a request s registered

Address Connection Device Block Point #Subscribers  Update Rate  Timestamp Latency Application
P 111 1 1 1 Output 1 5000 N/A N/A v
+ 1:1 AHU1 Fan Fault-Output 1 1 AHU1 Fan Fault Output 2 5000 N/A N/A v
- 1:1AHU1 Fan Status~State 1 1 AHU1Fan Status ~ State 1 5000 N/A N/A v

127.0.0.1:50862 (John_Citizen.mybusiness.com.au) FM ServerV1.10.14.000
» 1:1AHU1 5/AIR Temp A~Fail 1 1 AHU1 S/AIR Temp A Fail 1 5000 N/A N/A v
» 1:1AHU1 S/AIR Temp B~Fail 1 1 AHU1 S/AIR Temp B Fail 1 5000 N/A N/A v
» 1:1 AHU2 S/AIR Temp A~Fail 1 1 AHU2 S/AIR Temp A Fail 1 5000 N/A N/A v
» 1:1AHU2 S/AIR Temp B~Fail 1 1 AHU2 S/AIR Temp B Fail 1 5000 N/A N/A v

Figure 3-1: Requests Tab

Table 3-1: Requests Tab Description

(ndex Jpsscriptin

0 This panel shows the current Requests for iComm's connections.

Refresh Button - The page will load the latest content when opened, the refresh button
Q must be used thereafter.

Filter Button - Click the button to open the filtering text boxes. Filter the Requests using one
or more text boxes.

Q Click Help for help on the Requests tab.
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3-1.1 Current Requests Panel
This panel shows the list of points currently registered by all clients.

For each point the panel shows:
« Address
« Connection
« Device
« Block
« Point
« Status
« Value
« Number of Subscribers
« Update Rate
« Timestamp
« Latency
« Application

Logout Help
iComm Control Centre =INNOTECH—
CONNECTION REQUESTS APPLICATIONS ADMINISTRATION
Current Requests - s st to show applications registered
Address Connection Device Block Point #Subscribers  Update Rate  Timestamp Latency Application
» 111 1 1 1 Output 1 5000 N/A N/A v
» 1:1 AHU1 Fan Fault~Output 1 1 AHU1 Fan Fault Output 2 5000 NfA N/A v
~ 1:1 AHU1 Fan Status~State 1 1 AHU1 Fan Status  State 1 5000 N/A N/A v
127.0.0.1:50862 (John_Citizen.mybusiness.com.au) FM ServerV1.10.14.000
» L1AHULS/AIR Temp A-Fail 1 1 AHUL S/AIR Temp A Fail 1 5000 N/A N/A v
» 1:1 AHU1S/AIR Temp B~Fail 1 1 AHU1 S/AIR Temp B Fail 1 5000 NfA N/A v
» L1AHU2 S/AIR Temp A-Fail 1 1 AHU2 S/AIR Temp A Fail 1 5000 N/A N/A v
» 1.1 AHU2 S/AIR Temp B~Fail 1 1 AHU2 S/AIR Temp B Fail 1 5000 N/A N/A v

Figure 3-2: Current Requests Panel
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4-1 Overview

This section provides information about the iComm Applications Tab. The Applications tab is used as
a commissioning tool in addition to troubleshooting. The tab shows client connections to iComm and
which points are associated with those clients.

The table below describes the sections of the Applications Tab.

Logout  Help ( 3

iComm Control Centre —INNOTECH=— |

CONNECTION

REQUESTS

APPLICATIONS ADMINISTRATION

Current Applications - select an application to show requests registered

IP Address Host Name Name Protocol Version Authenticated #Requests
~ 127.0.0.1:50862 John_Citizen.mybusiness.com.au FM Server V1.10.14.000 10 8 9426 787

1:1 AHU1 Fan Fault-Output

111

1:1 AHU1 Fan Status-State

1:1 AHUL S/AIR Temp A~Fail

1:1 AHU1 S/AIR Temp B~Fail

1:1 AHU2 S/AIR Temp A~Fail

1:1 AHU2 S/AIR Temp B~Fail

AR N N N

Figure 4-1: Applications Tab

Table 4-1: Applications Tab Description

(ndox Jpsscriptin

ﬂ This panel shows the current Applications for iComm's connections.

Refresh Button - The page will load the latest content when opened, the refresh button
e must be used thereafter.

Filter Button - Click the button to open the filtering text boxes. Filter the Applications using
one or more text boxes.

6 Click Help for help on the Applications tab.
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4-1.1 Current Applications Panel

The Current Applications panel shows all the current connections in iComm and which blocks are
being viewed by those connections.
For each client the panel shows:

« I[P Address

« Host Name

« Name

« Protocol Version

« Authenticated

« Number of Requests

« Bytes Received (RX)

« Bytes Transmitted (TX)

« Status

Logout  Help

iComm Control Centre =INNOTECH—=

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Current Applications - select an application to show requests registered

IP Address Host Name Name Protocol Version Authenticated # Requests Rx Tx
~ 127.0.0.1:50862 John_Citizen.mybusiness.com.au FM Server V1.10.14.000 10 8 9426 787

1:1 AHU1 Fan Fault~-Output

111

1:1 AHU1 Fan Status~State

1:1 AHU1 S/AIR Temp A~Fail
1:1 AHU1 S/AIR Temp B~Fail
1:1 AHU2 S/AIR Temp A~Fail
1:1 AHU2 S/AIR Temp B~Fail

AR N N

Figure 4-2: Current Applications
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5-1 Overview

This section provides information about the iComm Administration Tab. The Administration tab is for

changing various settings within iComm.

The table below describes the sections of the Administration Tab.

iComm Control Centre

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Server

Statistics

Security

Q Communications

Address Book

Event Log

Status
Started on
Uptime
Version
Build date

Started

21" February, 2017 - 9:18:05 am
17 minutes and 51 seconds
2.9.6262.10204

22/02/2017 5:40-08 AM

STOP SERVER

Logout  Help

=INNOTECH—

Figure 5-1: Administration Tab

Table 5-1: Administration Tab Description

[indox [Deseription

a Select a subcategory from the list to view/or edit iComm settings.

Q This part of the screen will show the content based on which subcategory is selected.

5-2 Server

The Server section of the Administration tab displays the status of the iComm server and has a

button for starting and stopping the server.

iComm Control Centre

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Server

Statistics

Security

Communications

Address Book

Event Log

Status
Started on
uptime
Version
Build date

Started

27™ February, 2017 - 9-18:05 am
17 minutes and 51 seconds
2.9.6262.10204

22/02/2017 5:40:08 AM

STOP SERVER

Logout  Help

=INNOTECH—=

Figure 5-2: Server Administration
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Users should note that stopping the 'server' is not the same as stopping the 'service'. When the server is stopped,
the iComm browser interface is still accessible, but no data will be shown. Stopping the 'service' using the system
tray icon will disable access to the iComm browser interface. Click here for details about the system tray icon status.

Local iComm Control Center

Stop Innotech Communications Service (port:8080)

Quit iComm Service Monitor

Figure 5-3: iComm System Tray - Stop Service

(& htp:/flocalhost8080/iComm/Connection 2 ~ 3 | & This page can't be displayed

This page can't be displayed

- Make sure the web address http/localhost:8080 is correct.

= Look for the page with your search engine.

« Refresh the page in a few minutes.

Fix connection problems

Figure 5-4: iComm Service Disabled

5-3 Statistics

The Statistics section of the Administration tab displays an outline of the current connection
statistics. Items such as the Number of Connections, Online Devices, Connected Applications,
Requests etc are shown here.

Logout  Help
iComm Control Centre =INNOTECH—
CONNECTION REQUESTS APPLICATIONS ADMINISTRATION
Server Current
Network Connections 6
Statistics
Disconnected Connections 1
Security Online Devices 2
Offline Devices 4
Communications
Decommissioned Devices 0
Address Book Unknown Devices 0
Client Connections 1
EventLog Client Requests Registered 8
Unique Client Requests Registered 7
Client Totals
Messages Received 62
Messages Transmitted 3
Client Requests Transmitted 9
Bytes Received 9426
Bytes Transmitted 2467
Connections. 1

Figure 5-5: iComm Statistics
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5-4 Security

The Security section of the Administration tab contains fields for updating the password and also
enabling Access Control.

Logout  Help

iComm Control Centre =INNOTECH—

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Web

A new user will be prompted for the following password when attempting to connect via a web browser

Server

Statistics Password

| )

Repeat Password
Communications ‘ ‘

Address Book APPLY

EventlLog

Applications
When access control is enforced on iComm, all client applications must provide the following username and passwerd in order to communicate through any of
iComm's connections

[J Enable Access Control

User Name

Password

Figure 5-6: Security Administration

5-5 Communications

The Communications section of the Administration Tab enables the user to change the port number
used for accessing iComm's interface.

A different port for accessing Focus can be specified if required. This setting must match the setting
in Focus for the Focus Simulator to function correctly.

Applications settings determine the timeout for connected software such as Focus. If iComm does
not receive a response within the timeout interval set, an error will be logged in the Event Log. The
Advise Capacity relates to the number of advices that can be sent in a single message.

Logout  Help

iComm Control Centre =INNOTECH=

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Server Web

icomm opens the following port to enable connection via a web browser
Statistics

Port Number

security

—

Address Book

Focus
Event Log iComm opens the following port to enable communication with Foeus

Port Number

Applications

The following affect the high-level messages transferred between client applications and iComm

Timeout

o s

Advise Capacity
100

APPLY

Figure 5-7: Communications Administration
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5-6 Address Book

Enter frequently used phone numbers or IP addresses into the address book for use within the
iComm interface.

Logout  Help

iComm Control Centre =INNOTECH—

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Server The address book acts as a central repository which assists in pre-filling fields when creating a connection

Type Name Value Port
S IP Address omni 192.168.30.183 /o
+

Statistics
Security
Communications

Address Book

EventLog

Figure 5-8: Address Book Overview

N

5-6.1 Adding

Click the +icon.

Select a type (IP Address or Telephone).

Type in the connection name.

Type in the IP Address or Telephone Number. If adding an IP Address, you can optionally add a port
number.

Click Apply to add the new item.

The address book acts as a central repository which assists in pre-filling fields when creating a connecticn

Type Name Value Port
= IP Address omni 192.168.30.183 /7 1

[P Aooress — g | ] +

Figure 5-9: Address Book - Adding

5-6.2 Deleting
Click the Bin icon next to the entry to delete the item from the address book.

m

Figure 5-10: Delete AddressIcon
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5-7 Event Log

The logged events that are visible in the list depend on what has been specified for logging in the
connection settings. Each connection can be set to log all events, no events or a specific type of
event. By default, the Event Log shows Info Level logging. Clear the Event Log by clicking Clear.

iComm Control Centre =INNOTECH—

CONNECTION REQUESTS APPLICATIONS ADMINISTRATION

Server Application Event Log Level
Statistics The following table shows the most recent logs written on the server EXPORT [ CLEAR
Secunty Time Message

Application [9d2fc685-33ca-4c9b-9f7d-1130978488ef 127.0.0.1:51626 iComm Internal] >> Received InnotechRequest with driver: 18
command: Ox1
Application [9d2fc685-33ca-4c9b-9f7d-1130978488ef 127.0.0.1:51626 iComm Internal] >> Received InnotechRequest with driver: 18
command: Ox1

Address Book @ 2016.0805 11:09:32 Application [9d2fc685-33ca-4c9b-9f7d-1130978488ef 127.0.0.1:51626 iComm Internal] >> Received InnotechRequest with driver: 18
- command: 0x1

Event Log © 20160805 11:09:32 J:grunl::::3%[3;1ZICSSS—E}JCEACBUVSWUJ130978488€f 127.0.0.1:51626 iComm Internal] >> Received InnotechRequest with driver: 18

ﬂ oa. Application [9d2fc685-33ca-4c9b-9f7d-1130978488ef 127.0.0.1:51626 iComm Internal] >> Received InnotechRequest with driver: 18

Figure 5-11: Event Log Window

@ 2016-08-0511:09:32

Communications
@ 2016-08-0511:09:32

5-7.1 Exporting Logs
Click the Export button to export the current Event Logs to a zip file. All Connections will be included.

The logs contained in the zip file are based on the current connections list.
The log file contains more specific details than are shown in the iComm window.

E| Current Connections - select a connection to show its devices

Id Name
o1 Direct connection to COM 1
ro¥ 3 Simulator network on local PC
r ¥ 4 BACnet network on local PC
P ¥ 5 Facility manager on this PC

Figure 5-12: Current Connections List

1Data\Local\Microsoft\Windows\Temporary Intemnet Files\Content.IES\3FKSWU7S\ogs.zip

S

MName Type

| BACnet network on local PCllog Text Document
| CommServer.rootlog Text Document
|| Direct connection to COM Llog Text Document
|| Direct connection to COM 2log Text Document
|| Facility manager on this PC.log Text Document
| iComm lux connection over TCP.log Text Document

| Internal connection (must be invisible).log Text Document

| Simulator network on local PC.log Text Document

Figure 5-13: Event Log- Downloaded Zip File
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Application Event Log Level  |Info v
The following table shows the most recent logs written on the server EXPORT CLEAR

Time Message
aq. Application [1bc921c3-3187-42d4-adc7-6471b6ead0eb 127.0.0.1:50862 FM Server V1.10.14.000] >> Received ReadRequest
@ 2015-06-0209:31.03 for 1:1 AHUZ S/AIR Temp B~Fail
Application [1bc921c3-3187-42d4-adc7-6471b6ead0eb 127.0.0.1:50862 FM Server V1.10.14.000] >> Received ReadRequest

2015-06-02 09:31:03
LiJ for 1:1 AHUZ S/AIR Temp A~Fail

Figure 5-14: Event Log- Current LoginiComm

File Edit Format View Help

[2015-05-13 :44:31,238 [4] INFO root [(null1)] <(null)> - Core created

2015-05-13 :44:31,472 [15] INFO root [(null1)] <(null)> - Focus thread starting...
2015-05-13 :44:31,487 [Core] INFO root [(null)}] <(null)> - watchdog armed.
2015-05-13 144:31,487 [core] INFO root [(null)] =<(null)> - Core thread starting...

2015-05-13 :44:32,501 [Core] INFO root [(null)] <(null)> - Core thread started.

2015-05-13 :44:37,384 [10] INFO root [(null <(null)> - Connected to server 127.0.0.1:20000
2015-05-13 144:37,509 [ INFO root <(null)> - Connected to server 127.0.0.1:20000
2015-05-13 144 :37,509 [ INFO root <(null)> - Connected to server 127.0.0.1:20000
2015-05-13 144:37,509 [ INFO root <(null)> - Connected to server 127.0.0.1:20000
2015-05-13 144 [ INFO root <(null)> - Connected to server 127.0.0.1:20000
2015-05-13 144:37,509 [ INFO root <(null)> - Connected to server 127.0.0.1:20000
2015-05-13 144:37,524 [ INFO root =<(null)> - Connected to server 192. .30.183:25350

Figure 5-15: Event Log - Log File Details

5-7.2 Logging Levels
The logging levels that can be selected are detailed in the table below.

Table 5-2: Logging Levels

Off Disable statistics logging

All Log all statistics levels

Error Error events that might still allow the application to continue running
Fatal Very severe error events that will presumably lead the application to abort

Information Messages
Events that are most useful to debug an application, contain detailed info per

Debug operation
Info Messages that highlight the progress of the application at coarse-grained level
Events that are most useful to debug an application, contains all details including
Verbose f
variables
Warn Messages about potentially harmful situations
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6-1 Step-by-Step Setup of a New Connection

This section provides information about setting up different connections in iComm from start to
finish.

6-1.1 Innotech Serial/USB Connections

1. Click the Add New Connection button and select Innotech Serial/USB Connection
2. General Settings (edit as required)

+ Edit the Connection name (use something meaningful)

« Edit Connection ID if required (By default the next number will be selected)
3. Protocol Settings (edit as required)

+ Enter the start and end device address range
4. Transport Settings (edit as required)

+ Select a COM Port to use

+ Select a Baud Rate

+ Check the box if you are using a Modem

s If you are using a modem, enter a phone number and edit other settings as required

5. Timeout & Retries

+ Accept the default settings or edit the settings as required
6. Advanced Settings

+ Select a logging level

+ Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

Add Innotech Serial/USB Connection

General Settings Timeout & Retries
Connection Name  [Connection #4 ‘ Message Retries retries
@ ConnectionID # D @ Inactivity Disconnection Timeout s
Protocal  |innotect Message Timeout s
Transport [Serial/USB
V¥ Advanced Settings - expand to view
Protocol Settings Event Log Level
@ Start device address range @ Connection Retry Timeout s
End device address range Device Status Timeout 00 |s
Transport Settings Message Speed Limit D ms
COM Port Omni Packet Size  EEEG—_G— ke
@ Baud Rate
Use Modem [

7] o JEmn

Figure 6-1: Add New Connection - Innotech Serial/USB Example
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6-1.2 Innotech TCP Connection

1. Click the Add New Connection button and select Innotech TCP Connection.
2. General Settings (edit as required)
+ Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
3. Protocol Settings (edit as required)
+ Enter the start and end device address range
4. Transport Settings (edit as required)
+ Enter an IP Address and Port Number or click the address book button to load a
predefined IP address from iComm's address book
5. Timeout & Retries
+ Accept the default settings or edit the settings as required
6. Advanced Settings
+ Select alogging level
+ Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

6-1.3 Omni USB

1. Click the Add New Connection button and select Omni USB Connection.
2. General Settings (edit as required)
« Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
3. Protocol Settings (edit as required)
« Enter the start and end device address range
4. Transport Settings (edit as required)
« Enter an IP Address and Port Number or click the address book button to load a
predefined IP address from iComm's address book
5. Timeout & Retries
« Accept the default settings or edit the settings as required
6. Advanced Settings
« Select alogging level
« Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

6-1.4 BACnet UDP / BACnet Foreign Device UDP

1. Click the Add New Connection button and select BACnhet UDP or BACnet Foreign Device UDP
2. General Settings (edit as required)
«+ Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
3. Protocol Settings (edit as required)
+ Enter an address or click Re-Discover to discover addresses and edit the iComm Device
instance
4. Transport Settings (edit as required)
+ Select a Network Connection. Only the Local Port's Port Number can be changed
5. Timeout & Retries
+ Accept the default settings or edit the settings as required
6. Advanced Settings
+ Select alogging level
+ Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm
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6-1.5 Custom Connection

1. Click the Add New Connection button and select Custom.
2. General Settings (edit as required)
+ Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
+ Select a Protocol
« Select a Transport type
3. Protocol Settings (edit as required)
« BACnet (Enter an address or click Re-Discover to discover addresses, edit the iComm
Device instance)
+ Innotech (Enter the start and end device address range)
4. Transport Settings (edit as required)
« Serial/USB
o Select a COM Port to use
o Select a Baud Rate
s Check the box if you are using a Modem
s If you are using a modem, enter a phone number and edit other settings as
required
« TcpClient
o Enter an IP Address and Port Number or click the address book button to load a
predefined IP address from iComm's address book
« TcpServer
s Specify a Port Number or accept the default setting
« Udp
o Select a Network Connection and specify the settings. Only the port number can be
changed.
5. Timeout & Retries
+ Accept the default settings or edit the settings as required
6. Advanced Settings
+ Select alogging level
+ Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

6-1.6 Maxim/Genesis Simulator

1. Click the Add New Connection button and select Maxim/Genesis Simulator.
2. General Settings (edit as required)
« Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
3. Protocol Settings (edit as required)
« Enter the start and end device address range
4. Transport Settings (edit as required)
« Specify a Port Number or accept the default setting
5. Timeout & Retries
« Accept the default settings or edit the settings as required
6. Advanced Settings
« Select alogging level
« Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm
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6-1.7 Focus Simulator

1. Click the Add New Connection button and select Focus Simulator.
2. General Settings (edit as required)
+ Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
3. Protocol Settings (edit as required)
+ Enter the start and end device address range
4. Transport Settings (edit as required)
« Specify Network ID number
5. Timeout & Retries
+ Accept the default settings or edit the settings as required
6. Advanced Settings
+ Select alogging level
+ Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

6-1.8 Facility Manager

1. Click the Add New Connection button and select Facility Manager.
2. General Settings (edit as required)
« Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
Protocol Settings (no editing possible)
4. Transport Settings (edit as required)
« Specify a Port Number or accept the default setting
5. Timeout & Retries
« Accept the default settings or edit the settings as required
6. Advanced Settings
« Select alogging level
« Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

w

6-1.9 iSEA

1. Click the Add New Connection button and select iSEA
2. General Settings (edit as required)
«+ Edit the Connection name (use something meaningful)
« Edit Connection ID if required (By default the next number will be selected)
Protocol Settings (no editing possible)
4. Transport Settings (edit as required)
+ Enter an IP Address and Port Number or click the address book button to load a
predefined IP address from iComm's address book
5. Timeout & Retries
+ Accept the default settings or edit the settings as required
6. Advanced Settings
+ Select alogging level
+ Accept the default settings or edit the remaining settings as required
7. Click OK to create the connection in iComm

w
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6-2 Setting up a Sub-System Gateway Subnet Device

1. Add aconnection to iComm using the steps previously listed in this section. Ensure that sub-
system devices are connected to your gateway.

2. Expand your SSG device details and click Check for Subnet Devices. iComm will refresh the SSG
and detect the subnet devices and update their status in iComm.

3. Ifyou need to Edit the Subnet Addresses, click the Edit Subnet Addresses button to open the edit
window. By default subnet addressing is done automatically. If you need to edit their address,
click Manual and either click and drag the device to a new address or click the up and down
arrows to move the position of the device.

[=] Devices on Simulator network on local PC - select a aevice to show its blocks

Address Name Type Version Blocks Loaded Current Action
v el Maxim Ill Maxim 3 6.20 40
» v 2 Genesis Il Genesis Il DDC V5 6.10 44
v E SSG Gateway SSG Gateway 6.20 20
DEVICE COMMANDS:
S| checkStaws W/| Remove | Rebuild "% | ExporcPoints
| Decommission & | Recommission C| Restart
2| Ping Device 2| StopPinging
| ®\i Check for Subnet Devices Edit Subnet Addresses
MiniMAX MM02 MiniMax (MMQ2) £.30 22
MicroMAX MicroMax 6.30 18
VavMAX VAVMax 630 45
1
Primary| [Subnet Device ||Check for Edit Subnet]
Devices| |Addresses Subnet devices| |Addresses

Figure 6-2: iComm Subnet Devices

Gateway Address Mode
O Automatic ® Manual
Manual Assignment

Address Name

151 MiniMAX MM02
152 MicroMAX

153
154
155
156

=
]

MiniMax (MM02)
MicroMax
VAVMax

e

[N L O L
444 4444444 444440449449 4044404d

[ KA

Figure 6-3: Edit Subnet Addresses
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6-3 iComm Display Problems
Display problems can occur when using Internet Explorer due to the Compatibility View settings.

iComm Control Centre =INNOTECH—
CONNECTION REQUESTS APPLICATIONS ADMINISTRATION
Server {{model statusLabel}} {{model.status}}
{{model starfTimeLabel}}

Statistics {{model.upTimeLabel}} {{model.upTime}}

Security {{MODEL.STARTSTOPBUTTON}}
Current

Communications {{model.connectionsCountLabel} {{model.connectionsCount}}

Address Book {{model.disconnectedCountLabel} {{model.disconnectedCount}}

{{model.onlineCountLabel} {{model.onlineCount}}

Event Log {{model.offineCountLabel} {{model.offlineCount}}

{{model.decommissionedCountLabel}} {{model.decommissionedCount}}
{{model.unknownCountLabel}} {{model.unknownCount}}
{{model.applicationsCountLabel}} {{model.applicationsCount}}

Figure 6-4: Compatibility Problem

If viewing problems occur, open the Compatibility View Settings and remove the IP/DNS name from
the settings window. Click the settings cog to open the menu.

S ThEeEEEs

¢ > BN " *

Figure 6-5: Internet Explorer Settings Cog

- Compati ew Se I
print b Conprii Ve S =2
File 3 Change Compathility View Settings

A
Zoom (100%) 3

Add this website:

Safety 3

Add site to Start menu ou've added to Compatbility View:

'| Remove |

View downloads Ctrl+J
Manage add-ons
F12 Developer Tools

Go to pinned sites

Compatibility View settings

[ Display intranet sites in Compatibiity View

Report website problems [ Use Microsoft compatibilty lists
Learn more by reading the Internet Explorer privacy statemerft
Internet eptions \/

About Internet Explorer | Close I

Figure 6-6: Compatibility View Settings

When Close is clicked, the page will reload and should display correctly.
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Innotech provides technical information on the Web to assist you with using its products.
At www.innotech.com, you can find technical manuals, user instructions, and data sheets for all our

products.

For direct product support or product information, contact your local distributor, or an Innotech

representative.

You can contact us via email, phone, or postal mail:

Website: www.innotech.com
Email: sales@innotech.com
Phone: +61 734219100
Mail: Innotech Control Systems
PO BOX 292
Sunnybank
QLD 4109
Australia
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